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Preface

This manual contains the information that you will need to use the router user
interface for configuration and operation of the Multiprotocol Access Services base
code installed on your Nways device. With the help of this manual, you should be
able to perform the following processes and operations:

» Configure, monitor, and use the Multiprotocol Access Services base code.

» Configure, monitor, and use the interfaces and Link Layer software supported by
your Nways device .

This manual is the first volume of the software library for the 2216, which is
described in LLibrary Querview” on page xxx¥. A specific Nways device might not
support all of the features and functions described within the library. If a feature or
function is device-specific, that restriction is indicated in the relevant manual or is
shown in a table in the preface of this manual.

This manual refers to the 2216 as either “the router” or “the device”. The examples
in the library represent the configuration of a 2216, but the actual output you see
may vary. Use the examples as a guideline to what you might see while configuring
your device.

Who Should Read This Manual

This manual is intended for persons who install and manage computer networks.
Although experience with computer networking hardware and software is helpful,
you do not need programming experience to use the protocol software.

Getting Additional Information

Changes may be made to the documentation after the books are printed. If
additional information is available or if changes are required after the books have
been printed, the changes will be in a file (hamed README) on the CD-ROM. You
can view the file with an ASCII text editor.

About the Software

IBM Nways Multiprotocol Access Services is the software that supports the IBM
2216 (licensed program number 5765-C90). This software has these components:

* The base code, which consists of:

— The code that provides the routing, bridging, data link switching, and SNMP
agent functions for the device.

— The router user interface, which allows you to configure, monitor, and use the
Multiprotocol Access Services base code installed on the device. The router
user interface is accessed locally through an ASCII terminal or emulator
attached to the service port, or remotely through a Telnet session or
modem-attached device.

The base code is installed at the factory on the 2216.

* The Configuration Program for IBM Nways Multiprotocol Access Services
(referred to in this book as the Configuration Program) is a graphical user
interface that enables you to configure the device from a stand-alone workstation.
The Configuration Program includes error checking and online help information.

© Copyright IBM Corp. 1997, 1999 XXIX



The Configuration Program is not pre-loaded at the factory; it is shipped
separately from the device as part of the software order.

You can also obtain the Configuration Program for IBM Nways Multiprotocol
Access Services from the IBM Networking Technical Support home page. See
Configuration Program User’s Guide for Nways Multiprotocol and Access
Services,, GC30-3830, for the server address and directories.

Conventions Used in This Manual

The following conventions are used in this manual to show command syntax and
program responses:

1.

The abbreviated form of a command is underlined as shown in the following
example:

reload

In this example, you can enter either the whole command (reload) or its
abbreviation (rel).

Keyword choices for a parameter are enclosed in brackets and separated by the
word or. For example:

command [keywordl or keyword2]

Choose one of the keywords as a value for the parameter.

Three periods following an option mean that you enter additional data (for
example, a variable) after the option. For example:

time host ...

In this example, you enter the IP address of the host in place of the periods, as
explained in the description of the command.

In information displayed in response to a command, defaults for an option are
enclosed in brackets immediately following the option. For example:

Media (UTP/STP) [UTP]

In this example, the media defaults to UTP unless you specify STP.

Keyboard key combinations are indicated in text in the following ways:
e Ctrl-P
» Citrl -

The key combination Ctrl - indicates that you should press the Ctrl key and the
hyphen simultaneously. In certain circumstances, this key combination changes
the command line prompt.

Names of keyboard keys that you press are indicated like this: Enter

Variables (that is, names used to represent data that you define) are denoted by
italics. For example:

File Name: filename.ext

Library Overview

Changes to the library structure:  Beginning with Version 3.2, the following
changes to the organization of the library took place:

The part titled Understanding, Using and Configuring Features has been
moved into the [Using and Configuring Featured book from the [Muway4d
Mudtiprotocol Access Services Software User's Guids.
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* The chapters on using, configuring, and monitoring the DIALs feature have been

moved into the [Using and Configuring Featured book.

Information updates and corrections: To keep you informed of engineering
changes, clarifications, and fixes that were implemented after the books were
printed, refer to the IBM 2216 home pages at:

http://www.networking.ibm.com/216/216prod.htm]

The following list shows the books in the IBM 2216 library, arranged according to
tasks.

Planning
GA27-4105
IBM 2216 Introduction and Planning Guide

This book is shipped with the IBM 2216. It explains how to prepare for
installation and perform an initial configuration.

Installation

GA27-4106
IBM 2216 Nways Multiaccess Connector Installation and Initial
Configuration Guide

This booklet is shipped with the IBM 2216. It explains how to install the IBM
2216 and verify its installation.

GX27-3988
2216 Nways Multiaccess Connector Hardware Configuration Quick
Reference

This reference card is used for entering and saving hardware configuration
information used to determine the correct state of an IBM 2216.

Diagnostics and Maintenance

SY27-0350
2216 Nways Multiaccess Connector Service and Maintenance Manual

This book is shipped with the IBM 2216. It provides instructions for
diagnosing problems with and repairing the IBM 2216.

Operations and Network Management

The following list shows the books that support the Multiprotocol Access Services
program.

SC30-3886
Software User’s Guide
This book explains how to:
» Configure, monitor, and use the Multiprotocol Access Services software.

* Use the Multiprotocol Access Services command-line router user
interface to configure and monitor the network interfaces and link-layer
protocols shipped with the IBM 2216.

SC30-3993
Usi  Confoi |

SC30-3884
| T Conf - —— j |
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SC30-3885
| T Conf - — i |

These books describe how to access and use the Multiprotocol Access
Services command-line user interface to configure and monitor the routing
protocol software shipped with the product.

They include information about each of the protocols that the devices
support.

SC30-3682
This book contains a listing of the error codes that can occur, along with
descriptions and recommended actions to correct the errors.

Configuration

GC30-3830

This book discusses how to use the Configuration Program.

Safety

SD21-0030
Caution: Safety Information—Read This First

This book, shipped with the IBM 2216, provides translations of caution and
danger notices applicable to the installation and maintenance of a IBM
2216.

Marketing

The following IBM Web page provides product information:
http://www.networking.ibm.com/216/216prod.html

Summary of Changes for the IBM 2216 Software Library

XXXil

The following list applies to the changes in the software that were made in Version
3 Release 4:

* Frame Relay enhancements:
— New Frame Handler (FH) support
— PU throttling to handle bursts of traffic in support of 3745 controllers
— New interface type (Frame Relay subinterface) to allow virtual interfaces on
the same physical interface
— Unnumbered IP support

* VPN enhancements:

— CPE enhancements:
- Policy information from LDAP servers is locally stored.
- Policy quick configuration.
- Policy consistency checking.
- Policy information may now be retrieved from LDAP servers within an

administrative domain.

- IPSec tunnel ping.

— IP enhancements:

- Voice routing enhancements:
* |IP Header Compression on PPP (RFCs 2507, 2508, 2509)
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Summary of Changes

* Interleaving voice traffic between fragmented data packets on multi-link

PPP

* Interleaving voice traffic between fragmented data packets on Frame

Relay

* Bypassing PPP or Frame Relay packet compression and encryption for

voice traffic
- IP loopback address

This support allows users to define IP addresses on a special interface to
support TN3270 Gateway, Network Dispatcher, and IPSec requirements.

- IPv6
* An inter-domain routing function (BGP4+) is provided for IPv6 that

supports IPv6 routing and addressing information and uses TCP6 for

transport.

* |Pv6 traffic is supported over ATM ethernet LAN emulation without
encapsulation or tunneling.

- Multiple forwarding paths

IP routing can use up to four equal-cost static routes to support multiple

parallel links to a given address and mask.
- IP route aggregation
- Multicast enhancements:
» Protocol Independent Multicast-Dense Mode (PIM-DM) for IPv4.

* Network administrators can now control the flow of IP multicast data into
and out of their networks by using inbound and outbound traffic filters.

- Not-so-stubby area (NSSA)

OSPF supports not-so-stubby area (NSSA) as defined in RFC 1587 and

the latest Internet draft is now supported.
- Random Early Detection (RED)
- Differential services policing enhancements
- VRRP enhancements:
* The hardware MAC address may be used instead of a virtual MAC

address to identify a redundant gateway; this can offer a performance

improvement.

* When more than one backup candidate is available, preempt options can

be configured.

* For selecting the master IP router, additional criteria, such as available
route or network interface, can be used to support non-IP functions.

Dial-on-demand alternate interface for WAN reroute

TN3270 enhancements

— LU capping

— LU-pool load balancing

— Talk 5 disconnect of TN3270 sessions
— Additional reporting information

— Support of addresses 1 and 255

Network Dispatcher enhancements
— Advertising of network dispatcher cluster addresses by routing protocols
— A new SSL Advisor

DLSw SDLC PU1 support

Ethernet encapsulation support for both ethernet type Il (default) and 802.3
simultaneously on the same interface

DHCP enhancements:
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Summary of Changes

— Hardfile backup for lease information
— Multiple IP address support for DHCP interfaces
— Short lease support

* RADIUS enhancements
— Radius scalability
— Login of Last Resort

e L2TP Scalability
e Thin Server enhancement

Connection to an alternate or back-up master server
» Service file retrieval enhancements

Clarifications and corrections

In hard copy and PDF, the technical changes and additions are indicated by a
vertical line (]) to the left of the change.

Network Utility

The Network Utility is a product that consists of various models of the 2216. It
provides various subsets of the functions of the 2216, as shown in

Software Features Supported by Network Utility

Each model of Network Utility provides a subset of the software features of the
2216, as shown in [lable 1. The 2216 Model 400 Web Server Cache (WSC)
supports IP protocols and does not provide APPN features.

Table 1. Code Features supported in the 2216 Model 400 and Network Utility

Available for Available for
Available for 2216 Available for 2216 Network Utility Network Utility

Feature or Protocol Model 400 Base Model 400 WSC Model TN1 Model TX1
TN3720E Yes?! — Yes?! —
TN3720E IBM eNetwork Yest — Yest —
Host on-Demand Client
Cache
TN3720E host-initiated Yes?t — Yest —
dynamic LU definition
TN3720E multiple PUs SA Yes?t — Yes?t —
over DLSw
Network Dispatcher Yes Yes Yes Yes
TN3720E Server Advisor Yes Yes? Yes Yes?
(or Network Dispatcher
Advisor)
Bandwidth reservation and Yes Yes Yes Yes
priority queuing
Frame Relay packet Yes Yes Yes Yes
fragmentation
Voice packet forwarding Yes Yes Yes Yes
over Frame Relay
MAC filtering Yes Yes Yes Yes
WAN restoral Yes Yes — —
WAN reroute Yes Yes — —
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Summary of Changes

Table 1. Code Features supported in the 2216 Model 400 and Network Utility (continued)

Available for Available for
Available for 2216 Available for 2216 Network Utility Network Utility

Feature or Protocol Model 400 Base Model 400 WSC Model TN1 Model TX1
Data compression Yes Yes Yes Yes
Encoding subsystem Yes Yes Yes Yes
Encryption Yes Yes Yes Yes
Data Link Switching (DLSw) Yes — Yes Yes
Quality of Service (QoS) Yes Yes Yes Yes
IPSec (IP Security) Yes Yes Yes Yes
Differentiated Services Yes Yes Yes Yes
L2TP Yes Yes Yes Yes
L2F Yes Yes Yes Yes
PPTP Yes Yes — —
Network Address Yes Yes Yes Yes
Translation
AAA (Authentication, Yes Yes Yes Yes
Authorization, and
Accounting Security)
RSVP Yes Yes Yes Yes
DHCP services Yes Yes Yes Yes
Directory services: LDAP Yes Yes Yes Yes
support
IPv6 Yes — Yes Yes
Thin Server Yes — — —
Web Server Cache — Yes — —
SDLC primary group poll Yes — Yes Yes
SDLC two way Yes — Yes Yes
simultaneous
communication
IPX Yes — — —
Appletalk Yes — — —
DECnet IV Yes — — —
(O8] Yes — — —
Banyan Vines Yes — — —
DIALs Yes Yes Yes® Yes®
APPN features
Branch Extender Yes — Yes Yes
Dependent LU Requestor Yes — Yes Yes
(DLUR)
Enterprise Extender Yes — Yes Yes
Extended Border Node Yes — Yes Yes
High-performance routing Yes — Yes Yes
(HPR)
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Summary of Changes

Table 1. Code Features supported in the 2216 Model 400 and Network Utility (continued)

Network node (NN)

Available for Available for
Available for 2216 Available for 2216 Network Utility Network Utility
Feature or Protocol Model 400 Base Model 400 WSC Model TN1 Model TX1
Yes — Yes Yes

1. This is a separately priced feature
2. When communicating with a TN3270E server on an IBM routing product
3. Accessible only by using tunneling. Tunneling functions include L2TP, PPTP, and L2F.
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Part 1. Understanding and Using the Software
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Chapter 1. Getting Started

This chapter shows you how to get started with using the following components
related to the IBM 2216 Model 400 Switch (2216) and the Multiprotocol Access
Services:

» Device console terminals

» Device software (Multiprotocol Access Services)

» Device software user interface

The information in this chapter is divided into the following sections:

Before You Begin

Before you begin, refer to the following checklist to verify that your device is
installed correctly.

Have you...
* Installed all necessary hardware?
* Connected the console terminal (video terminal) to the device?

Attention: If you are using a service port-attached terminal to configure or
monitor your IBM 2216 and your service terminal is unreadable, you
need to change some parameters in your configuration.

Refer to your hardware documentation.

» Connected your device to the network using the correct network interfaces and
cables?

* Run all necessary hardware diagnostics?

For more information on any of these procedures, refer to the IBM 2216 Nways
Multiaccess Connector Installation and Initial Configuration Guide.

Migrating to the Current Release

Refer to the 2216 Nways Multiaccess Connector Service and Maintenance Manual
for information about migrating to a new code level.

Accessing the Software Using Local and Remote Consoles

Local Consoles

The device console lets you use the device user interface to monitor and change
the function of the device’s networking software. The device supports local and
remote consoles.

Local consoles are either directly connected by an EIA 232 (RS-232) cable, or
connected via modems to the device. You may need to use a local console during
the initial software installation. After the initial setup connection, you can connect
using Telnet, as long as IP forwarding has been enabled. (Refer to Protocol
Configuration and Monitoring Reference for more information on enabling IP
forwarding.)
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When the configured device is started for the first time, a boot message appears on
the screen, followed by the OPerator's CONsole or OPCON prompt (*). The *
prompt indicates that the device is ready to accept OPCON commands.

You will need to use an ASCII terminal attached to the 2216 service port to initially
configure it.

Important; Garbage, random characters, reverse question marks, or the inability to
connect your terminal to the 2216 service port can have many causes.
The following list contains some of those causes:

* The most common cause of garbage or random characters on the
service console is that the baud rate is not synchronized with the
IBM 2216.

If the 2216 is set to a specific baud rate, the terminal or terminal
emulator must be set to the same baud rate.

If the IBM 2216 is set to autobaud (this is the default), press the
terminal break key sequence and press Enter.

A typical break key sequence for PC terminal emulators is Alt-B
(refer to the terminal emulator documentation). Most ASCII terminals
have a Break key (often used in conjunction with the Ctrl key).

Refer to your hardware documentation for more information.
» Defective terminal or device (ac) grounds.

» Defective, incorrectly shielded, or incorrectly grounded EIA 232
(RS-232) cable between the terminal and the IBM 2216.

» Defective terminal or terminal emulator.

» Defective IBM 2216 system board.

« High ambient electromagnetic interference (EMI) levels.
* Power line disturbances.

Once the 2216 is initially configured, you will not need a local console for device
operation, as long as IP is enabled.

The device software automatically handles console activity. When upgrading the
software, you might have to use the local console. For information on attaching and
configuring local consoles, refer to the IBM 2216 Nways Multiaccess Connector
Installation and Initial Configuration Guide.

Remote Consoles

Remote consoles attach to the device using a standard remote terminal protocol.
Remote consoles provide the same function as local consoles, except that a local
console must be used for initial configuration. You can use no more than two
remote consoles at the same time on a device. You can connect remote consoles to
the device through a Telnet connection. You have the option to disable this feature.

Telnet Connections

The device supports both Telnet Client and Server. The remote console on the
device acts as a Telnet server. The device acts as a Telnet client when connecting
from the device to either another device or a host using the telnet command in the
OPCON (*) process.
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Remote Login Names and Passwords

During a remote login, the device prompts you for a login name and password. You
can display the login name when logged in to the device from a remote console by
using a device status command.

Logging in Remotely or Locally

Logging in to a local console is the same as logging in to a remote console except
that you must connect to the device by starting Telnet on your host system. To log
in remotely, begin at step i 1o log in locally, begin at step

To log in from a remote console:

1.

2.

Connect to the device by starting Telnet on your host system. Your host system
is the system to which remote terminals are connected.

Supply the device’s name or Internet Protocol (IP) address.

To use device names, your network must have a hame server. Issue either the
device name or the IP address as shown in the following example:

% telnet brandenburg

or
% telnet 128.185.132.43

At this point, it makes no difference whether you have logged in remotely or
locally.

If you are prompted, enter your login name and password.

Togin:
Password:

It is possible that there is a login and no password. The password controls
access to the device. If a password has not been set, press the Enter key at
the Password: prompt. Logins are not set automatically. For security, you can set
up user names and passwords using the add user command in the CONFIG
process. For additional information, see the description of the add user
command on 8. Remember to reload to activate any changes.

Note: If you do not enter a login name and valid password within 1 minute of
the initial prompt, or if you enter an incorrect password three times in
succession, the device drops the Telnet connection.

Press the Enter key to display the asterisk (*) prompt.

You may have to press the Enter key more than once or press Ctrl-P to obtain
the * prompt.

Once at this level, you can begin to enter commands from the keyboard. Press
the Backspace key to delete the last character typed in on the command line.
Press the Delete key or Ctrl-U to delete the whole command line entry so that
you can reenter a command. See [Command Completion” on page 24 and
ECommand History” on page 23 for more information.

You can also use local Telnet commands on your Telnet client to close the
Telnet connection.

Note: If you use a VT100 terminal, do not press the Backspace key, because
it inserts invisible characters. Use the Delete key.

5. Exit the device as described in EExiting the Device” on page 8.
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Reloading the Device

Use the reload command to reboot the device by loading a new copy of the
configuration from memory. Whenever you change a user-configurable parameter
that is not dynamically configurable, you must reload the device for the change to
take effect. For example:

* reload
The configuration has been changed, save it? (Yes or [No] or Abort)

Are you sure you want to reload the gateway? (Yes or [No]): yes

Exiting the Device

Return to the * prompt and use the logout command to close the Telnet
connection. For example:

IP Config> exit
Config> Ctrl1-P
* logout

o
%

You can also use local Telnet commands on your Telnet client to close the Telnet
connection.

Discussing the User Interface System

The software is a multitasking system that schedules use of the CPU among
various processes and hardware devices. The device software:

* Provides timing and memory management, and supports both local and remote
operator consoles from which you can view and modify the device’s operational
parameters.

» Consists of functional modules that include various user interface processes, all
network interface drivers, and all protocol forwarders purchased with the device.

Understanding the First-Level User Interface

The user interface to the software consists of the main menu (process) and several
subsidiary menus (processes). These menus are related to the multiple levels of
processes in the software.

The first level of processes consists of the OPCON and CONFIG-ONLY processes.
In most cases, you will use the OPCON process to access the second level to
configure or operate the base services, features, interfaces, and protocols you will
run on your IBM 2216.

The second level contains processes such as Configuration (CONFIG), Console
(GWCON) and Event Logging System (MONITR). You may use the OPCON
commands configuration , console or event to access these second level
processes. Alternatively, you may use the status command to list the second level
processes and then use the talk pid command to access the second-level
processes. There are processes that you cannot use in the software. See

for an overview of the processes.

Eigure 1 on page 7 shows the processes and how they fit within the structure of the
device software.
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Router Software Processes

Tasker OPCON

If Error
Condition

If Error
Condition

Standalone
CONFIG CONFIG MOSDBG GWCON MONITR
(Config Only)

— v

Quick ELS
Config Messages

Figure 1. Multiprotocol Access Services

m is an example of the relationship between the various process levels.

First > (OPCON | <
Level *
| I A I |
CoTso1e Configuration
or or
| |
Talk 5 Talk 6
Second GWCON ctrl-p CONFIG
Level process | process
‘ A A
Prot SNMP Prot SNMP
ctrl-p ctrl-p
Third
Level SNMP>| Exit Exit|SNMP Config>

Figure 2. Relationship of Processes and Commands

Note: Also shown in m are the various commands to access each process
level and return from each process level.
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See [What is the OPCON Process?” on page 31 for more information about
OPCON, and [Config-Only Mode™ on page 63 for more information about

CONFIG-ONLY.

The ROPCON process handles processing from remote consoles and is essentially
the same as the OPCON process.

Quick Configuration Process

Quick Configuration, or Quick Config, allows you to quickly configure portions of the
device without dealing with the specific operating system commands. When you
initially load, restart, or reload the device with no configuration, you enter
Config-Only and you can access Quick Config menus from that process. If the
device has devices configured and the devices do not have any protocols
configured, the device automatically starts Config-Only and then enters Quick
Config.

You can also enter Quick Config from the CONFIG process using the gconfig
command.

System Security
Multiple users with login permissions can be added using the add user command.

See [Configuring User Access” on page 66 for details on security issues and for

information on the set password and add user commands.
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Chapter 2. Using the Software

This chapter describes how to use the software. It consists of:

Entering Commands

When typing a command, remember the following:

* You may type only enough sequential letters of the command to make it unique
among the available commands. For example, to execute the reload command
you must enter rel as a minimum. The minimum number of required characters
are underlined in the command syntax chapters.

« Commands are not case-sensitive.

* Sometimes, only the first letter of the command (and subsequent options) is
required to execute the command. For example, typing s at the * prompt followed
by pressing the Enter key causes the status command to be executed.

* When command completion is enabled, you can press Esc and enter ? to obtain

help on entering commands. See LCamma.nd_CnmpJe.uan_an_page_zd and
‘Command History” on page 25 for more information.

Connecting to a Process

When you start the device, the console displays a boot message. The OPCON
prompt (*) then appears on the screen indicating that you are in the OPCON
process and you can begin entering OPCON commands. This is the command
prompt from which you communicate with different processes.

Commands that are needed more often appear before the “- - - - - " separator. Enter

the appropriate command at the OPCON prompt (*). See [Mahle 4 on page 31l for a
list of commands.

Alternatively, you can:

1. Find out the process ID (PID) number of a process by entering the status
command at the * prompt.

The status command displays information about the device processes, such as
the process IDs (PIDs), process names and status of the process. Issuing the
status command is shown in the following example:

* status

Pid Name Status TTY Comments
1 COpCnl RDY TTYO

2 Monitr DET --

3 Tasker RDY --

4 MOSDBG DET --

5 CGWCon DET --

6 Config DET --

7 ELScon DET --

8 ROpCn1 IDL TTY1 128.185.210.125
9 ROpCn2 IDL TTY2
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2. Use the talk pid command, where pid is the number of the process to which
you want to connect. (For more information about these and other OPCON

commands, refer to [What is the OPCON Process?” on page 31.)

Note: Not every process listed has a user interface (for example, the talk 3
process). The talk 4 command is for use by your service representatives.

Identifying Prompts
Each process uses a different prompt. You can tell which process your console is
connected to by looking at the prompt. (If the prompt does not appear when you
enter the talk pid command, press Enter again.)
The following list shows the prompts for the five main processes:

Table 2. Processes, Their Purpose, and Commands to Access

Process Level and Purpose Command to Access Input Prompt

Level 1 - access to all
OPCON secondary levels Ctrl-P asterisk (*)

Level 2 - base services
configuration and access to Configuration or talk
CONFIG configuration third level 6 Config >

Level 2 - base services
operation and monitoring and
access to operations and

GWCON monitoring on third level Console or talk 5 plus sign (+)
MONITR Level 2 - message display Event or talk 2 (none)
ELSCon Level 2 - direct monitoring and | els or talk 7 ELS Secondary
access to ELS console Console>
MOSDBG Level 2 - diagnostic talk 4 db>
environment
DIAGS Level 2 - run hardware diags
diagnostics

Note: Only enter the talk 4 command under the direction of a service representative.

At the OPCON prompt level, you can begin to enter commands from the keyboard.
Use the Backspace key to delete the last character typed in on the command line.
Use Ctrl-U to delete the whole command line entry so that you can reenter a

command. See [Command Completion” an page 24 and FCommand Histary” od
m for additional details or press Escape ?.

Getting Help

At the command prompts, you can obtain help in the form of a listing of the
commands available at that level. To do this, type ? (the help command), and then
press Enter. Use ? to list the commands that are available from the current level.
You can usually enter a ? after a specific command name to list its options.

Exiting a Lower Level Environment

The multiple-level nature of the software places you in secondary, tertiary, and even
lower level environments as you configure or operate the 2216. To return to the
next higher level, enter the exit command. To get to the secondary level, continue
entering exit until you receive the secondary level prompt (either Config> or +).

For example, to exit the ASRT protocol configuration process:
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Getting Back to

ASRT config> exit
Config>

If you need to get to the primary level (OPCON), enter the intercept character
(Ctrl-P by default).

OPCON

To get back to the OPCON prompt (*), press Ctrl-P. You must always return to
OPCON before you can communicate with another process. For example, if you are
connected to the console (GWCON) process and you want to connect to the
CONFIG process, you must press Ctrl-P to return to OPCON first. The Ctrl-P key
combination is the default intercept character.

If you use the intercept character from a third-level or lower level menu to return to
the * prompt, the next time you use the talk command to talk to the same process,
you will reenter that same level menu. This link goes away when the device is
re-initialized.

Some Configuration Suggestions

Creating a First

Configuring a 2216 is different depending on whether you are configuring for the
first time, creating a configuration based on an existing configuration, or just
updating a configuration. Use the following sections as a guide to the best
procedure to use, depending on your needs.

Configuration

This procedure assumes that you have no other 2216 that contains a configuration
similar to the one for the 2216 you are configuring. The procedure also assumes
that you have just taken the 2216 out of the box. Although this procedure specifies
an order, you can perform the actual configuration (after step E) in any order.

To configure a IBM 2216 for the first time:

1. Examine the 2216 you are configuring to determine which interfaces you need
to configure. Note these for later use.

2. Connect to the 2216 as described in lAccessing the Software Using Local and
3. Initially configure a port on the 2216 and at Ieast an mternal IP address for the
device using Quick Config as described in ion” or

LAppendn(_A._QLucLCanilguaﬂan_Rafecence_an_page_ZEH Configure the

minimum needed to allow you to Telnet into the device.
4. Configure any base services, such as boot options. Access the configuration

Erocess as described in LAnces&ng.th&Canﬁgmaﬂm.Emcess,_C_ONELG_(IalH

5. Configure the interfaces. Access the interface configuration process as

described in tAccessing the Netwark Interface Configuration Praocess” od
bage 15

6. Configure any required features. Access the feature configuration process as

described in lAccessing Feature Configuration and Qperating Processes” on
bage 2d.

7. Configure any protocols that will run through this device. Access the protocol

configuration process as described in FAccessing Protacal Configuration and
Qperating Pracesses” an page 21,

Note: At the very least, you will configure IP in this step.
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8. Reload the device as described in [Reloading the Device” on page 6.

Basing a Configuration on an Existing Configuration
This section describes how to:
* Base a configuration on the configuration in an operating 2216
* Permanently update the configuration in a 2216
» Temporarily update the configuration of a 2216 while the 2216 is operating

Basing on an Existing Configuration

If you already have a 2216 that has the same interfaces, features, and protocols
that you want to configure on a new 2216, you can save time by basing the
configuration on the existing 2216. You can perform this type of configuration either
using the command line interface or by using the configuration program that comes
with the 2216. In both cases, the procedures assume that the 2216 is not in your
production network.

To base a configuration on an existing configuration using the command line
interface:

1. Obtain a copy of the configuration you want to use.
a. Enter talk 6 at the OPCON (*) prompt.
b. Enter boot at the Config> prompt.

c. Enter the copy configuration file command at the Boot config> prompt.
See EChapter 5 sing ROOT Config to Perform Change Management” onl
for more information.

2. Connect to the 2216 that you are configuring.

3. Load the configuration you obtained in step lll into the 2216 using TFTP GET.
See [Chapter 5 lsing BOOT Config to Perform Change Management” od

4. Update the configuration.

5. Write the configuration. See I\\/hat is CONEIG?” an page 63.

6. Reload the 2216.

To base a configuration on an existing configuration using the configuration
program:

1. Start the configuration program.

2. Retrieve the configuration from the 2216 on which you want to base the new
configuration.

3. Make the changes you need for the new configuration. These changes include
addresses, the host names, users, and other items.

4. Save the configuration with a different name from the name that you used to
retrieve the configuration.

5. Send the configuration to the 2216 you are configuring.
6. Reload the 2216.

For details about using the configuration program, see Configuration Program
User’s Guide for Nways Multiprotocol and Access Services.

Permanently Updating a Configuration
To permanently update a configuration:

1. Access the 2216 you are updating as described in LAx:cessmg_r.he_SoinAza.td
Using | acal and Remate Cansales” an page 3

! . You will see the * prompt.
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2. Enter the talk 6 command to access the configuration process.

3. Enter the appropriate commands to access the third-level process that
configures the areas that you are changing.

4. Enter exit as many times as needed to return to the configuration process.

5. Write the configuration. See M\What is CONFLIG?” on page 63.

6. Reload the 2216.

Temporarily Updating a Configuration

The ability to temporarily update a configuration allows you to make changes to
some of the operating characteristics of a 2216 until you can make permanent
updates to the configuration. This enables you to implement changes immediately
to resolve problems or improve performance and avoid an outage during a peak
period. You can then make permanent updates to the configuration and schedule an
outage so you can reload to pick up the change.

To temporarily update a configuration:

1. Access the 2216 you are updating as described in lAccessing the Saftward

. You will see the * prompt.
2. Enter the talk 5 command to access the operating/monitoring process.

Note: Not all interface types, protocols, or features allow you to make
temporary config changes via talk 5 commands.

3. Enter the appropriate commands to access the third-level process that monitors
the areas that you are changing.

4. Enter exit as many times as needed to return to the operating/monitoring
process.

5. Enter Ctrl-P to return to the * prompt.

6. Exit the device as described in LExiting the Device” an q

Accessing the Second-Level Processes

All interfaces, features, and protocols have commands that you use to access the
following processes:

* The configuration process to initially configure and enable the interface, feature,
or protocol, as well as perform later configuration changes.

* The operating/monitoring process to display information about each interface,
feature, or protocol, to make temporary configuration changes, or to activate
configuration changes.

You can also configure or operate some base system services through the
second-level processes. The commands to perform these functions are described
starting in L i 2"

The next sections describe the procedures for accessing the second-level
processes.

Accessing the Configuration Process, CONFIG (Talk 6)

Each protocol configuration process is accessed through the device’s CONFIG
process. CONFIG is the second-level process of the device user interface that lets
you communicate with third-level processes. Protocol processes are examples of
third-level processes.
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The CONFIG command interface is made up of levels of menus. Protocol
configuration command interfaces are menus within the CONFIG interface. Each
protocol configuration interface has its own prompt. For example, the prompt for the
SNMP protocol command interface is SNMP config>.

The next sections describe these procedures in more detalil.

Entering the CONFIG Process

To enter the CONFIG process from OPCON and obtain the CONFIG prompt, enter
the configuration command. Alternatively, you can enter the OPCON talk
command and the PID for CONFIG. The PID for CONFIG is 6.

* configuration

or
* talk 6

The console displays the CONFIG prompt (Config>). If the prompt does not appear,
press the Enter key again.

Quick Configuration Process: Quick Configuration, or Quick Config, allows you
to quickly configure portions of the device without dealing with the specific operating
system commands. You enter the Quick Config menus from the CONFIG process

using the gconfig command (see tQuick Configuration” on page 65).

Reloading the Device

Changes that you make to the protocol parameters through CONFIG do not take
effect until you either activate the net that contains any dynamic changes or reload
the device software.

Note: You must enter the write command to save the changes in the device’s flash
memory.

To reload the device, enter the OPCON reload command. For example:

* reload
Are you sure you want to reload the gateway? (Yes or No): yes

Accessing the Console Operating/Monitoring Process, GWCON (Talk 5)

To view information about the interfaces, features, or protocols or to change
parameters while running, you must access and use the operating (monitoring)
process. Operating command interfaces are modes of the GWCON interface. Within
the GWCON mode, each interface, feature, or protocol interface has its own
prompt. For example, the prompt for the SNMP protocol is SNMP>.

Note: Any parameters you change in this process will not remain active across any
event that causes the 2216 to reload the operational code, such as a power
outage or entering the reload command.

The next sections describe these procedures in more detalil.

Entering the GWCON Command Process

To enter the GWCON process from OPCON and obtain the GWCON prompt, enter
the console command. Alternatively, you may enter the talk command and the PID
for GWCON. The PID for GWCON is 5. For example:

* console

or
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* talk 5

The GWCON prompt (+) then displays on the console. If the prompt does not
appear, press Enter again.

Accessing the Secondary ELS Console Process, ELSCon (Talk 7)

The Secondary ELS Console provides convenient access to GWCON talk 5 ELS
without disrupting the current state of GWCON. You may be in the middle of a ping
in talk 5, or deep inside a talk 5 menu structure, and want to control ELS without
disrupting the current state of GWCON. The secondary ELS console (Talk 7) serves
this purpose.

To enter the Secondary ELS Console (ELScon) process from OPCON and obtain
the Secondary ELS Console prompt, enter the els command. Alternatively, you may
enter the talk 7 command.

In the following example, another ELS event is displayed while performing a ping
command.

Note: The intercept character (Ctrl-P by default) is used to obtain the OPCON
prompt (*).

*talk 5

+protocol ip

IP>ping 10.0.0.9

PING 10.0.0.2 -> 10.0.0.9: 56 data bytes, tt1=64, every 1 sec.

*talk 7

ELS Secondary Console>display event ip.7
Complete

ELS Secondary Console>

*talk 2

00:20:48 IP.007: 10.0.0.2 -> 10.0.0.9
00:20:49 IP.007: 10.0.0.2 -> 10.0.0.9

Accessing the Third-Level Processes

After accessing the second level, you must enter commands on the third level to
configure or operate the interfaces, features, and protocols in your IBM 2216. The
following sections describe how to access the third level processes.

Adding Devices

This section describes how to use the add device command to configure the
network interfaces. A network interface is usually an adapter, but it can also be a
definition used by an operating process. For example, two IP addresses can be
assigned to one port and each one is considered an interface. After you establish
an interface using the add device command, you can access the network interface
configuration and operating processes, for example, the Talk 5 monitoring
processes. These processes are used to change and monitor the
software-configurable parameters for the network interfaces that are used in your
device.

Accessing the Network Interface Configuration Process
Use the following procedure to access the device's configuration process. This
process gives you access to a specific interface’s configuration process.

1. At the OPCON prompt, enter the configuration command.

* configuration
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After you enter the configuration command, the CONFIG prompt (Config>)
displays on the console. If the prompt does not appear when you first enter
configuration , press Enter again.

Use the add device command to create a network interface. The add device
command automatically assigns the interface number. (Enter add device ? to
get a list of the supported device types.)

These are the types of devices that are supported:
a. Multi-port adapters

When you specify a multi-port adapter device name with the add device
command, you are prompted for the adapter’s slot number and the port
number on the adapter that you want to use for the interface.

If you want to use multiple ports on an adapter, you must enter the add
device command multiple times and specify a different port number each
time.

For example, you would enter the following commands to create interfaces
for ports 0 and 1 on the 8-port X.21 adapter in slot 7.

Config> add device x21
Device Slot #(1-8) [1]? 7
Device Port #(0-7) [0]? @
Defaulting Data-link protocol to PPP
Adding X.21 PPP device in slot 7 port 0 as interface #6
Use "set data-Tink" command to change the data-link protocol
Use "net 6" to configure X.21 PPP parameters

Config> add device x21

Device Slot #(1-8) [1]? 7

Device Port #(0-7) [0]? 1

Defaulting Data-Link protocol to PPP

Adding X.21 PPP device in slot 7 port 1 as interface #7

Use "set data-Tink" command to change the data-link protocol
Use "net 7" to configure X.21 PPP parameters

Note: The serial adapter port numbers are 0-based. The port numbers for
all other multi-port adapters are 1-based.

The 4-port ISDN Channelized T1 and E1 adapters allow you to configure
multiple ports with one add device command. When you add one of these
adapters, the software will prompt you for a range of ports to add. The
following example shows how you would add a 4-port ISDN Channelized T1
and E1 adapter into slot 4 that is using dial-in nets:

Device Slot #(1-8) [1]? 3
Device Port Range (1-8)
Lowest Port #(1) [1]? 2
Highest Port #(8) [8]? 2
Automatically add dial-in nets for this base net? (Yes or [No]): yes
Automatically enable IP for these dial-in nets?(Yes or [No]): yes
Enable as a Multilink PPP 1ink?(Yes or [No]): yes
Adding 23 dial-in nets on top of base net 14
Adding 8-port ISDN Primary T1/J1 devices in slot 3 port 2 as interfaces #14.
Use "net 14" to configure 8-port ISDN Primary T1/J1 parameters.

b. Single-port adapters
When you specify a single-port adapter device name with the add device
command, you are prompted for the adapter’s slot number.
The following example adds an interface for the 1-port ISDN-PRI T1/J1
adapter in slot 2:
Config> add device tl-isdn
Device Slot #(1-8) [1]? 2
Adding ISDN Primary T1/J1 device in slot 2 port 1 as interface #7
Use "net 7" to configure ISDN Primary T1/J1 parameters
c. Dial circuits

The following example adds a dial circuit interface:
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Config> add device dial-circuit

Enter the number of PPP Dial Circuit interfaces [1]?

Adding device as interface 8

Base net for this circuit[0]?4

Defaulting Data-link protocol to PPP

Use "set data-Tink" command to change the data-link protocol
Use "net 8" command to configure circuit parameters

d. The following example adds a dial-in circuit:
Config>add device dial-in
Enter the number of dial-in interfaces [1]?
Adding device as interface 5
Base net for this circuit [0]? 5
Defaulting Data-link protocol to PPP
Use "set data-Tink" command to change the data-link protocol
Use "net 5" command to configure circuit parameters
e. Multilink PPP
The following example adds a multilink PPP interface:
Config>add device multilink-ppp
Enter the number of Multilink PPP interfaces [1]?
Adding device as interface 7
Defaulting Data-link protocol to PPP
Use "net 7" command to configure circuit parameters
Notes:
a. When you create interfaces for serial adapters or dial circuits, the default

data-link type is PPP. However, you can use the set data-link command to

change the data-link type. Refer to [[able 3 on page 18 for the data-link
types supported on serial ports and dial circuits, and to the description of the

set data-link command on page fLod.

2. Atthe Config> prompt, enter the list devices command to display the network
interface numbers for which the device is currently configured, as follows:

Config> list devices

Ifc
Ifc
Ifc
Ifc
Ifc
Ifc
Ifc
Ifc
Ifc
Ifc
Ifc
Ifc
Ifc
Ifc
Ifc
Ifc

0 Token Ring Slot: 1 Port: 1
1 Token Ring Slot: 1 Port: 2
2 Token Ring STot: 2 Port: 1
3 Token Ring STot: 2 Port: 2
4 Ethernet STot: 4 Port: 1
5 Ethernet Slot: 4 Port: 2
6 Ethernet STot: 5 Port: 1
7 Ethernet STot: 5 Port: 2
8 Ethernet Slot: 6 Port: 1
9 Ethernet STot: 6 Port: 2
10 V.35/V.36 Frame Relay Slot: 8 Port: 0
11 V.35/V.36 X.25 Slot: 8 Port: 1
12 V.35/V.36 PPP Slot: 8 Port: 2
13 V.35/V.36 PPP Slot: 8 Port: 3
14 V.35/V.36 PPP Slot: 8 Port: 4
15 V.35/V.36 PPP STot: 8 Port: 5

3. Record the interface numbers.

4. Enter the CONFIG network command and the number of the interface you want
to configure. For example:

Config> network 1

The appropriate configuration prompt (such as TKR Config> for token-ring), now
displays on the console.

Note: Not all network interfaces are user-configurable. For interfaces that cannot

be configured, you receive the message:

That network is not configurable

IBM 2216 Device Support Restrictions: The following rules apply when adding
devices to the IBM 2216:

* As many as two ATM interfaces may be defined.
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* As many as eight ISDN-PRI interfaces may be defined with the following
restrictions:

— No more than four 1-port adapters may be used
— No more than one 4-port ISDN Channelized T1 and E1 adapter may be used

* Adding a LAN device in slot 3, 4, 7, or 8 will disable the other slot in the pair. For
example, if you add a LAN device to slot 4, slot 3 will be disabled. Likewise, if
you add the device to slot 3, slot 4 will be disabled. The same rules apply for
adding a LAN device in slots 7 and 8.

» All interfaces on a V.35/V.36 adapter must use either V.35 cables or V.36 cables.
The type of fan out cable attached to the V.35/V.36 adapter determines which
type of cables (V.35 or V.36) can be used.

Displaying the Interface Configuration: From the same interface configuration
prompts, you can list configuration information specific to that selected interface by
using the list command. For example:

TKR Config> Tist
Token-Ring configuration:

PACKET SIZE (INFO FIELD): 4472

Speed: 16 Mb/sec
Media: Shielded
RIF Aging Timer: 120 Source Routing: Enabled
MAC Address: 000000000000
Configuring the Network Interface: Refer to the specific chapters in this guide

for complete information on configuring your IBM 2216’s network interfaces.

[anle 3 lists network architectures and the supported interfaces for each
architecture.

Table 3. Network Architecture and the Supported Interfaces

Network Architecture Supported Interfaces
ATM 1-Port ATM 155-Mbps MMF

1-Port ATM 155-Mbps SMF

802.5 Token-Ring 2-Port Token-Ring

Ethernet e 1-port 10/100-Mbps Ethernet
e 2-Port 10-Mbps Ethernet

ISDN e 1-Port ISDN-PRI (T1/31) *

« 1-Port ISDN-PRI (E1) *
e 4-port ISDN Channelized T1 and E1 *

Note: The interfaces marked with an asterisk (*) can be used
either as ISDN or channelized interfaces.

Point-to-Point 8-port V.24/EIA 232E, 6-port V.35/V.36, 8-port X.21, 1-port
HSSI, and dial circuit interfaces

Frame Relay 8-port V.24/EIA 232E, 6-port V.35/V.36, 8-port X.21, 1-port
HSSI, and dial circuit interfaces

X.25 8-port V.24/EIA 232E, 6-port V.35/V.36, and 8-port X.21
adapters

SDLC Relay 8-port V.24/EIA 232E, 6-port V.35/V.36, and 8-port X.21

SDLC 8-port V.24/EIA 232E, 6-port V.35/V.36, 8-port X.21, and dial
circuit interfaces

V.25 bis 8-port V.24/EIA 232E
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Table 3. Network Architecture and the Supported Interfaces (continued)

Network Architecture

q

3

upported Interfaces

Dial-In

A PPP dial circuit interface that has configuration parameters
defaulted to support DIALs

Multilink PPP (MP)

Supported on any PPP link

ESCON Channel Adapter

LAN Channel Station (LCS), Link Services Architecture (LSA),
and Multi-Path Channel+ (MPC+)

Parallel Channel Adapter

LAN Channel Station (LCS), Link Services Architecture (LSA),
and Multi-Path Channel+ (MPC+)

L2TP, L2F, and PPTP

Supports virtual PPP DIALs connections through the Layer 2
Tunneling Protocol (L2TP), Layer 2 Forwarding (L2F), and Point
to Point Tunneling Protocol (PPTP).

FDDI

1-port FDDI

Notes:

1. PPP dial circuit interfaces can use ISDN or V.25 bis as the base network

interface.

2. FR dial circuit interfaces can use an ISDN or a V.25 bis network as the base

network interface.

3. Dial-In circuit interfaces can use an ISDN network as the base network

interface.

4. SDLC dial circuits use V.25 bis as the base network interface.

Accessing the Network Interface Console Process
To monitor information related to a specific device, access the console process by

using the following procedure:
1. At the OPCON prompt, enter the console command. For example:

* console

2. The GWCON prompt (+) is displayed on the console. If the prompt does not
appear when you first enter GWCON, press Enter again.

3. At the GWCON prompt, enter the configuration command. For example:

+configuration

Multiprotocol Access Services

2216-MAS Feature 2822 V3.2 Mod 0 PTF O RPQ O MAS.EF9 cc4_2a

Num Name Protocol
1P DOD-IP

ARP  Address Resolution

VIN  Banyan Vines

0
3
4 DN DNA Phase IV
6
7

IPX  NetWare IPX
10 BGP  Border Gateway Protocol
11 SNMP Simple Network Management Protocol
12 OSPF Open SPF-Based Routing Protocol
22 AP2  AppleTalk Phase 2
23 ASRT Adaptive Source Routing Transparent Enhanced Bridge
26 DLS Data Link Switching
27 XTP  X.25 Transport Protocol
28 APPN Advanced Peer-to-Peer Networking [HPR]
30 APPN Advanced Peer-to-Peer Networking [ISR]

Num Name Feature

2 MCF MAC Filtering

16 Networks:
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Net Interface MAC/Data-Link Hardware State

0 TKR/0 Token-Ring/802.5 Token-Ring Up
1 TKR/1 Token-Ring/802.5 Token-Ring Up
2  TKR/2 Token-Ring/802.5 Token-Ring Up
3 TKR/3 Token-Ring/802.5 Token-Ring Up
4  Eth/0 Ethernet/IEEE 802.3  Ethernet Up
5 Eth/1 Ethernet/IEEE 802.3  Ethernet Up
6 Eth/2 Ethernet/IEEE 802.3  Ethernet Up
7 Eth/3 Ethernet/IEEE 802.3  Ethernet Up
8 Eth/4 Ethernet/IEEE 802.3  Ethernet Up
9 Eth/5 Ethernet/IEEE 802.3  Ethernet Up
10 FR/0 Frame Relay V.35/V.36 Up
11 X25/0 X.25 V.35/V.36 Up
12 PPP/0 Point to Point V.35/V.36 Up
13 PPP/1 Point to Point V.35/V.36 Up
14 PPP/2 Point to Point V.35/V.36 Up
15 PPP/3 Point to Point V.35/V.36 Up

4. Enter the GWCON network command and the number of the interface you
want to monitor. For example:

+ network 11
X.25>

In this example, the X.25 console prompt is displayed on the console. You can
then view information about the X.25 interface by entering the X.25 console
commands.

Monitoring the Network Interface: Refer to the specific chapters in this manual
for complete information on monitoring your 2216’s network interfaces.

Accessing Feature Configuration and Operating Processes

To help you access the Multiprotocol Access Services feature configuration and
operating processes, this section outlines both of these procedures.

Accessing the Feature Processes

Use the feature command from the CONFIG process to access configuration
commands for specific Multiprotocol Access Services features outside of the
protocol and network interface configuration processes.

Use the feature command from the GWCON process to access console commands
for specific features that are outside of the protocol and network interface console
processes.

Enter a question mark after the feature command to display a listing of the features
available for your software release. For example:

Config> feature ?

WRS
BRS
MCF
TSF
Feature name or number [1] ?

To access a particular feature’s configuration or operating prompt, enter the feature
command at the Config> or + (GWCON) prompt, respectively, followed by the
feature number or short name. For example:

Config> feature mcf
MAC filtering user configuration

Filter Config>

20 MAS V3.4 Software User’s Guide



[able 9 on page 91l lists the available feature numbers and names.

Once you access the configuration or operating prompt for a feature, you can begin
entering specific commands for the feature. To return to the previous prompt level,
enter the exit command at the feature’s prompt.

Accessing Protocol Configuration and Operating Processes

This section describes how to access the protocol configuration and operating
processes.

Entering a Protocol Configuration Process

To enter the desired protocol configuration process from the CONFIG> prompt:

1. At the CONFIG> prompt, enter the list configuration command to see the
numbers and names of the protocols purchased in your copy of the software.
See page B3 for sample output of the list configuration command.

2. From the Config> prompt, enter the protocol command with the number or
short name (for example, SNMP) of the protocol you want to configure. The
protocol number and short name is obtained from the list configuration
command display. In the following example, the command has been entered for
accessing the SNMP protocol configuration process:

Config> protocol SNMP

or

Config> protocol 11
SNMP user configuration

The protocol configuration prompt then displays on the console. The following
example shows the SNMP protocol configuration prompt:

SNMP config>

You can now begin entering the protocol’s configuration commands. See the
corresponding protocol section of the Protocol Configuration and Monitoring
Reference for more information on specific protocol configuration commands.

In summary, the protocol command lets you enter the configuration process for the
protocol software installed in your device. The protocol command enters a
protocol’'s command process. After entering the protocol command, the prompt of
the specified protocol appears. From the prompt, you can enter commands specific
to that protocol.

Entering a Protocol Operating Process
To enter a protocol console process from the GWCON prompt:

1. Atthe GWCON prompt, enter the configuration command to see the protocols
and networks configured for the device. For example:

+configuration

Multiprotocol Access Services

2216-MAS Feature 2822 V3.2 Mod O PTF O RPQ O MAS.EF9 cc4 2a
Num Name Protocol

0 IP DOD-IP

3 ARP  Address Resolution

4 DN DNA Phase IV

6 VIN Banyan Vines

7 IPX  NetWare IPX

10 BGP  Border Gateway Protocol

11 SNMP Simple Network Management Protocol

12 OSPF Open SPF-Based Routing Protocol
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22 AP2  AppleTalk Phase 2

23 ASRT Adaptive Source Routing Transparent Enhanced Bridge
26 DLS Data Link Switching

27 XTP  X.25 Transport Protocol

28 APPN Advanced Peer-to-Peer Networking [HPR]

30 APPN Advanced Peer-to-Peer Networking [ISR]

Num Name Feature
2 MCF MAC Filtering

16 Networks:

Net Interface MAC/Data-Link Hardware State
0 TKR/0 Token-Ring/802.5 Token-Ring Up
1 TKR/1 Token-Ring/802.5 Token-Ring Up
2 TKR/2 Token-Ring/802.5 Token-Ring Up
3 TKR/3 Token-Ring/802.5 Token-Ring Up
4  Eth/0 Ethernet/IEEE 802.3  Ethernet Up
5 Eth/1 Ethernet/IEEE 802.3  Ethernet Up
6 Eth/2 Ethernet/IEEE 802.3 Ethernet Up
7 Eth/3 Ethernet/IEEE 802.3  Ethernet Up
8 Eth/4 Ethernet/IEEE 802.3  Ethernet Up
9 Eth/5 Ethernet/IEEE 802.3  Ethernet Up
10 FR/0 Frame Relay V.35/V.36 Up
11 X25/0 X.25 V.35/V.36 Up
12 PPP/0 Point to Point V.35/V.36 Up
13 PPP/1 Point to Point V.35/V.36 Up
14 PPP/2 Point to Point V.35/V.36 Up
15 PPP/3 Point to Point V.35/V.36 Up

Note: APPN® is a registered trademark of IBM.

2. Enter the GWCON protocol command with the protocol number or short name
of the desired protocol displayed in the configuration information.
In the following example, the command has been entered for accessing the
SNMP protocol console process.
+ protocol 11

or
+ protocol SNMP

The protocol console prompt then displays on the console. This example shows
the SNMP protocol console prompt:

SNMP>

You can now begin entering the protocol's commands. See the corresponding
protocol section of the Protocol Configuration and Monitoring Reference for more
information on specific protocol console commands.

Command Completion

The automatic command completion function assists you with the syntax for
commands entered at the command line.

To illustrate the behavior of Command Completion, assume that the following
commands are allowed in a given menu context. (This is an example menu only.)

enable
auto-refresh

caching
set cache-size

cache-timeout

priority

22  MAS V3.4 Software User’s Guide



* If you type ena and press the Space Bar, the full command is shown as
ENABLE. If you now type ?, a list of possible items to enable are shown
(auto-refresh and caching ) and the command ENABLE remains on the
command line.

» If you type ena and press Enter, a message is printed that the command is not
fully specified, and a list of possible items to enable are shown (auto-refresh
and caching ) and the command ENABLE remains on the command line.

» Because the ENABLE command requires an item to enable, it appears in a list
of possible command completions with “...” in the left margin to indicate that more
input is required for the command.

» If your input matches multiple commands, a list of possible completions is
displayed. Your input on the new command line is expanded to the longest
common prefix. For example, if you enter set ca, and then press the space bar,
CACHE-SIZE and CACHE-TIMEOUT will be listed, and the new command line
will be expanded to SET cache-, since “cache-" is common to both possible
completions. Now you must type the letter “s” or the letter “t” to distinguish
between the possible completions "size” or "timeout”.

* Common commands sometimes appear in an alternate form (SHOW, DISPLAY,
LIST). If the Command Completion does not yield a match on a common
command, such as SHOW, the alternatives DISPLAY or LIST will be displayed, if
found.

 If the search for a command (and alternatives) does not yield an exact match,
you are presented with a list of possible completions, using some portion of your
input. For example, enable followed by the Space Bar would be replaced with
ena and ENABLE would be listed as the possible completion.

* When a list of possible commands is shown, you can use the Tab key to cycle
through one command at a time on the current command line. You can use the
Space Bar or Enter key to select the command shown.

Online Help When Command Completion is Enabled
The following online help is available when command-completion is enabled.

See page B9 for the enable command-completion  syntax.

? Question mark displays a list of possible completions. A message appears if
the command is already complete.

Space Bar
Attempts to complete the current word on the command line. If a unique
match is not found, possible completions are listed.

Tab Attempts to complete the current word on the command line. If a unique
match is not found, possible completions are listed and you may cycle
through these possible completions using the Tab key. Use the Space Bar
or the Enter key to select the currently displayed command.

Enter Attempts to complete the current word on the command line. If the
command is complete, Enter executes the command and stores it in the
Command History. If the command is incomplete, a list of possible
completions is displayed.

Ctrl-P  Returns to the MOS Operator Console prompt (*). (Ctrl-P is the default
Intercept Character.)

Backspace
Deletes the last character on the command line.
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Ctrl-W Deletes the last word on the command line.

Ctrl-U Aborts the current command.

Ctrl-L  Refreshes the current command line to display its contents.

Ctrl-B  Retrieve Backward. Replaces the current command line with the previous

command in the circular Command History.

Ctrl-F  Retrieve Forward. Replaces the current command line with the next

command in the Command History.

Ctrl-R Marks the start of a Repeat Sequence in the Command History. Use with

the Ctrl-N function.

Ctrl-N  Replaces the current command line with the next command in the Repeat

Sequence whose starting command was marked with Ctrl-R.

Ctrl-C Cancels Easy-Start, if active.

Escape ?

Escape, followed by “?” prints this Command Line Help:

The following rules apply to automatic command completion:

Completed commands are shown in UPPERCASE on the command line.

Common commands sometimes appear in an alternate form (ADD versus
CREATE). If the command completion does not yield a match on a common
command, any alternative commands will be displayed.

If the search for a command (and alternative commands) does not yield a unique
match, a list of possible completions is shown, and the longest common prefix is
presented.

When possible completions are listed, commands requiring further command
input are shown with “...” in the left margin.

When a Command History retrieve key (Ctrl-B,F,N) is pressed, the Command
History is scanned for a command that successfully parses in the current
command context. A tone will be sounded if no such command exists.

Some command menus are built dynamically. Command Completion cannot
always follow these dynamic links. '?’ can be entered in these cases.

To disable Command Completion for just one command (to enter a comment),
type any Comment Character as the first character on the command line. The
Comment Characters are |@#$%*:;/""

Command Completion will be disabled in the event of an internal error. Report
the Debug information on the screen to Customer Support.

Command Completion is currently Enabled. To Disable this option, use the
disable command-completion command from Configuration talk 6.

Online Help When Command Completion is Disabled
The following online help is available when command-completion is disabled:

?

When a ? (Question Mark) is entered at the end of the command line, a list
of possible completions is shown.

Enter Executes the command and stores it in the Command History. A message is

printed if the command is not fully specified

Ctrl-P  Returns to the MOS Operator Console prompt (*). (Ctrl-P is the default

Intercept Character.)
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Backspace
Deletes the last character on the command line.

Ctrl-U  Aborts the current command.

Ctrl-B  Retrieve Backward. Replaces the current command line with the previous
command in the circular Command History.

Ctrl-F  Retrieve Forward. Replaces the current command line with the next
command in the Command History.

Ctrl-R  Marks the start of a Repeat Sequence in the Command History. Use with
the Ctrl-N function.

Ctrl-N  Replaces the current command line with the next command in the Repeat
Sequence whose starting command was marked with Ctrl-R.

Ctrl-C Cancels Easy-Start, if active.

Escape ?
Escape, followed by “?” prints this Command Line Help:

Command Completion is currently Disabled. To Enable this option,
use the enable command-completion command from Configuration talk 6.

Command History

The Command History contains up to the last 50 commands entered by the user in
OPCON, GWCON (Talk 5) or CONFIG (Talk 6) command line menus.

Backward and Forward retrieve keys can be used to recall previously entered
commands. In addition, a facility is provided to enable the advanced user to repeat
a particular series of commands.

Repeating a Command in the Command History

By pressing Ctrl-B (backward) or Ctrl-F (forward) at any command line prompt in
an OPCON, GWCON or CONFIG menu, the current command line is replaced by
the previous or next command in the Command History. The Command History is
common across the command line interface. That is, a command entered while in a
GWCON menu can be retrieved from within CONFIG and a command entered while
in a CONFIG menu can be retrieved from within GWCON.

When automatic Command Completion is enabled (Seet'Command Completion” od

and a Command History retrieve key (Ctrl-B,F,N) is pressed, the
Command History is scanned for a command that successfully parses in the current
command context. A tone will be sounded if no such command exists.

The Command History contains the most recently entered commands, up to a
maximum of the last 50 commands. If only three commands have been entered
since a reload, pressing Ctrl-F or Ctrl-B circles through only those three
commands. If no commands have been entered thus far, Ctrl-F or Ctrl-B results in
tone sound.

Note: A command aborted by pressing Ctrl-U will not be entered into the

Command History. When Command Completion is enabled, only complete
commands are entered into the Command History.
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To enter two similar commands:
display sub les
display sub lec

Enter:
display sub les, then press Enter
Ctrl-B for Backward, and the current line is replaced with-
display sub les
Press Backspace and replace “s” with “c” to get
display sub lec and then press Enter

Repeating a Series of Commands in the Command History

There is an additional feature for advanced users to facilitate repeating a particular
series of GWCON or CONFIG commands. C1, C2,...,Cn in the Command History is
referred to as a repeat sequence. This feature may be more convenient than simply
using Ctrl-B and Ctrl-F when you must repeat a given task that requires multiple
commands. Enter Ctrl-R (repeat) to set the start of the repeat sequence at
command C1. Enter Ctrl-N (next) successively to retrieve the next command in the
repeat sequence. Commands are not automatically entered, but are placed on the
current command line allowing you to modify or enter the command.

To produce the desired behavior of a repeat sequence, the first command retrieved
using the first Ctrl-N (next) depends on the manner in which the start of the repeat
sequence was set using Ctrl-R (repeat).

Setting the start of the repeat sequence with Ctrl-R can be done in two ways:
1. When C1 is initially entered
2. When CL1 is retrieved from the Command History with Ctrl-B or Ctrl-F.

Starting a Repeat Sequence As Commands Are Entered
If you enter Ctrl-R as command C1 is being keyed in, and then enter commands

C2, C3... Cn. Ctrl-N will successively bring commands C1, C2, ... Cn, C1, C2, ...
Cn, C1, ... to the command line.

In Example 1, the start of the repeat sequence is set as the first command is keyed
in. The user knows ahead of time that the same commands to be entered in
GWCON need to be repeated in CONFIG.

Example 1

1. As the first command in the sequence is keyed in, use Ctrl-R (repeat) to set the
start of the repeat sequence.

*console
+event Ctrl1-R

then press Enter to set the start of the repeat sequence.
2. Continue typing the subsequent commands in the sequence:

Event Logging System user console
ELS>display sub les
ELS>display sub lec
ELS>exit
+

3. To enter these same commands in CONFIG, press
Ctrl-P (the default OPCON intercept character) and go to CONFIG.
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+-press Ctrl1-P-

=configuration

Config>Ctr1-N for NEXT to retrieve the start of this sequence-
Config>event Enter

Event Logging System user configuration

ELS config>Ctr1-N for NEXT to retrieve the next command in sequence-
ELS config>display sub les Enter

ELS config>Ctr1-N for NEXT to retrieve the next command in sequence-
ELS config>display sub Tec Enter

ELS config>Ctr1-N for NEXT to retrieve the next command in sequence-
ELS config>exit Enter

Config>

Starting a Repeat Sequence After Al Commands Are Entered

On the other hand, if you first enter C1, C2, ... Cn, and retrieve C1 via Ctrl-B or
Ctrl-F. Entering Ctrl-R, entering Ctrl-N successively brings commands C2,..., Cn,
C1, C2,...,, Cn, C1,...,Cn to the command line (see Example 2). The first occurrence
of C1 is bypassed since C1 is already available on the command line at the time it
was retrieved, and does not need to be recalled again by the first Ctrl-N .

In Example 2, all the commands are entered and then the first command in the
sequence to be repeated is retrieved. A sequence of commands has been entered
in GWCON, and the same sequence needs to be repeated in CONFIG.

Example 2

1. Enter the following commands in GWCON:
xconsole
+event

Event Logging System user console
ELS>display sub les

ELS>display sub lec

ELS>exit

+

2. To enter these same commands in CONFIG, press Ctrl-P (the default OPCON
intercept character) and go to CONFIG.

+Ctrl-P-

xconfiguration

Config>Ctr1-B four times to retrieve the start of

the four command sequence in this example-

Config>event
Config>event Ctrl1-R for REPEAT to set the start of the repeat sequence-
Config>event Enter

Event Logging System user configuration

ELS config>Ctr1-N for NEXT to retrieve the next command in sequence-
ELS config>display sub Tes Enter

ELS config>Ctr1-N for NEXT to retrieve the next command in sequence-
ELS config>display sub Tec Enter

ELS config>Ctr1-N for NEXT to retrieve the next command in sequence-
ELS config>exit Enter

Config>
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Chapter 3. Accessing the Firmware from the Command Line

Interface

This section covers boot options that can be set from the Firmware and Operational
command prompt. For information about file transfer and file management, refer to
IBM 2216 Nways Multiaccess Connector Installation and Initial Configuration Guide.

The 2216 is designed to boot from one of the integrated image banks. With the
hard drive installed, the 2216 has two image banks that can be used to IML or boot
the device. The 2216 also has options to come up in Attended or Unattended mode.
Attended mode requires direct interaction with a user at a console attached on the
serial port.

The device can be booted from the hard drive, known as Bank A and B.

Accessing the Firmware Prompt

Before booting the router, note that:

* You will need a terminal or IP workstation connected to the 2216. This can be a
VT100 TTY device connected directly through the serial port. You can connect an
IP workstation using SLIP to connect into the 2216. The default 2216 IP address
is 10.1.1.2 and the workstation address should be 10.1.1.3.

Important: To access the Firmware prompt, you can stop the 2216 boot. To stop it,
you must have a TTY console directly attached to the serial port. When the 2216
starts its boot sequence, press Ctrl-C from the console to interrupt the boot
sequence.

Another way to control booting is to configure the 2216 to come up in Attended
mode. Attended mode can be configured from the Firmware command set.

Boot Options Available for the 2216

Attended Mode

The 2216 can be configured for Unattended mode. In Unattended mode, you must
have chosen which load image and which configuration to load. You are provided
with two banks to choose from.The structure of the image banks is as follows:

* IMAGE - Status of image

* CONFIG 1 - Status of Config

* CONFIG 2 - Status of Config

* CONFIG 3 - Status of Config

* CONFIG 4 - Status of Config

See [List” on page 54 for a description of file statuses.

When the 2216 is configured to come up in Attended mode, you are given access
to the Firmware command set. From this level of commands, you can select the
Image Bank from which to load and the config. You can at this point load new
config files or image files. This connection is either a TTY or Telnet connection. You
can transfer files using the Xmodem protocol for TTY or TFTP for IP connections.
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Important: In release 2, multiple load modules make up a single device load. If
you are transferring a load into a bank using XMODEM, you must
transfer the files individually. The following applies:

1. Transfer LML.I first

2. You must ensure all files that make up the load transfer
successfully. When there is an error transferring a file, you will
receive a message box containing “ERROR WRITING FILE".
Otherwise, you can assume the file has transferred successfully.

3. When all files have transferred, the status of the bank will change
from “Corrupt” to “Avail”.

In Attended mode, you can start booting the 2216 by pressing F9 or <Esc>9 to start
the operating system.

Unattended Mode

This is the normal mode for the 2216. It will come up on the Active, Local, or
Pending image and config based on your choice.
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Chapter 4. The OPCON Process and Commands

This chapter describes the OPCON interface configuration and operational
commands It includes the following sections:

What is the OPCON Process?

The Operator Console process (OPCON) is the root-level process of the device
software user interface. The main function of OPCON is to communicate with
processes at the secondary level, such as Configuration, Console, and Event
Loggmg Using OPCON commands, you may also:

» Display information about device memory usage
» Reload the device software (reboot)
» Telnet or ping to other devices or hosts
» Display status information about all device processes
* Manipulate the output from a process
» Change the OPCON intercept character

Accessing the OPCON Process

When the device starts for the first time, a boot message appears on the console.
Then the OPCON prompt (*) appears on the console, indicating that the OPCON
process is active and ready to accept commands.

The OPCON process allows you to configure, change, and monitor all of the
device'’s operating parameters. While in the OPCON process, the device is
forwarding data traffic. When the device is booted and enters OPCON, a copyright
logo and an asterisk (*) prompt appears on the locally attached console terminal.
This is the OPCON (OPerator's CONsole) prompt, the main user interface that
allows access to second-level processes.

Some changes to the device’s operating parameters made while in OPCON take
effect immediately without requiring reinitializing of the device. If the changes do not
take effect, use the reload command at the * prompt.

At the * prompt, an extensive set of commands enables you to check the status of
various internal software processes, monitor the performance of the device’s
interfaces and packet forwarders, and configure various operational parameters.

OPCON Commands

This section describes the OPCON commands. Commands that are needed more
often appear before the “- - - - - " separator. Each command includes a description,
syntax requirements, and an example. The OPCON commands are summarized in

. To use them, access the OPCON process and enter the appropriate
command at the OPCON prompt (*).

Table 4. OPCON Commands

Command Function

? (Help) Displays all the commands available for this command level or lists the
options for specific commands (if available). See LGetting Help” on pagd
fd.
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Table 4. OPCON Commands (continued)

Command Function

Configuration* Accesses the device’s configuration process. (talk 6)

Console* Accesses the device’s console process. (talk 5)

Event Logging Accesses the device’s event logging process. (talk 2)

System*

ELS Console* Accesses the device’s secondary ELS Console process. (talk 7)

Logout Logs off a remote console.

Ping Pings a specified IP address.

Reload Reloads the device.

Telnet Connects to another device.

Diags Displays device status and the contents of the hardware test log and the
hardware error log.

Divert Sends the output from a process to a console or other terminal.

Flush Discards the output from a process.

Halt Suspends the output from a process.

Intercept Sets the OPCON default intercept character.

Memory Reports the device’s memory usage.

Status Shows information about all device processes.

Suspend Temporarily disables Command Completion for the current session only.

Talk Connects to another device process and enables the use of its
commands.

* When you use this command for the first time, you will be reminded that you can
use Ctrl-P to return to the MOS Operator Console prompt (*).

Configuration
Use the configuration command to access the device’s configuration process (talk
6). See f‘(‘hapfnr Z_The CONEIG Process ((‘OI\IIZI(?. - Talk R) and Commands” od
for more information.
Syntax:
configuration
Example:
* configuration
(To return to the MOS Operator Console prompt (*), press Control-P)
Gateway user configuration
Config>
Console

Use the console command to access the device’s console and monitoring process

(talk 5). See I'Chapter 8 The Operating/Monitaring Process (GWCON - Talk 5) and
Commands” on page 109 for more information.

Syntax:

console

Example:
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Diags

Divert

* console

CGW Operator Console

+

Use the diags command to display the Diagnostic Main Menu. The diagnostic
menus allow you to enable, disable and test hardware adapters or ports. Diagnostic
menus have on-screen help for the various options and status information that is
available.

You can use the “b” (back) key to return to any previous menu. Use the “e” (exit)
key to exit the diagnostics and return to the OPCON command prompt.

See the Service and Maintenance Manual for the 2216 for more information on
diagnostic support.

Syntax:

diags

Use the divert command to send the output from a specified process to a specified
terminal. This command allows you to divert the output of several processes to the
same terminal to simultaneously view the output. The divert command is commonly
used to redirect MONITR output messages to a specific terminal. The device allows
only certain processes to be redirected.

The divert command requires the PID and tty# (number of the output terminal). To
obtain these values, use the OPCON status command. The terminal number can
be the number of either the local console (tty0) or one of the remote consoles (ttyl,
tty2). The following example shows Event Logging System messages generated by
the MONITR process (2) being sent to a remote console tty1 (1).

Event messages are displayed immediately even though you may be in the middle
of typing a command. The display and keyboard have separate buffers to prevent
command confusion. The following example shows the MONITR process connected
to TTYO after executing the divert 2 0 command. If you want to stop the output,
enter halt 2. The halt command is described in [Halt” on page 34.

Syntax:
divert pid tty#

Example:

Copyright Notices:
Copyright IBM Corp. 1994, 1997
MOS Operator Console

For help using the Command Line Interface, press ESCAPE, then '?'

* divert 2 0

* status

Pid Name Status TTY Comments
1 COpCN1 I0W TTYO gzs

2 Monitr IDL TTYO

3 Tasker RDY --

4 MOSDBG DET --
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5 CGWCon DET --
6 Config DET --
7 ELSCon  DET -
8 ROpCN1I  IDL  TTY1
9  ROpCN2  RDY  TTY2 j1g@128.185.40.40
Els
Use the els command to access the device’s secondary ELS console process,
talk 7). See I‘APPQQQing the Qpr‘nndnry ELS Caonsale Pracess_EL SCaon (Tnll( 7)’|
m for more information.
Syntax:
els
Event
Use the event command to access the device’s event logging process, (talk 2).
See [Chapter 10_Using the Event | agging System (EL S)” an page 127 for more
information.
Syntax:
event
Flush
Use the flush command to clear the output buffers of a process. This command is
generally used before displaying the contents of the MONITR’s FIFO buffer to
prevent messages from scrolling off the screen. Accumulated messages are
discarded.
The device allows only certain processes to be flushed. To obtain the PID and tty#,
use the OPCON status command. In the following example, after executing the
flush 2 command, the output of the MONITR process is sent to the Sink (it has
been flushed).
Syntax:
flush pid
Example:
* flush 2
* status
Pid Name Status TTY Comments
1 COpCN1  IOW  TTY®
2 Monitr IDL SNK
3 Tasker RDY --
4 MOSDBG  DET -
5  CGWCon  DET -
6 Config DET --
7 ELSCon  DET --
8 ROpCN1I  IDL  TTY1
9  ROpCN2 ~ RDY  TTY2 j1g@128.185.40.40
Halt

Use the halt command to suspend all subsequent output from a specified process
until the divert , flush , or talk OPCON command is issued to the process. The
device cannot redirect all processes. Halt is the default state for output from a
process. To obtain the PID for this command, use the OPCON status command. In
the following example, after executing the halt 2 command, the MONITR process is
no longer connected to TTYO. Event messages no longer appear.
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Intercept

Logout

Memory

Syntax:

halt pid
Example:

* halt 2

* status

Pid Name Status TTY Comments

1 COpCN1 I0W TTYO gzs

2 Monitr IDL --

3 Tasker RDY --

4 MOSDBG DET --

5 CGWCon DET --

6 Config DET --

7 ELSCon DET --

8 ROpCN1 IDL TTY1

9 ROpCN2 RDY TTY2 j1g@128.185.40.40

Use the intercept command to change the OPCON intercept character. The
intercept character is what you enter from other processes to get back to the
OPCON process. The default intercept key combination is Ctrl-P .

The intercept character can be a control character. Enter the ~ (shift 6) character
followed by the letter character or non-alphanumeric character, such as !@#%$%, you
want for the intercept character.

Note: This change applies to only the current login session.

Syntax:

intercept " character

Example 1:
* intercept 'a

From this example, the intercept character is now Ctrl-A .

Example 2:
* intercept !

From this example, the intercept character is now !.

Use the logout command to terminate the current session for the user who enters
the logout command. If the console login is enabled, this command will require the
next user to log in using an authorized userid/password combination. If the console
login is not enabled, the OPCON prompt appears again.

Syntax:

logout

Use the memory command to obtain and display information about the device’s
global heap memory usage. The display helps you to determine if the device is
being utilized efficiently. For an example of memory utilization, see
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See [Memory” on page 114 for memory usage via talk 5.

Syntax:

memory

Example:

* memory
Number of bytes: Busy = 319544, Idle = 1936, Free = 1592

Busy Specifies the number of bytes currently allocated.

Idle Specifies the number of bytes previously allocated but freed and available
for reuse.

Free  Specifies the number of bytes that were never allocated from the initial free
storage area.

Note: The sum of the Idle and Free memory equals the total available heap

memory.
Free=1128
Free=1393515 Free=103068 |  |-=----mmmmmmmoe-
---------------- Id1e=103068
--------------- <MWater Idle=1128
Id1e=1128 Mark
Busy=103068 Busy=1393515 Busy=1393515
Under-Utilized Properly Utilized Over-Utilized

Figure 3. Memory Utilization

Ping
Use the ping command to have the device send ICMP Echo messages to a given

destination (that is, “pinging”) and watch for a response. This command can be
used to isolate trouble in the internetwork.

Syntax:

ping dest-addr [src-addr data-size ttl rate tos data-value]

The ping process is done continuously, incrementing the ICMP sequence number
with each additional packet. Each matching received ICMP Echo response is
reported with its sequence number and the round-trip time. The granularity (time
resolution) of the round-trip time calculation is usually around 20 milliseconds,
depending on the platform.

To stop the ping process, type any character at the console. At that time, a
summary of packet loss, round-trip time, and number of unreachable ICMP
destinations will be displayed.

When a broadcast or multicast address is given as destination, there may be

multiple responses printed for each packet sent, one for each group member. Each
returned response is displayed with the source address of the responder.
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Reload

Status

You can specify the size of the ping (number of data bytes in the ICMP message,
excluding the ICMP header), value of the data, time-to-live (TTL) value, rate of
pinging, and TOS bits to set. You can also specify the source IP address. If you do
not specify the source IP address, the device uses its local address on the outgoing
interface to the specified destination. If you are validating connectivity from any of
the device’s other interfaces to the destination, enter the IP address for that
interface as the source address.

Only the destination parameter is required; all other parameters are optional. By
default the size is 56 bytes, the TTL is 64, the rate is 1 ping per second, and the
TOS setting is 0. The first 4 bytes of the ICMP data are used for a timestamp. By
default the remaining data is a series of bytes with values that are incremented by
1, starting at X'04', and rolling over from X'FF' to X'00" (for example, X'04 05 06 07 .
..FC FD FE FF 00 01 02 03 . . ."). These values are incremented only when the
default is used; if the data byte value is specified, all of the ICMP data (except for
the first 4 bytes) is set to that value and that value is not incremented. For example,
if you set the data byte value to X'FF', the ICMP data is a series of bytes with the
value X'FF FF FF . . .\

Example:

* ping

Destination IP address [0.0.0.0]? 192.9.200.1

Source IP address [192.9.200.77]?

Ping data size in bytes [56]?

Ping TTL [64]?

Ping rate in seconds [1]?

Ping TOS (00-FF) [0]? €0

Ping data byte value (00-FF) [ ]?

PING 192.9.200.77-> 192.9.200.1:56 data bytes,tt1=64,every 1 sec.
56 data bytes from 192.9.200.1:icmp_seq=0.tt1=255.time=0.ms
56 data bytes from 192.9.200.1:icmp_seq=1.tt1=255.time=0.ms
56 data bytes from 192.9.200.1:icmp_seq=2.tt1=255.time=0.ms

----192.9.200.1 PING Statistics----
3 packets transmitted, 3 packets received, 0% packet loss
round-trip min/avg/max=0/0/0 ms

Use the reload command to reboot the device by loading in a new copy of the
device software. When you use this command from a remote console, you install a
new software load without going to the device. This command executes the same
functions as pressing the reset button except that the device will not dump (if so
configured). Before the reload takes effect, you are prompted to confirm the reload.
You are also prompted if you have not saved the configuration changes.

Syntax:

reload

Example:

* reload
Are you sure you want to reload the gateway (Yes or No)?

Use the status command to display information about all device processes. By
entering the PID after the status command, you can look at the status of only the
desired process. The following example shows the total status display.

Syntax:
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Suspend

status

pid

Example:

* status

Pid Name Status TTY Comments

OCONOOTHWN -

Pid

Name

Status

TTYn

COpCN1 oW TTYO
Monitr IDL --
Tasker RDY --
MOSDBG DET --
CGWCon I0W --
Config I0W TTY1
ELSCon DET --
ROpCN1 I0W TTY1 128.185.46.101
ROpCN2 RDY TTY2 128.185.46.104

Specifies the PID. This is the process to talk to from OPCON, or it can be
an argument to the STATUS command to request status information about
a specific process.

Specifies the process name. It usually corresponds to the name of the
program that is running in the process.

Specifies one of the following:

IDL Specifies that the process is idle and waiting for completion of
some external event, such as asynchronous I/0O.

RDY  Specifies that the process is ready to run and is waiting to use the
CPU.

IOW  Specifies that the process is waiting for synchronous 1/O, usually its
expected standard input, to complete.

DET  Specifies that the process has output ready to be displayed and it is
either waiting to be attached to a display console or waiting to have
its output diverted to a specified console.

FZN  Specifies that the process is frozen due to an error. This usually
means the process is trying to use a device which is faulty or
incorrectly configured.

Specifies the output terminal, if any, to which the process is currently
connected.

TTYO Local console

TTY1lor TTY2
Telnet consoles.

Sink  Process has been flushed.

Two dashes (--)
Process has been halted.

Comments

Specifies the user’s login IP address provided during login when a user is
logged in using Telnet (ROpCon).

Use the suspend command to temporarily disable Command Completion for the
current session only. If you are using an automated script, you can issue suspend
yes as the first command if you want to temporarily disable Command Completion.
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Talk

Telnet

For information about Command Completion, see 'Command Completion” or

Syntax:

suspend

You can use the configuration , console , or event commands to connect to other
processes, such as CONFIG, GWCON, or MONITR, or use the talk command.
After connecting to a new process, you can send specific commands to and receive
output from that process. You cannot talk to the TASKER or OPCON processes.

To obtain the PID, use the OPCON status command. Once you are connected to
the second-level process, such as CONFIG, use the intercept character, Ctrl-P, to
return to the * prompt.

Syntax:

talk pid

Example:
* talk 5

CGW Operator Console
+

When using third-level processes, such as SNMP Config> or SNMP>, use the exit
command to return to the second level.

Use the telnet command to remotely attach to another device or to a remote host.
The only optional parameter is the terminal type that you want to emulate.

You can use the telnet command with IPv4 or with IPv6 addresses.

A device has a maximum of five Telnet sessions: two servers (inbound to the
device), and three clients (outbound from the device).

Note: To use Telnet in a pure bridging environment, enable Host Services.

Syntax:

telnet ip-address terminal-type

Example 1: telnet 128.185.10.30 or telnet 128.185.10.30 23 or telnet
128.185.10.360 vt100

Trying 128.185.10.30 ...
Connected to 128.185.10.30
Escape character is ']

Example 2: telnet 1:9::10

Trying 1:9::10 ...
Connected to 1:9::10
Escape character is '~]'

When Telneting to a non-existent IP address, the device displays:
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Trying 128.185.10.30

To enter the Telnet command mode, type the escape character-sequence, which is
Ctrl-], at any prompt.
telnet>

If you Telnet into a device,
* Press ¢« Backspace to delete the last character typed on the command line.

Note: When using a VT100 terminal, do not press ¢« Backspace because it
inserts invisible characters. Press Delete to delete the last character.

* Press Ctrl-U at the telnet> prompt to delete the whole command line entry so
that you can reenter a command.

The Telnet command mode consists of the following subcommands:

close Close current connection

display
Display operating parameters

mode Try to enter line-by-line or character-at-a-time mode

open Connect to a site

quit Exit Telnet

send Transmit special characters (send ? for more)

set Set operating parameters (set ? for more)

status Print status information

toggle Toggle operating parameters (toggle ? for more)

z Suspend Telnet

? Print help information

The status and send subcommands have one of two responses depending on

whether or not the user is connected to another host. For example:
Connected to a host:

telnet> status
Connected to 128.185.10.30 Operating in character-at-a-time mode. Escape character is *].

telnet> send ayt

Note: The send command currently supports only ayt.
Not connected to a host:

telnet> status
Need to be connected first.

telnet> send ayt

Need to be connected first.

Use the close subcommand to close a connection to a remote host and terminate
the Telnet session. Use the quit subcommand to exit the telnet command mode,
close a connection, and terminate a Telnet session.

telnet> close

or

40 MAS V3.4 Software User's Guide



telnet> quit

logout
*
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Part 2. Understanding, Configuring, and Using Base Services
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Chapter 5. Using BOOT Config to Perform Change
Management

This chapter describes how to use the Boot/Dump Configuration process. This
chapter includes the following sections:

+ tUsing the Trivial File Transfer Protocal (TETP)]

Understanding Change Management

Change management is the handling of software and configuration data for an IBM
2216. This involves:

1. Moving code and configuration data to and from the IBM 2216

2. Moving code and configuration data on the IBM 2216 persistent storage device,
which is a disk drive.

3. Selecting and activating specific combinations of software and configuration.

The change management functions are available by entering the boot command at
the Boot config> prompt (talk 6), or the firmware should the box be in a condition
where the hard drive or compact flash does not contain viable software (that is, you
cannot access talk 6).

The IBM 2216 code and configuration data storage resource is divided into areas
called “system banks” (banks for short), each containing a single version of the
operational code and any other files pertinent to that release of the code. Up to four
configuration files are associated with each bank’s software.

The general change management model of the IBM 2216 is to introduce new code
and/or configuration data to the system while the system runs at its present level
and then activate the changed code or configuration data set later. If for some
reason the new code or configuration does not function as expected, you have the
ability to revert to the previous version of the configuration.

Using the Trivial File Transfer Protocol (TFTP)

TFTP is a file transfer protocol that runs over the Internet UDP protocol. This
implementation provides multiple, simultaneous TFTP file transfers between an IBM
2216’s non-volatile configuration memory, image bank, and remote hosts.

TFTP allows you to:

» Get a configuration file from a server to an IBM 2216
* Put a configuration file from an IBM 2216 to a server
* Get load modules from a server to an IBM 2216

* Put load modules from an IBM 2216 to a server

TFTP transfers involve a client node and a server node. The client node generates
a TFTP Get or Put request onto the network. The IBM 2216 acts as a client node
by generating TFTP requests from the IBM 2216 console using the Boot config>
process tftp command.

The client can transfer a copy of a configuration file or image file stored in the
image bank of a server.
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Using BOOT Config

The server is any device (for example, a personal computer or workstation) that
receives and services the TFTP requests. When the IBM 2216 acts as a server,
transfers are transparent to the user. Use the ELS subsystem TFTP message log to
view the transfer in progress.

Transferring Large Amounts of Data to Multiple Files

This function is important for situations where the receiving TFTP server has a bug
handling the block count wrapping back to zero or having a value of 0x8000. The
TFTP protocol requires that a block count be transmitted with every data block. The
acknowledgement for that data block carries the block number that was in the data
block being acknowledged. The transmitter of the data won'’t send any more data
until it receives an acknowledgement for the last data block sent. Once the receiver
of the data sends the acknowledgement it expects to receive a data block with a
block count that is one greater than the block count it previously received. This
block count is two bytes long.

Some TFTP servers have improperly implemented this as a signed short word
(two-byte variable where the high order bit being 1 indicates a negative value) and
others as an unsigned long word (four byte variable).

If the amount of data to be transferred is so great that the block count wraps, then
depending on how the receiver verifies the block count, it may or may not
acknowledge the data. If the receiver uses a signed short, the problem will be
experienced when the block count goes from 0x7ffff to 0x8000. If the receiver uses
an unsigned long or short, the problem will be experienced when the block count
goes from Oxffff to 0x0000. In both cases the block count in the data block will
appear to be less than the previously received block count and the receiver gets
confused.

The transmitting TFTP on the device will either receive an error packet or time out
waiting for the receiver to respond. When this happens, TFTP on the device will
realize that the block count had wrapped and will automatically recover by making a
write request to the receiver for a new file. The new file name is derived from the
original file name. The new file name is derived by overlaying the last two
characters of the original file name with two decimal digits. Every time the block
count wraps, a new file will be written until all the data has been transferred. Tools
like cat can be used at the receiver to concatenate the files.

Specifying the Maximum Number of Blocks to Transfer to a File at the

Receiver

A patch variable was added so that you can specify the maximum number of blocks
to transfer to a file at the receiver. This allows you to tell the device to automatically
do a write request for a new file once the number of blocks specified has been
sent. Doing this circumvents the automatic recovery described above, speeding up
the transfer by avoiding the 5 minute timeout period.

The only values that may be specified for this patch variable are: 0xffff (65535) and
Ox7fff (32767).

This patch variable is useful if you know that the receiving server has problems
handling the wrap of the block count.
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Using BOOT Config

Loading an Image at a Specific Time

There may be occasions when you may want to load a device on a specific day
and time when you will be unavailable. You can configure the device to perform a
timed load using the timedload activate command. Other commands allow you to
view a device’s scheduled load information or cancel a scheduled load. See

lChange Management Configuration Commands” on page 44 for information on

these commands.
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Chapter 6. Configuring Change Management

This chapter describes the Change management configuration commands. It
includes the following sections:

T — . 1

N N 5

Accessing the Change Management Configuration Environment

To enter the change management configuration command environment, use the
CONFIG boot command. When the device’s software is initially loaded, it is running
in the OPCON process, signified by the * prompt. From the * prompt:

1. Entertalk 6.

2. At the Config> prompt, type boot.

To return to the CONFIG process, type exit.

Change Management Configuration Commands

This section describes the Change Management Configuration commands. Each
command includes a description, syntax requirements, and an example.
summarizes the Change Management Configuration commands.

After accessing the Change Management Configuration environment, enter the
configuration commands at the Boot config> prompt.

Table 5. Change Management Configuration Commands

Update Firmware

Exit

Command Function

? (Help) Displays all the commands available for this command level or lists
the options for specific commands (if available). See

Add Adds an optional description to a configuration file.

Copy Copies boot files and configuration files to or from banks.

Describe Displays information about the stored loadfile images.

Disable Turns off various change management functions.

Enable Turns on various change management functions.

Erase Erases a stored image or a configuration file.

List Displays information about configuration files and scheduled load
information.

Lock Prevents the device from overwriting the selected configuration with
any other configuration.

Set Selects code bank and configuration to be used.

Tftp Initiates TFTP file transfers between the IBM 2216 and remote
servers.

Timedload Schedules a load into the device on a specific day and time, cancels
a scheduled load, or displays scheduled load information.

Unlock Removes the lock from a configuration allowing the configuration to

be updated by the device.
Installs the Firm.ld load module that you have received on either
Bank A or Bank B of your 2216

Returns you to the previous command level. See W
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Add

Use the add command to add an optional description to a configuration file.

Syntax:
add configuration file description

load image description

Example: Boot config> add

e BankA ----------- Fommmee - Description ---------- Fommm e Date ------- +
IMAGE - NONE 01 Jan 1970 00:01
CONFIG 1 - AVAIL test config for pubs 01 Jan 1970 01:26
CONFIG 2 - AVAIL = test config for pubs 01 Jan 1970 01:13
CONFIG 3 - AVAIL 01 Jan 1970 01:39
CONFIG 4 - AVAIL 01 Jan 1970 01:52

Fommm o BankB ----------- Fommmmm Description ---------- Fommm e Date ------- +
IMAGE - ACTIVE 01 Jan 1970 00:30
CONFIG 1 - AVAIL test config for pubs 01 Jan 1970 00:54
CONFIG 2 - AVAIL 01 Jan 1970 00:01
CONFIG 3 - AVAIL 01 Jan 1970 00:14
CONFIG 4 - ACTIVE = 01 Jan 1970 00:24

Fo e e B ittt ittt +

* - Last Used Config L - Config File is Locked

Select the source bank: (A, B): [A]

Select the source configuration: (1, 2, 3, 4): [1] 3
Enter the description of the file: () New config for today
Attempting to set description for bank A configuration 3.

Operation completed successfully.

Boot config>Tist

Fommm o BankA ----------- Fommmmm e Description ---------- EEEEEEE Date ------- +
IMAGE - NONE 01 Jan 1970
CONFIG 1 - AVAIL test config for pubs 01 Jan 1970 00:58
CONFIG 2 - AVAIL = test config for pubs 01 Jan 1970 01:13
CONFIG 3 - NONE New config for today 09 Jan 1970 00:58
CONFIG 4 - AVAIL 01 Jan 1970 01:05
Fommmm- BankB ----------- e Description ---------- Fommme- Date ------- +
IMAGE - ACTIVE 01 Jan 1970
CONFIG 1 - AVAIL test config for pubs 01 Jan 1970 00:54
CONFIG 2 - AVAIL 01 Jan 1970 00:01
CONFIG 3 - AVAIL 01 Jan 1970 00:14
CONFIG 4 - ACTIVE = 01 Jan 1970 00:24
Fom e o S +

* - Last Used Config L - Config File is Locked

Auto-boot mode is enabled. Fast-boot mode is disabled.

Copy

Use the copy command to copy configuration files and load images to and from the
banks.

Note: You can use the copy bank command to copy an entire bank, which is
convenient if you want to use one bank as a backup for another bank.

Syntax:

copy bank
configuration file

Example:
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Boot config>copy bank

Fommmm- BankA ----------- et Description ---------- Fommmm- Date ------- +
IMAGE - PENDING 22 Jan 1999 17:15
CONFIG 1 - AVAIL 05 Feb 1999 13:42
CONFIG 2 - PENDING = 22 Jan 1999 17:24
CONFIG 3 - AVAIL 05 Feb 1999 13:42
CONFIG 4 - AVAIL 05 Feb 1999 13:42

Fommmm - BankB ----------- Fommmmm o Description ---------- Fommmm - Date ------- +
IMAGE - AVAIL 05 Feb 1999 13:39
CONFIG 1 - CORRUPT 05 Feb 1999 13:39
CONFIG 2 - AVAIL 05 Feb 1999 13:39
CONFIG 3 - AVAIL 05 Feb 1999 13:39
CONFIG 4 - AVAIL 05 Feb 1999 13:39

Fmm e L Fomm e +
* - Last Used Config L - Config File is Locked

Auto-boot mode is disabled. Fast-boot mode is disabled.

Select the source bank: (A, B): [A] A

Select the destination bank: (A, B): [B] B

we are about to try copying configs

Copy SW configuration from: bank A, configuration 1
to: bank B, configuration 1.

/hd0/sys0/CONFIGO --> /hd0/sys1/CONFIGO

Operation completed successfully.

Copy SW configuration from: bank A, configuration 2
to: bank B, configuration 2.

/hd0/sys0/CONFIGL --> /hd0/sys1/CONFIG1

Operation completed successfully.

Copy SW configuration from: bank A, configuration 3
to: bank B, configuration 3.

/hd0/sys0/CONFIG2 --> /hd0/sys1/CONFIG2

Operation completed successfully.

Copy SW configuration from: bank A, configuration 4
to: bank B, configuration 4.

/hd0/sys0/CONFIG3 --> /hd0/sys1/CONFIG3

Operation completed successfully.
Copy SW load image from: bank A
to: bank B.

Operation completed successfully.
Boot config>

Example: Boot config>copy load

Fommmm- BankA ----------- Fommmmm e Description ---------- Fommme- Date ------- +
IMAGE - AVAIL 01 Jan 1970 00:01
CONFIG 1 - AVAIL test config for pubs 01 Jan 1970 01:26
CONFIG 2 - AVAIL = test config for pubs 01 Jan 1970 01:13
CONFIG 3 - AVAIL 01 Jan 1970 01:39
CONFIG 4 - AVAIL 01 Jan 1970 01:52

tommm oo BankB ----------- Fommmem e Description ---------- Fommmo- Date ------- +
IMAGE - ACTIVE 01 Jan 1970 00:01
CONFIG 1 - AVAIL 01 Jan 1970 00:14
CONFIG 2 - AVAIL 01 Jan 1970 00:01
CONFIG 3 - AVAIL 01 Jan 1970 00:37
CONFIG 4 - ACTIVE = 01 Jan 1970 00:24

ettt L ettt o +
* - Last Used Config L - Config File is Locked

Select the source bank: (A, B): [A] b
Select the destination bank: (A, B): [B] a
Copy SW Toad image from: bank B
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to: bank A.

Operation completed successfully.

Example: Boot config>copy

EEEEEEE BankA ----------- EECE TR Description ---------- EEEEEEE Date ------- +
IMAGE - CORRUPT 01 Jan 1970 00:01
CONFIG 1 - AVAIL test config for pubs 01 Jan 1970 01:26
CONFIG 2 - AVAIL =« test config for pubs 01 Jan 1970 01:13
CONFIG 3 - AVAIL 01 Jan 1970 01:39
CONFIG 4 - AVAIL 01 Jan 1970 01:52

Fommmm- BankB ----------- Fommmmm oo Description ---------- Fommme- Date ------- +
IMAGE - ACTIVE 01 Jan 1970 00:01
CONFIG 1 - AVAIL 01 Jan 1970 00:14
CONFIG 2 - AVAIL 01 Jan 1970 00:01
CONFIG 3 - AVAIL 01 Jan 1970 00:37
CONFIG 4 - ACTIVE = 01 Jan 1970 00:24

Fommmm e Fmmm e e e Fmmm e +
* - Last Used Config L - Config File is Locked

Select the source bank: (A, B): [A]
Select the source configuration: (1, 2, 3, 4): [1]
Select the destination bank: (A, B): [B]

Select the destination configuration: (1, 2, 3, 4): [1]
Copy SW configuration from: bank A, configuration 1

to: bank B, configuration 1.
/hd0/sys0/CONFIGO --> /hd0/sys1/CONFIGO

Operation completed successfully.

If the copy fails you may receive one of the following messages:

Error: Active bank cannot be overwritten or erased.
You attempted to copy a configuration into the bank currently in use by the
IBM 2216.

Error: File copy failed.
This condition occurs when the copy operation fails for reasons other than
copying to the active configuration. The most common cause is speci%in?
the same source and destination configurations. When you list (see
the configurations, CORRUPT appears next to the bank that is

damaged.
Describe
Use the describe command to display information about a stored image.
Syntax: describe
Example: Boot config>describe
R ettt R ettt +
BANK A BANK B
Product ID -  2216-MAS | Product ID -  2216-MAS
Version 3 Release 2| Version 3 Release 2
Mod 0 PTF 0 | Mod 0 PTF 0
Feat. 2822 RPQ 0 | Feat. 2822 RPQ 0
Date 31 Dec 1996 | Date 31 Dec 1996
Py Sy +
Disable

Use the disable command to turn off various change management functions.

Syntax:
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Enable

Erase

disable auto-boot
fast-boot

auto-boot
Disabling auto-boot causes the device boot sequence to stop at the service
recovery interface, without running the device operational code. The default
auto-boot mode is “enabled”.

Example:

Boot config>disable auto-boot
Auto-boot mode is now disabled

fast-boot
Disabling fast-boot causes the device to run diagnostic tests when the
device is booting during a power-on or a software reload. This provides
better hardware error detection but results in slower boot times. This is the
default mode, and is recommended whenever the device is in a production
environment.

Use the enable command to turn on various change management functions.

Syntax:

enable auto-boot
fast-boot

auto-boot

Enabling auto-boot causes the device boot to the device operational code
without stopping at the service recovery interface. The default auto-boot
mode is “enabled”

Note: To enable auto-boot mode using this command, you must also have
unattended mode selected in the firmware.

fast-boot
Enabling fast-boot causes the device to skip diagnostic tests when the
device is booting during a power-on or a software reload. This reduces
hardware error detection but results in faster boot times. The default mode
is “disabled,” which is recommended whenever the device is in a production
environment.
Example:

Boot config>enable fast-boot
Fast-boot mode is now enabled

Use the erase command to erase a stored image or a configuration file.

Syntax:
erase configuration [file]
load [image]

config or load
Erases a configuration file or a load image. Enter the config number to be
erased after the erase command.
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Example: Boot config>erase load

tommm o BankA ----------- EECEE PR Description ---------- Fommmm- Date -------
IMAGE - CORRUPT 01 Jan 1970 00:01
CONFIG 1 - AVAIL test config for pubs 01 Jan 1970 01:26
CONFIG 2 - AVAIL = test config for pubs 01 Jan 1970 01:13
CONFIG 3 - NONE 01 Jan 1970 00:58
CONFIG 4 - AVAIL 01 Jan 1970 00:39

R E R BankB ----------- Fommmmm e Description ---------- Fommm e Date ------- +
IMAGE - ACTIVE 01 Jan 1970 00:01
CONFIG 1 - AVAIL test config for pubs 01 Jan 1970 00:54
CONFIG 2 - AVAIL 01 Jan 1970 00:01
CONFIG 3 - AVAIL 01 Jan 1970 00:14
CONFIG 4 - ACTIVE = 01 Jan 1970 00:24

Fom e e e e - Fomm - +
* - Last Used Config L - Config File is Locked

Select the bank to erase: (A, B): [A] a

Erase SW load image from bank A.

Operation completed successfully.

Boot config>Tist

tommmm- BankA ----------- EEEE PR Description ---------- EEEEEEE Date ------- +
IMAGE - NONE 01 Jan 1970
CONFIG 1 - AVAIL test config for pubs 01 Jan 1970 00:26
CONFIG 2 - AVAIL = test config for pubs 01 Jan 1970 01:13
CONFIG 3 - AVAIL 01 Jan 1970 00:58
CONFIG 4 - AVAIL 01 Jan 1970 00:39

Fommmm- BankB ----------- Fommmmm e Description ---------- Fommm e Date ------- +
IMAGE - ACTIVE 01 Jan 1970
CONFIG 1 - AVAIL test config for pubs 01 Jan 1970 00:54
CONFIG 2 - AVAIL 01 Jan 1970 00:01
CONFIG 3 - AVAIL 01 Jan 1970 00:14
CONFIG 4 - ACTIVE = 01 Jan 1970 00:24

oo S o +
* - Last Used Config L - Config File is Locked
Auto-boot mode is enabled. Fast-boot mode is disabled.

Example: Boot config>erase configuration

tommm oo BankA ----------- Fommmme - Description ---------- Fommm e Date ------- +
IMAGE - NONE 01 Jan 1970 00:01
CONFIG 1 - AVAIL test config for pubs 01 Jan 1970 00:26
CONFIG 2 - AVAIL = test config for pubs 01 Jan 1970 01:13
CONFIG 3 - AVAIL 01 Jan 1970 01:26
CONFIG 4 - AVAIL 01 Jan 1970 01:39

Fommmm- BankB ----------- Fommmmm e Description ---------- EEEEEEE Date ------- +
IMAGE - ACTIVE 01 Jan 1970 00:01
CONFIG 1 - AVAIL test config for pubs 01 Jan 1970 00:54
CONFIG 2 - AVAIL 01 Jan 1970 00:01
CONFIG 3 - AVAIL 01 Jan 1970 00:14
CONFIG 4 - ACTIVE = 01 Jan 1970 00:24

Fomm e e = e e - Fom - +
* - Last Used Config L - Config File is Locked

Select the source bank: (A, B): [A]

Select the configuration to erase: (1, 2, 3, 4): [1] 3

Erase SW configuration file from bank A, configuration 3.

Operation completed successfully.

Boot config>list

EEEEEEE BankA ----------- EECE TR Description ---------- EEEEEEE Date ------- +
IMAGE - NONE
CONFIG 1 - AVAIL test config for pubs 01 Jan 1970 00:14
CONFIG 2 - AVAIL =« test config for pubs 01 Jan 1970 01:13
CONFIG 3 - NONE 01 Jan 1970 00:58
CONFIG 4 - AVAIL 01 Jan 1970 00:26

Fommmm- BankB ----------- R et Description ---------- Fommm- Date ------- +
IMAGE - ACTIVE 01 Jan 1970
CONFIG 1 - AVAIL test config for pubs 01 Jan 1970 00:54
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List

CONFIG 2 - AVAIL 01 Jan 1970 00:01

CONFIG 3 - AVAIL 01 Jan 1970 00:14
CONFIG 4 - ACTIVE = 01 Jan 1970 00:24

F e e T T R T T +
* - Last Used Config L - Config File is Locked

Auto-boot mode is enabled. Fast-boot mode is disabled.
Notice that the list command displays NONE by bank A, config 3.

If the erasure fails, a message indicating the failure appears on the console with the
banks that failed.

Use the list command to display information about which load images and
configuration files are available and active. This command may also be used to
display boot options and scheduled load information.

Syntax:

list

Example: Boot config>list

tommm oo BankA ----------- Fommmem e Description ---------- EEEEEEE Date ------- +
IMAGE - AVAIL 01 Jan 1970 00:01
CONFIG 1 - AVAIL test config for pubs 01 Jan 1970 01:26
CONFIG 2 - AVAIL = test config for pubs 01 Jan 1970 01:13
CONFIG 3 - NONE 01 Jan 1970 00:58
CONFIG 4 - AVAIL 01 Jan 1970 00:39

Fommmm- BankB ----------- Fommmmm e Description ---------- Fommm o Date ------- +
IMAGE - ACTIVE 01 Jan 1970 00:01
CONFIG 1 - AVAIL test config for pubs 01 Jan 1970 00:54
CONFIG 2 - AVAIL 01 Jan 1970 00:01
CONFIG 3 - AVAIL 01 Jan 1970 00:14
CONFIG 4 - ACTIVE = 01 Jan 1970 00:24

o e = e e - - Fomm e - +
* - Last Used Config L - Config File is Locked

Auto-boot mode is enabled. Fast-boot mode is disabled.

Time Activated Load Schedule Information...
The device is scheduled to reload as follows.

Date: June 26, 1997

Time: 16:30

The load modules are in bank A.

The configuration is CONFIG 1 in bank A.
Boot config>

The possible file status descriptors are:

ACTIVE
The file is currently loaded and is running on the 2216

AVAIL This is a valid file that can be made ACTIVE.

CORRUPT
The file was damaged or not loaded into the 2216 completely. The file must
be replaced.

LOCAL
The file will be used only on the next reload or reset. After the file is used, it
will be placed in AVAIL state.
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PENDING
This file will be loaded on the next reload, reset, or power-up of the 2216.

Lock

Use the lock command to prevent the device from overwriting the selected

configuration with any other configuration.

Syntax:

lock

Example: Boot config>lock

e BankA ----------- R it Description ---------- Fommm - Date ------- +
IMAGE - NONE 01 Jan 1970 01:03
CONFIG 1 - AVAIL test config for pubs 01 Jan 1970 00:26
CONFIG 2 - AVAIL = test config for pubs 01 Jan 1970 01:13
CONFIG 3 - NONE 01 Jan 1970 00:58
CONFIG 4 - AVAIL 01 Jan 1970 00:26

Fommmm- BankB ----------- B Description ---------- Fommm- Date ------- +
IMAGE - ACTIVE 01 Jan 1970 00:01
CONFIG 1 - AVAIL test config for pubs 01 Jan 1970 00:54
CONFIG 2 - AVAIL 01 Jan 1970 00:01
CONFIG 3 - AVAIL 01 Jan 1970 00:14
CONFIG 4 - ACTIVE = 01 Jan 1970 00:24

Fommmm e Fmmm e e e Fmmm e +
* - Last Used Config L - Config File is Locked

Auto-boot mode is enabled. Select the source bank: (A, B): [A]

Select the source configuration: (1, 2, 3, 4): [1] 4

Attempting to lock bank A and configuration 4.

Operation completed successfully.

Boot config>list

Fommm o BankA ----------- Fommmmm e Description ---------- EEEEEEE Date ------- +
IMAGE - NONE 01 Jan 1970
CONFIG 1 - AVAIL test config for pubs 01 Jan 1970 00:13
CONFIG 2 - AVAIL =« test config for pubs 01 Jan 1970 01:13
CONFIG 3 - NONE 01 Jan 1970 00:58
CONFIG 4 - AVAIL L 01 Jan 1970 00:26

Fommmm- BankB ----------- Fommmmmme Description ---------- Fommme- Date ------- +
IMAGE - ACTIVE
CONFIG 1 - AVAIL test config for pubs 01 Jan 1970 00:54
CONFIG 2 - AVAIL 01 Jan 1970 00:01
CONFIG 3 - AVAIL 01 Jan 1970 00:14
CONFIG 4 - ACTIVE = 01 Jan 1970 00:24

Fommmm e o m - Fmmm e +
* - Last Used Config L - Config File is Locked
Auto-boot mode is enabled. Fast-boot mode is disabled.

Note: Note that bank A config 4 is marked with an “L.”

Set

Use the set command to select the code bank, the configuration to use, and the
duration of use. The valid durations are:

once The configuration is active for the next boot only.
always

The configuration is active for all subsequent boots until changed again.
Syntax:
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TFTP

set

Example: Boot config>set

tommmm- BankA ----------- Fommmmmme Description ---------- EEEEEEE Date ------- +
IMAGE - NONE 01 Jan 1970 01:03
CONFIG 1 - AVAIL test config for pubs 01 Jan 1970 00:13
CONFIG 2 - AVAIL = test config for pubs 01 Jan 1970 01:13
CONFIG 3 - NONE 01 Jan 1970 00:58
CONFIG 4 - AVAIL 01 Jan 1970 00:26

Fommmm- BankB ----------- Fommmmmmo- Description ---------- Fommme- Date ------- +
IMAGE - ACTIVE 01 Jan 1970 00:01
CONFIG 1 - AVAIL test config for pubs 01 Jan 1970 00:54
CONFIG 2 - AVAIL 01 Jan 1970 00:01
CONFIG 3 - AVAIL 01 Jan 1970 00:14
CONFIG 4 - ACTIVE = 01 Jan 1970 00:24

Fom e e S +
* - Last Used Config L - Config File is Locked

Select the source bank: (A, B): [A] b

Select the source configuration: (1, 2, 3, 4): [1] 4

Select the duration to use for booting: (once, always): [always]
Set SW to boot using bank B and configuration 4, always.

Operation completed successfully.

Boot config>list

Fommmm- BankA ----------- Fommmmm e Description ---------- EEEEEEE Date ------- +
IMAGE - NONE 01 Jan 1970
CONFIG 1 - AVAIL test config for pubs 01 Jan 1970 00:13
CONFIG 2 - AVAIL =* test config for pubs 01 Jan 1970 01:13
CONFIG 3 - NONE 01 Jan 1970 00:58
CONFIG 4 - AVAIL 01 Jan 1970 00:26

tommmo- BankB ----------- Fommmee e Description ---------- Fommme- Date ------- +
IMAGE - ACTIVE 01 Jan 1970
CONFIG 1 - AVAIL test config for pubs 01 Jan 1970 00:54
CONFIG 2 - AVAIL 01 Jan 1970 00:01
CONFIG 3 - AVAIL 01 Jan 1970 00:14
CONFIG 4 - ACTIVE = 01 Jan 1970 00:24

ettt L ettt o +
* - Last Used Config L - Config File is Locked

Auto-boot mode is enabled. Fast-boot mode is disabled.

Use the tftp command to initiate TFTP file transfers between the 2216 and remote
servers.

Note: When you unzip an image, you will see multiple files ending in “.Id". Use the
tftp get load modules command to get multiple load modules.

Syntax:
tftp get config

load modules
tftp put config

load single image

load modules

Example: Boot config>tftp get load single
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Fommmo- BankA ----------- Fommmmm e Description ---------- Fommm e Date ------- +

IMAGE - NONE 01 Jan 1970 01:03
CONFIG 1 - AVAIL test config for pubs 01 Jan 1970 00:01
CONFIG 2 - AVAIL =« test config for pubs 01 Jan 1970 01:13
CONFIG 3 - NONE 01 Jan 1970 00:58
CONFIG 4 - AVAIL 01 Jan 1970 00:14

tommm - BankB ----------- Fommmme - Description ---------- Fommm e Date ------- +
IMAGE - ACTIVE 01 Jan 1970 00:01
CONFIG 1 - AVAIL test config for pubs 01 Jan 1970 00:54
CONFIG 2 - AVAIL 01 Jan 1970 00:01
CONFIG 3 - AVAIL 01 Jan 1970 00:14
CONFIG 4 - ACTIVE = 01 Jan 1970 00:24

Fommmm e o - Fmmm e +
* - Last Used Config L - Config File is Locked

Specify the server IP address (dotted decimal): : [1.2.3.4] 192.9.200.1
Specify the remote file name: : (/u/bin) /usr/22161oad/c200-rtr.img
Select the destination bank: (A, B): [A] a

TFTP SW Toad image

get:  /usr/22161o0ad/c200-rtr.img

from: 192.9.200.1

to: bank A.

Operation completed successfully.

Note for Dynamic Loading of Software: All of the load modules in the specified
directory will be retrieved as part of the
load going into the bank. For loads for
releases prior to Version 1, Release 2,
this will be a single load module. For
Version 1, Release 2 loads and later,
this may be multiple load modules.

Example: Boot config>tftp get load modules

Fommmm- BankA ----------- Fommmmmmo- Description ---------- Fommm- Date ------- +
IMAGE - NONE 01 Jan 1970 01:03
CONFIG 1 - AVAIL test config for pubs 01 Jan 1970 00:01
CONFIG 2 - AVAIL = test config for pubs 01 Jan 1970 01:13
CONFIG 3 - NONE 01 Jan 1970 00:58
CONFIG 4 - AVAIL 01 Jan 1970 00:14

Fommm o BankB ----------- Fommmme e Description ---------- Fommme- Date ------- +
IMAGE - ACTIVE 01 Jan 1970 00:01
CONFIG 1 - AVAIL test config for pubs 01 Jan 1970 00:54
CONFIG 2 - AVAIL 01 Jan 1970 00:01
CONFIG 3 - AVAIL 01 Jan 1970 00:14
CONFIG 4 - ACTIVE = 01 Jan 1970 00:24

R ke S ettt ittt +
* - Last Used Config L - Config File is Locked

Specify the server IP address (dotted decimal): : [1.2.3.4] 192.9.200.1
Specify the remote modules directory: : (/u/bin) /usr/22161lcad/
Select the destination bank: (A, B): [A] a

TFTP SW Toad image

get:  /usr/22161ocad/LML.1d

from: 192.9.200.1

to: bank A.

Operation completed successfully.
Notes:
When putting files to a server:

1. Make sure that the files on the target server have the appropriate permissions
that would allow anyone to write to those files. If not, the put operation will fail.

2. You must be aware of the files you are putting to the target server.To determine
whether the image in the bank is a single module or multiple modules, use the
describe command. A load prior to Version 1, Release 2 is a single module.
Loads at Version 1, Release 2 or after are multiple modules.
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Timedload

Use the timedload command to schedule a load on a device, cancel a scheduled
load, or view scheduled load information.

This command allows you to load the device outside peak network traffic periods
when support personnel may not be present.

Note: You may also use the Configuration Program to schedule a reload for a
device, which is not affected by reloads or power outages. These
circumstances would normally cause the reload to be lost. See the chapter
“Using the Configuration Program” in Configuration Program User’s Guide for
Nways Multiprotocol and Access Services for details.

Syntax:

timedload activate
deactivate
view

activate

Schedules a load on the device. You will be prompted for information for a
time-activated load similar to the tftp get load and tftp get config
commands. See FTETP” an page 57 for information about the parameters.

Time of day to load the router
Specifies the date and time to load the device. Specify the value as
YYYYMMDDHHMM, where:

YYYY is the four-digit year

Note: If the current month on the device is December, the year
data must be the current year or the following year.
Otherwise, if the current month on the device is January
through November, the year data must be the current
year.

MM is the two digit month.

MM Valid Values: 01 to 12 with 01 representing January.
DD is the two-digit day of the month.

DD Valid Values: 01 to 31, depending on the value of MM.
HH is the two-digit hour in 24-hour time.

HH Valid Values: 00 to 23

MM is the two-digit minute of the hour.

MM Valid Values: 00 to 59

The following are examples of scheduling a load from different sources.

Example 1. Load modules and configuration source is a remote host:

Boot config>timedload activate

Fommmm- BankA ----------- EEEEE TR Description ---------- AEE R Date ------- +
IMAGE - AVAIL 01 Jan 1970 00:01
CONFIG 1 - AVAIL test config for pubs 01 Jan 1970 01:26
CONFIG 2 - AVAIL = test config for pubs 01 Jan 1970 01:13
CONFIG 3 - NONE 01 Jan 1970 00:58
CONFIG 4 - AVAIL 01 Jan 1970 00:39

e BankB ----------- Fommmme Description ---------- Fommmmm Date ------- +
IMAGE - ACTIVE 01 Jan 1970 00:01
CONFIG 1 - AVAIL test config for pubs 01 Jan 1970 00:54
CONFIG 2 - AVAIL 01 Jan 1970 00:01
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CONFIG 3 - AVAIL 01 Jan 1970 00:14
CONFIG 4 - ACTIVE = 01 Jan 1970 00:24

S S Fom e +
* - Last Used Config L - Config File is Locked

Time Activated Load Processing...

Select the bank to use: (A, B): [A] a
Do you want to put load modules into the bank? (Yes, No, Quit): [Yes] yes

Do you want to retrieve a SINGLE image or a set of MODULES? [MODULES]? modules
Specify the server IP address (dotted decimal): : [1.2.3.4] 192.9.200.1
Specify the remote modules directory: : (/u/bin) /usr/601bin/205img
The destination bank is bank A
TFTP SW Toad image

get:  /usr/601bin/205img/

from: 192.9.200.1

to: bank A.

tftp: connect to '192.9.200.1
tftp: connect to '192.9.200.1
tftp: connect to '192.9.200.1
tftp: connect to '192.9.200.1
tftp: connect to '192.9.200.1
tftp: connect to '192.9.200.1
tftp: connect to '192.9.200.1
tftp: connect to '192.9.200.1
tftp: connect to '192.9.200.1
tftp: connect to '192.9.200.1
tftp: connect to '192.9.200.1
tftp: connect to '192.9.200.1
tftp: connect to '192.9.200.1

Operation completed successfully.
Do you want to put a configuration into the bank? (Yes, No, Quit): [Yes] yes

Specify the server IP address (dotted decimal): : [1.2.3.4] 192.9.200.1
Specify the remote file name: : (config.dat) /tftpboot/192.9.200.6.config
The destination bank is bank A
Select the destination configuration: (1, 2, 3, 4): [1] 1
TFTP SW configuration file

get: /tftpboot/192.9.200.6.config

from: 192.9.200.1

to: bank A, configuration 1.
tftp: connect to '192.9.200.1

Operation completed successfully.
Time of day to load the router (YYYYMMDDHHMM) []? 199706261630

The load timer has been activated.
Boot config>

Example 2. Load modules and configuration source is a bank:

Boot config>timedload activate

Fommmmm BankA ----------- Fommmme Description ---------- Fommmmm Date ------- +
IMAGE - AVAIL 01 Jan 1970 00:01
CONFIG 1 - AVAIL test config for pubs 01 Jan 1970 01:26
CONFIG 2 - AVAIL = test config for pubs 01 Jan 1970 01:13
CONFIG 3 - NONE 01 Jan 1970 00:58
CONFIG 4 - AVAIL 01 Jan 1970 00:39

Fommmm- BankB ----------- Fommmmee- Description ---------- ECE R Date ------- +
IMAGE - ACTIVE 01 Jan 1970 00:01
CONFIG 1 - AVAIL test config for pubs 01 Jan 1970 00:54
CONFIG 2 - AVAIL 01 Jan 1970 00:01
CONFIG 3 - AVAIL 01 Jan 1970 00:14
CONFIG 4 - ACTIVE = 01 Jan 1970 00:24

e e o +
* - Last Used Config L - Config File is Locked

Time Activated Load Processing...

Select the bank to use: (A, B): [A] a
Do you want to put load modules into the bank? (Yes, No, Quit): [Yes] no

Do you want to put a configuration into the bank? (Yes, No, Quit): [Yes] no
Select the configuration to use: (1, 2, 3, 4): [1] 1
Time of day to load the router (YYYYMMDDHHMM) []? 199706261630

The Toad timer has been activated.
Boot config>
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Unlock

deactivate
Cancels a scheduled load.

Example 1: Deactivate the time activated load

Boot config>timedload deactivate
Deactivate Load Timer Processing...

Do you want to deactivate the load timer? (Yes, No, Quit): [No] yes

The Toad timer has been deactivated.
Boot config>

view  Displays scheduled load information.

Boot Config> timedload view
Time Activated Load Schedule Information...

The router is scheduled to reload as follows.
Date: June 26, 1997

Time: 16:30

The load modules are in bank A.

The configuration is CONFIG 1 in bank A.
Boot config>

Use the unlock command to allow the device to overwrite the selected
configuration that was previously locked.

Syntax:

unlock

Example: Boot config>unlock

Fommm o BankA ----------- Fommmmm e Description ---------- Fommm o Date -------
IMAGE - NONE 01 Jan 1970 01:03
CONFIG 1 - AVAIL test config for pubs 01 Jan 1970 00:13
CONFIG 2 - AVAIL =* test config for pubs 01 Jan 1970 01:13
CONFIG 3 - NONE 01 Jan 1970 00:58
CONFIG 4 - AVAIL L 01 Jan 1970 00:26

tommm oo BankB ----------- Fommmee - Description ---------- Fommm o Date -------
IMAGE - ACTIVE 01 Jan 1970 00:01
CONFIG 1 - AVAIL test config for pubs 01 Jan 1970 00:54
CONFIG 2 - AVAIL 01 Jan 1970 00:01
CONFIG 3 - AVAIL 01 Jan 1970 00:14
CONFIG 4 - ACTIVE = 01 Jan 1970 00:24

Fmm o e - S +
* - Last Used Config L - Config File is Locked

Select the source bank: (A, B): [A]

Select the source configuration: (1, 2, 3, 4): [1] 4
Attempting to unlock bank A and configuration 4.

Operation completed successfully.
Boot config>Tist

Fommmm- BankA ----------- Fommmmm e Description ---------- Fommmm- Date -------
IMAGE - NONE
CONFIG 1 - AVAIL test config for pubs 01 Jan 1970 00:01
CONFIG 2 - AVAIL =* test config for pubs 01 Jan 1970 01:13
CONFIG 3 - NONE 01 Jan 1970 00:58
CONFIG 4 - AVAIL 01 Jan 1970 00:14

tommm oo BankB ----------- Fommmme e Description ---------- Fommme- Date -------
IMAGE - ACTIVE 01 Jan 1970
CONFIG 1 - AVAIL test config for pubs 01 Jan 1970 00:54
CONFIG 2 - AVAIL 01 Jan 1970 00:01
CONFIG 3 - AVAIL 01 Jan 1970 00:14
CONFIG 4 - ACTIVE = 01 Jan 1970 00:24

ettt L ettt o +
* - Last Used Config L - Config File is Locked

Auto-boot mode is enabled. Fast-boot mode is disabled.
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Note: Note that bank A config 4 is no longer marked with an “L.”

Update-firmware

Use the update-firmware command to install the Firm.Id load module that you have
received on either Bank A or Bank B of your 2216.

Rebooting will not occur automatically after this command is executed. You must set
the bank you want to reboot from using the Boot config> set command, and the

new firmware will be updated when you reboot. See LC.ha.pLer_”x_Accessmg_Lhd
Eirmware from the Command Line Interface” on page 29 for rebooting information.

Syntax:

update-firmware

Example:

Boot config>update

oo oo +
BANK A BANK B

Product ID - 2216-MAS | Product ID - 2216-MAS
Version 3 Release 1 | Version 3 Release 1
Mod 0 PTF 0 | Mod 0 PTF 0
Feat. 2807 RPQ 0 | Feat. 2807 RPQ 0
Date 14 Jul 1998 07:45 | Date 7 Aug 1998 14:05
Build cc_155b | Build cc_158b
test-Toad

S S +

DO NOT POWER OFF while firmware is updating.
To exit, type Ctrl-c at the Select bank/restore prompt.

Select the source bank or P to restore from Precover.img: (A, B, P): [A]B

Using Local Firmware image /hd0/sys1/Firm.1d

flash: ID = Ox01A4, sector wp = 0x00

flash: Found /hd0/sys1/Firm.1d:524774 bytes.

flash: Loading file /hd0/sysl/Firm.1d...

flash: File /hd0/sys1/Firm.1d Toaded at 0x0025f0ec for 524288 bytes
flash: Creating /hd0/precover.img from flash

flash: Recovery image created.

flash: Validating firmware image

flash: Update from:0025FOEC, offset=00010000, flash size=524288
flash: Erasing sector 7f

flash: Erasing sector 3f

flash: Erasing sector 1f

flash: Erasing sector f

flash: Erasing sector 7

flash: Erasing sector 3

flash: Erasing sector 1

flash: Current addr = 0007f000

Operation completed successfully.
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Chapter 7. The CONFIG Process (CONFIG - Talk 6) and
Commands

This chapter describes the CONFIG process configuration and operational
commands. It includes the following sections:

° ] ”

What is CONFIG?

The Configuration process (CONFIG) is a second-level process of the device user
interface. Using CONFIG commands, you can:

» Set or change various configuration parameters

* Add or delete an interface to the hardware configuration

* Enter the Boot CONFIG command mode

» Enter the Quick Configuration mode

* Clear, list, or update configuration information

* Enable or disable console login

* Communicate with third-level processes, including protocol environments

Note: Refer to the chapter “Migrating to a New Code Level” in 2216 Nways
Multiaccess Connector Service and Maintenance Manual for information
about migrating to a new code level.

CONFIG lets you display or change the configuration information stored in the
device’s nonvolatile configuration memory. Changes to system and protocol
parameters do not take effect until you reload the device software. (For more
information, refer to the OPCON reload command in \What is the QPCQON

Process?” an page ’21|)_

Note: You must enter the write command to save the changes in the device’s flash
memory.

The CONFIG command interface is made up of levels that are called modes. Each
mode has its own prompt. For example, the prompt for the SNMP protocol is
SNMP config>.

If you want to know the process and mode you are communicating with, press
Enter to display the prompt. Some commands in this chapter, such as the network
and protocol commands, allow you to access and exit the various levels in
CONFIG. See [Tahle 7 on page 72 for a list of the commands you can issue from
the CONFIG process.

Config-Only Mode

Config-Only mode is entered if the configuration file that you are using is empty or
no protocols are configured. Config-Only mode can also be entered manually to
recover from an invalid configuration that is causing the router to crash during
start-up.

Automatic Entry Into Config-Only Mode

Config-Only mode is entered if the router is booting with an empty configuration file
or the configuration file contains incomplete configuration data.
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Using the CONFIG Process

The following conditions cause the router to enter Config-Only mode:
» Devices are configured but no protocols are configured.

Deletion of all router interface information.

* The configuration file is empty.

Manual Entry Into Config-Only Mode
To enter Config-Only mode, do one of the following:

Reload the router with no configuration.

To reload the router with no configuration, use the erase change management
configuration command. Then use the set change management configuration
command to select the empty configuration file. You can access change
management configuration commands from the Boot> prompt.

Reload the router with no interfaces configured.

Reload the router with no protocols configured.

To create a configuration that has no protocols configured, use the clear command
to clear the protocol configuration information.

Note: If autoboot is enabled and you press Ctrl-C while the software is loading,

you go directly to the bootstrap monitor > prompt without seeing the text and
you can skip step fil. otherwise, the following text appears:

PROM Load/Dump Program * Revision: 1.15 *

Copyright IBM Corp. 1994, 1997

Host #*VL-51* Tloading

Using Ethernet at ( 81600, 94).

Trying host 128.185.210.125, via 128.185.123.28
file loads/Tatest-gen.rbx2-multisna.ldc

+Toading

1. If boot information is missing, the software will load from the IBD. If the
first IBD file is invalid, such as a config file, the software will go to the
manual load prompt:

No valid boot records found, attempting IBD load
Loading using IBD Load Image "v12-15.cfg"
Bad record header 0

No valid server configured -- Entering manual mode
Device types available:

IBD
Token Ring
WAN

Device type:
2. Press Ctrl-C to go to the bootstrap monitor. The > prompt displays.
3. Boot to Config-Only mode.

>bc

PROM Load/Dump Program * Revision: 1.15 =
Copyright IBM Corp. 1994, 1997
Host **VL-51* Tloading

Device types available:

IBD
Ethernet
WAN

Device type [Ethernet]:

Connector Type (AUI/RJ45) [AUTO_CONFIG]:

Interface IP address [128.185.123.51]: 10.1.155.22
IP mask [FFFFFFOO]:

Boot from host [128.185.210.125]:

Via gateway [128.185.123.28]: 43

Boot file name [loads/latest-gen.rbx2-multisna.ldc]:

Using Ethernet at ( 0, 0).
Trying host 128.185.210.125, via 128.185.123.28
file loads/Tatest-gen.rbx2-multisna.ldc
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-Toading

Starting at 1040010

The Standalone Configuration Process. You are here because
The watchdog timer timed out and/or Autoboot not selected

Config (only)>

Otherwise, the router will reboot. If boot information is missing, the
software will load from the hard drive.

See [Chapter 3 Accessing the Firmware from the Command | ine Interface” an
m for more information.

Quick Configuration

Quick Configuration (Quick Config) provides a minimal set of commands that allow
you to configure bridging protocols and routing protocols present in the device load.
You can also configure an SNMP community with WRITE_READ_TRAP access.
This is useful during initial setup because the configuration program uses SNMP
SET commands to transfer the configuration.

Important: At least one network device must be configured before using quick
config. To add a device, use the add device command at the

config(only)> or config> prompt. See ['Accessing the Networkd
[nterface Configuration Process” on page 15

" for more information.

The following table lists the protocols supported by Quick Config.
Table 6. Quick Config Capabilities

ATM Protocols Bridging Protocols Routing Protocols
LAN Emulation STB, SRT, SRB IP, IPX, DNA IV

Quick Config complements the existing configuration process by offering a shortcut.
This shortcut allows you to configure the minimum number of parameters for these
bridging protocols and routing protocols without having to exit and enter the
different configuration processes. The other parameters are set to selected defaults.

Situations that call for the device to be quickly configured are:

» Blank or corrupted configuration memory, such as when one of the following
situations occurs:
— The device is configured for the first time.
— Voltage fluctuations caused corruption of the hard file.

» Demonstration purposes, for which the device needs to be quickly configured to
demonstrate its capabilities.

* Bench-marking tests to get the tests going without having to learn the device’s
operating system commands.

Quick Config operates as follows:

» It asks a series of questions with default values.

It offers a short-cut to the detailed configuration of the normal mode command
set.

Quick Config sets a number of default parameters based upon how you answer the

configuration questions. What cannot be configured with Quick Config can be
configured using Config after exiting Quick Config.
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You cannot delete Quick Config information from within Quick Config. However, you
can correct information either by exiting and returning to Quick Config, or by
entering the reload command as a response to some Quick Config questions.

For complete information on using the Quick Config software, see m

Manual Entry Into Quick Config Mode

You might want to run Quick Config manually to demonstrate the device’s
capabilities or to reconfigure dynamically to perform benchmark tests without having
to learn the device’s operating system commands.

To enter Quick Config, type qconfig at the Config> prompt.

Exiting from Quick Config Mode

To exit Quick Config, restart by entering r from any prompt. Follow the queries until
you enter no and then enter q to quit. The router returns to either the Config
(only)> or the Config> prompt.

Configuring User Access

The device configuration process allows for a maximum of 50 user names,
passwords, and levels of permission. Each user needs to be assigned a password
and level of permission. There are three levels of permission: Administration,
Operation, and Monitoring.

For more information, see m

Technical Support Access
If you are the system administrator, when you add a new user for the first time, you

are asked if you want to add Technical Support access. If you answer yes,
Technical Support is granted the same access privileges that you have as system
administrator.

The password for this account is automatically selected by the software and is
known by your service representative. This password can be changed using the
change user command; however, if you do change the password, customer service
cannot provide remote support. For additional information on the use of the change

user command, see ['Change” on page 79.

Configuring Spare Interfaces

Occasionally, you may need to configure a new interface along with its bridging and
routing protocols without having to restart the device. You can accomplish this by
configuring a number of spare interfaces on your device. Spare interfaces are
useful if:
* You are “hot-plugging” a new adapter into your device.
You can install the adapter, configure it and then activate it without unplugging or
restarting the device.
* You are adding dial circuits to your device.

Use spare interfaces to add new V.25 bis or ISDN dial circuits on an existing
V.25 bis or ISDN interface.

Note: You cannot add spare interfaces to channelized ISDN T1/E1 interfaces.
* You are adding ATM LAN Emulation clients.
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Use spare interfaces to add Token-Ring or Ethernet ATM LAN Emulation clients
to an existing ATM interface.

* You are adding virtual networks to an existing ESCON Channel Adapter or
Parallel Channel Adapter.

To configure a spare interface:
1. Access the CONFIG process by entering configuration .

2. Configure the number of spare interfaces for the device using the set
spare-interfaces command.

3. Exit the CONFIG process by pressing Ctrl-P.
4. Reload the device.

Example:

* configuration

Config> set spare 2

Config>

*reload

Are you sure you want to reload the gateway? (Yes or [No]) yes

When the device reloads, the spare interfaces are installed as null devices.

To use one of the spare interfaces:
1. Insert the new adapter into the adapter slot.

Note: If you are using an ESCON or Parallel channel adapter, you have the
ability to define spare interfaces for each of the attached networks
without using additional adapters. In this case, you can bypass this step.

2. Access the CONFIG process by entering configuration .
3. Add an interface or a dial circuit using the add device command, if necessary.

4. Configure the spare interface by using the net command to configure the
interface or add ATM LAN Emulation clients.

5. Configure the various protocols and features using the protocol and feature
commands.

6. Exit the CONFIG process by pressing Ctrl-P.

7. Access the GWCON process by entering console .

8. Bring the new interface online to the network using the activate command.

The following example shows how to configure and activate a new dial circuit on
which the IP protocol is enabled. The dial circuit and IP protocol configuration are
not shown.

Example:

*configuration

Config> add device dial-circuit
Config> net 6

Circuit configuration

Circuit config>

.Here you would configure the dial circuit

Circuit config> exit
Config> protocol ip
Ip>
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Here you would configure the IP protocol on the dial circuit.

IP> exit
Config>
*console
+activate 6

The following example shows how to configure and activate a new ATM LAN
Emulation Client on which the IP protocol is configured. The ATM LAN Emulation
Client and IP configurations are not shown.

* configuration

Config> net 0

ATM User Configuration

ATM Config> le-client

ATM LAN Emulation Clients Configuration
LE Client config> add token-ring

Added Emulated LAN as interface 6

LE Client config> config 6

ATM LAN Emulation Client configuration

(Here you would configure the ATM LAN Emulation Client)

Token Ring Forum Compliant LEC Config> exit
LE Client config> exit

ATM Config> exit

Config> protocol ip

IP Config>

(Here you would configure IP on the ATM LAN Emulation Client)

IP Config> exit

Config> write

ctrl-p

* console

+ activate 6

Interface 6 activated successfully

Restrictions for Spare Interfaces

The activate command cannot be used to activate a new interface on the network

under the following conditions:

* You have already entered a delete interface command. The device must be
restarted if any interface has been deleted. You cannot delete a spare interface
(indicated by null in list displays).

* The spare interface is the only interface that enables a protocol or feature. The
protocol or feature must already be enabled on an existing interface before it can
be used by a spare interface.

* The new spare interface has a header size or trailer size greater than the sizes
for other interfaces.

* There is not enough memory to allocate receive buffers for the new interface.

In these cases, you must restart the device to bring the new interface online.

The activate command does not activate all spare interfaces. To determine how the
activate command affects spare interfaces, see the section on dynamic

reconfiguration that is included in the configuring and monitoring chapter for each
interface
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A couple of spare interfaces do not include dynamic reconfiguration information in
their descriptions and cannot be activated on the network using the activate
command. These interfaces are included in the following list:

+ SDLC

* V.25 bis

You must restart the device to bring these interfaces online.

You can configure the following protocol on spare interfaces, but you cannot
activate it on the network using the activate command:
* OSI/DECnet V

Note: When using the configuration program, use the following to work with spare
interfaces:

1. Make the configuration changes for the spare interface on the device

2. Enter the activate command on the device to bring the spare interface,
protocols, and features online

3. Retrieve the configuration using the configuration program
4. Save the retrieved configuration into the configuration program database

Certain functions have requirements for the activate command. For most of the
affected functions, these requirements are described in the configuring and
monitoring chapter for each function. In the applicable chapter, see the section
about dynamic reconfiguration.

For functions not described in the configuring and monitoring chapters, these are
the requirements of the activate command:

DECnet IV To activate this protocol on a spare interface, you must first activate the
interface and then configure the protocol on the activated interface. Use the
DECnet IV set command to activate the configuration changes.

Resetting Interfaces

Occasionally, you might need to change the configuration of a network interface
along with its bridging and routing protocols without restarting the device. The reset
command allows you to disable a network interface and then enable it using new
interface, bridging and routing configuration parameters.

The interface, protocols and features configuration parameters are changed using
the CONFIG process (talk 6) commands. The talk 6 commands affect the contents
of the configuration memory. The configuration changes are activated by issuing the
GWCON process (talk 5) reset command.

To reset an interface:
1. Access the CONFIG process (talk 6).

2. Use the net command and other commands to change configuration
parameters.

3. Use the protocol and feature commands to change the interface-based
configuration parameters.

4. Exit the CONFIG process by pressing Ctrl-P .
5. Access the GWCON process (talk 5).

6. Use the reset command to reset the interface and the protocols and features on
the interface.
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Example:

* configuration
Config>net 1
PPP Config>

. change PPP parameters . . .

PPP Config>exit
Config>protocol ipx
IPX Config>

. change IPX parameters on the PPP interface . . .

IPX Config>exit

Config>

~talk 5

+reset 1

Resetting net 1 PPP/0...successful

Note: When using the configuration program, do the following to make
configuration changes to existing interfaces:

1. Make the configuration changes for the interface on the device

2. Enter the reset command to reset interface, protocol and feature
parameters

3. Retrieve the configuration using the configuration program
4. Save the retrieved configuration into the configuration program database

Restrictions for Resetting Interfaces
The reset command cannot be used to reset a network interface if:

* You have already entered a delete interface  command. The device must be
reloaded if any interface has been deleted.

* You have changed the hardware or data link type. For example, changing the
data link type from PPP to Frame Relay.

* You have configured a larger MTU.

* You have configured a routing protocol or bridging on the interface, but that
routing protocol or bridging is not currently active in the device.

In these situations, you must reload the device to activate the configuration
changes.

Configured changes for certain interfaces, features, and protocols cannot be
activated using the reset command. For most of these interfaces, features, and
protocols, the use of the reset command is described in the section about dynamic
reconfiguration in the configuring and monitoring chapter.

The V.25 bis interface cannot be activated using the reset command and the reset
command for this interface is not described in the configuring and monitoring
chapter.

You must reload the device to activate the configuration changes.

The following list includes the protocols and features that cannot be activated using
the reset command and for which the reset command is not described in the
configuring and monitoring chapter.

* AppleTalk

* Vines

* OSI/DECnet V
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There are also requirements associated with reset for certain functions that are not
described in the configuring and monitoring chapters. These requirements are listed
by function in the following table:

Compression Compression requires large header and trailer sizes. Unless compression is
already enabled on some other interface, it is likely that the header and
trailer sizes will be too small. In this case, compression is disabled
automatically on the interface and an ELS message is logged (rather than
causing the entire reset interface to fail).

DNA IV Use the DNA IV set command to activate configuration changes.

Using System Dumps

A useful tool for debugging problems with the 2216 is the system dump. The dump
is a compressed snapshot that the system saves to the hard drive if one is present,
or to a remote host on the network .

To configure dumping:

1. Specify which three dump files you will save. See page fo1 for more
information.
2. Specify whether you want dumping re-enabled after a dump occurs. See page
for more information.
3. Enable dumping on the 2216. See page B4 for more information.

You can view the status of system dumping or retrieve a dump from the system.

See [System View” on page 105 and 'System Retrieve” on page 1095, respectively.

Entering and Exiting CONFIG

To enter the CONFIG process from OPCON and obtain the CONFIG prompt, enter
the configuration command. Alternatively, you can enter the OPCON talk
command and the PID for CONFIG. The PID for CONFIG is 6.

* configuration

or
* talk 6

The console displays the CONFIG prompt (Config>). If the prompt does not appeatr,
press the Enter key again.

To exit CONFIG and return to the OPCON prompt (*), enter the intercept character.
(The default is Ctrl-P .)

CONFIG Commands

This section describes each of the CONFIG commands. Each command includes a
description, syntax requirements, and an example. The CONFIG commands are
summarized in

After accessing the CONFIG environment, enter the configuration commands at the
Config> prompt.
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Table 7. CONFIG Command Summary

System View

Time
Unpatch
Update
Write

Add

Command Function

? (Help) Displays all the commands available for this command level or lists the
%tions for specific commands (if available). See LGetting Help” on pagd

Add Adds an interface to the device configuration, or a user to the device.

Boot Enters Boot CONFIG command mode.

Change Changes a user’s password, or a user’s parameter values associated with
this interface. Also changes a slot/port of an interface.

Clear Clears configuration information.

Delete Deletes an interface from the router configuration or deletes a configured
user. Also deletes system dump files.

Disable Disables command completion, login from a remote console, disables
modem use

Enable Enables command completion, login from a remote console, enables
modem use

Event Enters the Event Logging System configuration environment.

Feature Provides access to configuration commands for independent device
features outside the usual protocol and network interface configuration
processes.

List Displays system parameters, hardware configuration, a complete user list.

Load Lists, adds, or deletes optional software packages.

Network Enters the configuration environment of the specified network.

Patch Modifies the device’s global configuration.

Performance Provides a snapshot of the main processor utilization statistics.

Protocol Enters the command environment of the specified protocol.

Qconfig Initiates the Quick Config process.

Set Sets system-wide parameters for buffers, host name, inactivity timer,
packet size, prompt level, number of spare interfaces, dump parameters,
location, and contact person.

System Retrieves dumps

Retreive

Displays the dump settings and the current dump status. Also displays a
summary of the dumps.

Keeps track of system time and displays it on the console.

Restores patch variables to default values.

Updates the configuration memory when you receive a new software load.
Writes the current configuration information to the nonvolatile memory.

Use the add command to add an interface to the configuration, or user-access. This
command also recreates device records if the configuration is inadvertently lost.

Syntax:
add
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callback
Use the add callback command to add, delete, or list information for
callback on ISDN.

Add Adds a callback number to the authentication lists.

Delete Deletes a callback number from the authentication list.

Lists Displays the authentication list and other related
information.

device device type additional-config-info
With the add device command, you must enter the interface device type
(device_type). You are prompted for additional configuration parameters.
This additional information varies by device and platform. Refer to

Devices” on page 15 for additional information about device type and

configuration parameters.

Note: If you are adding more than one interface, the order in which you
add them is important because the device assigns a sequential
interface number to the device when it is added. This interface
number is an index number in the device list; it links the device with
other protocol configuration information, such as the IP addresses
associated with the device. (For more information, refer to the list

devices command, EList” on page 91l)

All device and protocol configuration information related to network
interfaces is stored by interface number. Any changes made to interface
numbers will invalidate much of the device configuration information in the
protocols.

Example:

add device atm

Device Slot #(1-8) [1]? 2

Adding CHARM ATM Adapter device in slot 2 port 1 as interface x
(where x is the interface number assigned)

To determine which devices you can add, use the add devices ?
command.

isdn-address address-name network-dial-address network-subdial-address
Adds the local and remote numbers of the ISDN end-points that will be
communicating with your router.

address-name
Can be anything (such as a description of the port).

network-dial-address
The telephone number of the local or the destination port.

network-subdial-address
The additional part of the telephone number, such as an extension,
that gets interpreted when the interface connects to a PBX; this
parameter is optional.

Note: You can use punctuation, such as parentheses and dashes, but the
punctuation is not significant (the router uses only the numbers).

Example: add isdn-address line 1 local
Assign network dial address [0 - 32 digits]? 1 2345 67
Assign network subdial address [0 - 19 digits]? 98765
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ppp-user
Adds the user profile of a remote user to the local PPP user data base. You

can add up to 500 users. You add a PPP user for each remote router or
DIALs client that can connect to the device you are configuring. You must
configure PPP users if either of the following conditions exist:

* You are using PPP authentication protocols, PPP encryption, or allowing
users to use the dial-out feature. You need to configure a PPP user for
either type of encryption - Encryption Control Protocol (ECP) or Microsoft
Point-to-Point Encryption (MPPE); however, MPPE does not require the
encryption key.

* You want the PPP user data base to be locally stored and managed by
the device. If you want PPP user information to be obtained from a
RADIUS, TACACS, or TACACS+ server, then you should configure the
Authentication feature instead of configuring local PPP users.

Note: MPPE cannot use the RADIUS, TACACS, or TACACS+ server.
For MPPE, the PPP user data base must be local.

If ECP has been enabled for the user, you are prompted for the PPP user
name, password, IP address, and encryption key .

If the DIALs feature is in the software load, you are asked if this is a DIALs
user.

If you are adding a user for a DIALs client, then you are prompted for the
hostname, type of route, network mask, connect time, and call-back
information.

See lUsing a Dial-In Access to | ANs (DIAI s) Server] in the Using and

Configuring Features for more information.

A user profile stored locally on the device consists of the following:

Name The userid of the PPP user, used during authentication. See [epA
Password
The password known to the user and the device, used during

authentication. It can be up to 31 characters in length, consist of
any alphanumeric character, and is case sensitive. See

lAuthentication Praotacols” on page 587 for more information.

Enter again to verify
Enter the password again for verification.

Allow inbound access
Allows inbound access to this user profile.

Valid values: yes, no
Default value: no

Will user be tunneled?
Specifies whether this dial-in user should be tunneled to an LNS
destination. If you enter “yes”, you are prompted for information
about the LNS.

Valid values: yes, no

Default value: no
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Number of days before account expiry
The number of days before the account expires.

Valid values: 0 to 360
Default value: 180

Number of grace logins allowed
The number of login attempts allowed after the password expires.

Valid values: 0 to 100
Default value: 0

Hostname to use when connecting to this peer:
Specifies the local hostname of this LAC that is passed as
identification to the LNS during tunnel setup.

Tunnel Server endpoint:
Specifies the IP address of the LNS to which this user is tunneled.

Type of Route
Either “Host Route” or “Net Route.”

A host route is generally applied for single-user access. A net route
is generally applied to a network access. A net route allows you to
enter a net mask.

IP Address
IP address to be assigned to a user.

A user profile-based IP address to offer to a dial-in client if
requested. There are a number of ways for a 2216 to obtain an IP

address for a dial-in client. See EIP_Cantral Pratacaol” on page 593

for more information.

Valid values: any valid IP address
Default value: none

Net-Route Mask
Mask for a network user.

If the dial-in user is connecting to a DIALs-enabled PPP interface,
the router automatically adds a temporary static route to that client
for the duration of the PPP session. Typically, this static route has a
net mask of 255.255.255.255 (the default value), which implies that
there is a single IP host at the other end of the PPP link. However,
the net mask can be overridden. If configured, this mask is used
when adding the temporary route. An example of this is a small
router with a single network of hosts that dials into a DIALs-enabled
router. The single route to the small office router will be installed
automatically based on the user profile, making it unnecessary to
configure routing protocols between the two hosts and cutting down
on routing traffic overhead over a potentially slow link.

Hostname
Hostname to be sent to the Proxy DHCP server for use by Dynamic
DNS. See lsing a Dial-In Access to LANs (DIALs) Server! in
Using and Configuring Features for more information.

Time-Allotted
The length of time a DIALs user can be connected. This is the total
for this session, and should not be confused with an inactivity timer.
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Valid Values: 0 to 71 827 788 minutes (O=unlimited)
Default Value: 0

Callback type
Call-back method, either “Roaming” or “Required.” The call-back
parameters are used to specify whether the router will call back the
user and what number to call back. See L i
for additional information.

Set encryption key
Specifies whether ECP encryption is to be enabled for this
user/port.

Valid values: yes, no
Default value: no

ECP encryption key
Enter 16-character ECP encryption key.

This parameter is displayed only if PPP Encryption Control Protocol
(ECP) has been enabled using the talk 6 PPP Config> enable ecp
command. MPPE does not require an encryption key. This ECP
encryption key is used by the PPP Encryption Control Protocol

(ECP). See lLUsing and Configuring Encryption Protocolst in Using

and Configuring Features.

Disable user
Allows you to disable a user-profile.

Valid values: yes, no

Default value: no

Example:

Config> add ppp-user

Enter name: [ ]? pppusrol
Password:

Enter again to verify:

Allow inbound access for user? (Yes, No):
Will user be tunneled? (Yes, No): [No]
Number of days before account expiry[0-1000] [0]? 10

Number of grace logins allowed after an expiry[0-100] [0]? 5

[yes]

IP address:

PPP user name:

[0.0.0.0]7 1.1.1.1
Set ECP encryption key for this user? (Yes, No):
Disable user ? (Yes, No):

[No] no
[No]

pppusrol

User IP address: 1.1.1.1

Virtual Conn:
Encryption:
Status:

Login Attempts:
Login Failures:

disabled
disabled
enabled
0

0

Lockout Attempts: 0

Account expires:
Account duration:
Password Expiry:

User 'pppusr0l' has

Example:

Config> add ppp-user
[ 17 tunusrol

Enter name:
Password:

Sun 17Feb2036 06:28:16
10 days 00.00.00
<unTimited>

been added

Enter again to verify:

Allow inbound access for user? (Yes, No):
Will user be tunneled? (Yes, No):
Enter hostname to use when connection to this peer:
Tunnel-Server endpoint address:
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--more-- PPP user name: tunusr0l
--more-- Endpoint: 1.1.1.1
--more-- Hostname: host01

User 'tunusr0l' has been added

Example with ECP encryption:

Config>add ppp-user

Enter name: [ ]? ppp_user2

Password:

Enter again to verify:

Allow inbound access for user? (Yes, No): [Yes]

Will user be tunneled? (Yes, No): [No]

Is this a 'DIALs' user? (Yes, No): [Yes]

Type of route? (hostroute, netroute): [hostroute]
Number of days before account expiry[0-1000] [0]?
Number of grace logins allowed after an expiry[0-100] [0]?
IP address: [11.0.0.185]?

Allow virtual connections? (Yes, No): [No]

Give user default time allotted ? (Yes, No): [Yes]
Enable callback for user? (Yes, No): [No]

Will user be able to dial-out ? (Yes, No): [No]

Set ECP encryption key for this user? (Yes, No): [No] y
Encryption key should be 16 characters long.

Encryption Key (16 characters ) in Hex(0-9, a-f, A-F):
Encryption Key again (16 characters) in Hex(0-9, a-f, A-F):
ECP encryption key is set.

Disable user ? (Yes, No): [No]

PPP user name: ppp_user2
User IP address: 11.0.0.185
Netroute Mask: 255.255.255.255
Hostname: Virtual Conn: disabled
Time alotted: Box Default
Callback type: disabled
Dial-out: disabled
Encryption: enabled
Status: enabled
Login Attempts: 0
Login Failures: 0
Lockout Attempts: 0
Account Expiry: Password Expiry:
Is information correct? (Yes, No, Quit): [Yes]

User 'ppp_userl' has been added
tunnel-name
Gives a tunnel peer access through an IP network to the router. The peer is

then authorized to initiate tunneled PPP sessions into the router. To
configure a tunnel you must specify:

Name The hostname of the tunnel peer.

Hostname to use when connecting to this peer
The local hostname to use when connecting to this peer. This name
is used for identification of the host on the peer.

Set shared secret
Specifies whether a shared secret is to be used.

Shared Secret
The secret shared between the LAC and LNS. It must be exactly
the same on both ends of the tunnel.

Enter again to verify
Enter the shared secret again for verification.

Tunnel-Server endpoint address
The IP address of the tunnel peer (LAC or LNS).

Example:
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Config> add tunnel

Enter name: []? tunnel02

Enter hostname to use when connecting to this peer: []? host02
Set shared secret? (Yes, No): [No]? yes

Shared secret for tunnel authentication:

Enter again to verify:

Tunnel-Server endpoint address: [0.0.0.0]? 2.2.2.22

Tunnel name: tunnel02
Endpoint: 2.2.2.22

user user_name
Gives a user access to the device. You can authorize up to 50 users to
access the device. Each user_name is eight characters and is
case-sensitive.

When the first user is added, console login is automatically enabled. Each
user added must be assigned one of the permission levels defined in

When users are added, set login authentication to local. Otherwise a
remote server must be used.

Table 8. Access Permission

Permission Level Description

Administrator (A) Displays configuration and user information,
adds/modifies/deletes configuration and user information.
The Administrator can access any router function.

Operator (O) Views router configuration, views statistics, runs potentially
disruptive tests, dynamically changes router operation, and
restarts the router. Operators cannot modify the permanent
router configuration. All actions can be undone with a
system restart.

Monitor (M) Views router configuration and statistics but cannot modify
or disrupt the operation of the router.

Tech Support Allows your service representative to gain access to the
router if a password is forgotten. Cannot be assigned to
users.

Note: To add a user, you must have administrative permission. You do not
have to reinitialize the router after adding a user.

Example:

add user John
Enter password:
Enter password again:
Enter permission (A)dmin, (0)perations, (M)onitor [A]?
Do you want to add Technical Support access? (Yes or [No]):
Enter password
Specifies the access password for the user. Limited to 80

alphanumeric characters and is case-sensitive.

Enter password again
Confirms the access password for the user.

Enter permission
Specifies the permission level for the user: A, O, or M (see M).

v25-bis-address
Adds the local and remote numbers of the V.25 bis end-points that
communicate with the router. The network address-name can be anything,
such as a description of the port. You can use any string of up to 23
printable ASCII characters. The network-dial-address is the telephone
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number of the local or destination port. For more information, see

Note: You can use punctuation, such as parentheses and dashes, but the

punctuation is not significant (the router uses only the numbers).

Example: add v25-bis-address
remote-site baltimore 1-909-555-0983

Use the boot command to enter the Boot CONFIG command environment. For

Boot CONFIG information, see I'Chapter 5. Using BOOT Config to Perform Changd

Management” on page 485.

Syntax:

boot

Use the change command to modify an interface in the configuration, change your
own password, or change user information.

Syntax:

change

device . . .
password

ppp_user . . .
tunnel-profile

device device type
With the change device command you can:

Change the slot of an existing interface. (Change slot x in interface
record n to y where slot y is unoccupied.)

Change the port of an existing interface. (Change port x in interface
record n to y where port y is unoccupied.)

Swap slots of two existing interfaces. (Swap slot x and slot y in interface
records with x or y.)

Swap ports of two existing interfaces. (Swap port u and slot x in one
interface record with port v and slot y in another interface record of the
same hardware type.)

Replace the slot in an existing interface with the slot in another.
(Interface configuration for slot x will become interface configuration for
slot y. Interface records for slot y will be deleted.)

Replace the port of one existing interface with the port of another.
(Interface configuration for slot x port u will become interface
configuration for slot y port v. The interface record for slot y port v will be
deleted.)

When the target slot is occupied:

1.

If you select the “swap” option, the source and target slots are swapped
in all the interface records in which they appear.

If you select the “replace” option is selected, the interface configuration
for slot x will become the interface configuration for slot y. Interface
records for slot y will be deleted.
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When the target port is occupied:

1. If you select the “swap” option, the source and target ports can be
swapped in their respective interface records if their hardware types in
these interface records are identical. For example, 1-port ISDN T1/J1.

2. If you select the “replace” option, the interface configuration for slot x
port u becomes the interface configuration for slot y port v. The interface
record for slot y port v is deleted.

Note: An Ethernet or Token Ring adapter card requires two empty slots if it
is installed in slot 3, 4, 7, or 8. Therefore a Token Ring or Ethernet
adapter can be installed in slot 3 or 4 (or slot 7 or 8) only if both
slots 3 and 4 (or 7 and 8) are unoccupied.

If you try to change the slot of a Token Ring or Ethernet adapter to
slot 3 or 4 (or 7 or 8) when both 3 and 4 (or 7 and 8) are not
unoccupied, the change is not accepted and a warning message is
issued as shown in the example “Change slot 6 on interface 1 to
unoccupied slot 8” on page Bl

Example - Change (replace) slot 1 on interface 1 to occupied slot 2:

Config>list dev
Ifc 0 CHARM ATM Slot: 2 Port: 1
Ifc 1 CHARM ATM STot: 1 Port: 1

Config>change device
Which configured slot would you like to change? (1, 2) [2]? 1
Which sTot would you like to change to? (1-2) [1]? 2

Configuration for slot 2 already exists. You can:

a - abort this operation

r - replace configuration
(Interface configuration for slot 1 will become interface
configuration for slot 2. Interface records for slot 2
will be deleted!)

s - swap configuration (slot 1 will be swapped with slot 2.)

r

Moved slot 2 to slot 1 in 1 intf (port) record...
Config>list dev
Ifc 0 CHARM ATM Slot: 2 Port: 1

Example - Change slot 5 on interface 0 to unoccupied slot 7:
Config>list dev

Ifc O Token Ring Slot: 5 Port: 1
Ifc 1 Token Ring Slot: 6 Port: 1
Ifc 2 Token Ring Slot: 1 Port: 1
Ifc 3 8 port EIA-232E/V.24 PPP Slot: 2 Port: 0
Ifc 4 8 port EIA-232E/V.24 PPP Slot: 2 Port: 1
Ifc 5 8 port EIA-232E/V.24 PPP Slot: 2 Port: 2
Ifc 6 6 port V.35/V.36 PPP STot: 3 Port: 0
Ifc 7 6 port V.35/V.36 PPP Slot: 3 Port: 5
Ifc 8 8 port EIA-232E/V.24 PPP STot: 4 Port: 0

Config>change device

Which configured slot would you Tike to change? (1, 2, 3, 4, 5, 6)[1]? 5
Change all ports on slot # 5 (Yes or No)? [Yes]: y

Which sTot would you like to change to? (1-8) [1]? 7

Changed slot 5 to slot 7 in 1 intf (port) record...

Config>Tlist dev

Ifc 0 Token Ring Slot: 7 Port: 1
Ifc 1 Token Ring Slot: 6 Port: 1
Ifc 2 Token Ring STot: 1 Port: 1
Ifc 3 8 port EIA-232E/V.24 PPP Slot: 2 Port: 0
Ifc 4 8 port EIA-232E/V.24 PPP Slot: 2 Port: 1
Ifc 5 8 port EIA-232E/V.24 PPP STot: 2 Port: 2
Ifc 6 6 port V.35/V.36 PPP Slot: 3 Port: 0
Ifc 7 6 port V.35/V.36 PPP Slot: 3 Port: 5
Ifc 8 8 port EIA-232E/V.24 PPP Slot: 4 Port: 0
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Interface 0 is now changed to slot 7.

Example - Change slot 6 on interface 1 to unoccupied slot 8:

Config>change device

Which configured slot would you like to change? (1, 2, 3, 4, 6, 7)[1]? 6
Change all ports on slot # 6 (Yes or No)? [Yes]: y

Which sTot would you like to change to? (1-8) [1]? 8

Cannot add Token Ring to slot 8.
STot 7 is occupied so Token Ring cannot be added in slot 8.

Note: See the note on m for requirements for changing slots 3,
4, 7, and 8 for Token Ring or Ethernet.

Example - Swap slot 6 on interface 1 to occupied slot 1:

Config>change device

Which configured slot would you like to change? (1, 2, 3, 4, 6, 7) [1] 6
Change all ports on slot # 6 (Yes or No)? [Yes]: y

Which sTot would you like to change to? (1-8) [1]? 1

Configuration for slot 1 already exists. You can:

a - abort this operation

r - replace configuration
(Interface configuration for slot 6 will become interface
configuration for slot 1. Interface records for slot 1
will be deleted!)

s - swap configuration (slot 1 will be swapped with slot 6.)

s

Swapped slot 6 with slot 1 in 1 port record...

Config>Tlist dev

Ifc O Token Ring Slot: 7 Port: 1
Ifc 1 Token Ring Slot: 1 Port: 1
Ifc 2 Token Ring Slot: 6 Port: 1
Ifc 3 8 port EIA-232E/V.24 PPP Slot: 2 Port: 0
Ifc 4 8 port EIA-232E/V.24 PPP Slot: 2 Port: 1
Ifc 5 8 port EIA-232E/V.24 PPP Slot: 2 Port: 2
Ifc 6 6 port V.35/V.36 PPP STot: 3 Port: 0
Ifc 7 6 port V.35/V.36 PPP STot: 3 Port: 5
Ifc 8 8 port EIA-232E/V.24 PPP STot: 4 Port: 0

The configurations for interface 2 and interface 1 are swapped.

Example - Slot 1 on interface 1 replaces slot 6, interface 1 is deleted:

Config>change device

Which configured slot would you like to change? (1, 2, 3, 4, 6, 7) [1] 6
Change all ports on slot # 6 (Yes or No)? [Yes]: y

Which sTot would you like to change to? (1-8) [1]? 1

Configuration for slot 1 already exists. You can:

a - abort this operation

r - replace configuration
(Interface configuration for slot 6 will become interface
configuration for slot 1. Interface records for slot 1
will be deleted!)

s - swap configuration (slot 1 will be swapped with slot 6.)

r

Moved slot 6 to slot 1 in 1 intf (port) record...

Config>Tist dev

Ifc 0 Token Ring Slot: 7 Port: 1
Ifc 1 Token Ring STot: 1 Port: 1
Ifc 2 8 port EIA-232E/V.24 PPP Slot: 2 Port: 0
Ifc 3 8 port EIA-232E/V.24 PPP Slot: 2 Port: 1
Ifc 4 8 port EIA-232E/V.24 PPP Slot: 2 Port: 2
Ifc 5 6 port V.35/V.36 PPP STot: 3 Port: 0
Ifc 6 6 port V.35/V.36 PPP Slot: 3 Port: 5
Ifc 7 8 port EIA-232E/V.24 PPP Slot: 4 Port: 0

The slot 6 record replaces the original slot 1 record and the other interfaces
are renumbered.

Example - Change slot 2 to unoccupied slot 5:
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Config>change device

Which configured slot would you Tike to change? (1, 2, 3, 4, 7) [1]? 2
Change all ports on slot # 2 (Yes or No)? [Yes]: y

Which sTot would you like to change to? (1-8) [1]? 5

Changed slot 2 to slot 5 in 3 intf (port) records...

Config>list dev

Ifc 0 Token Ring STot: 7 Port: 1
Ifc 1 Token Ring Slot: 1 Port: 1
Ifc 2 8 port EIA-232E/V.24 PPP STot: 5 Port: 0
Ifc 3 8 port EIA-232E/V.24 PPP SlTot: 5 Port: 1
Ifc 4 8 port EIA-232E/V.24 PPP STot: 5 Port: 2
Ifc 5 6 port V.35/V.36 PPP Slot: 3 Port: 0
Ifc 6 6 port V.35/V.36 PPP STot: 3 Port: 5
Ifc 7 8 port EIA-232E/V.24 PPP STot: 4 Port: 0

Interfaces 2, 3 and 4 that were previously configured in slot 2 are now
configured in slot 5.

Example - Change port 1 slot 5 to port 0 in unoccupied slot 2:

Config>change device

Which configured slot would you like to change? (1, 3, 4, 5, 7) [1]? 5
Change all ports on slot # 5 (Yes or No)? [Yes]: n

Which port would you like to change in slot 5? (0, 1, 2) [0]? 1

Which sTot would you like to change to? (1-8) [1]? 2

Which port would you Tike port 1 in slot 5 to move to in slot2?#(0-7)[0]? 0

Changed slot 5 port 1 to slot 2 port O...

Config>list dev

Ifc O Token Ring Slot: 7 Port: 1
Ifc 1 Token Ring Slot: 1 Port: 1
Ifc 2 8 port EIA-232E/V.24 PPP STot: 5 Port: 0
Ifc 3 8 port EIA-232E/V.24 PPP STot: 2 Port: 0
Ifc 4 8 port EIA-232E/V.24 PPP Slot: 5 Port: 2
Ifc 5 6 port V.35/V.36 PPP Slot: 3 Port: 0
Ifc 6 6 port V.35/V.36 PPP STot: 3 Port: 5
Ifc 7 8 port EIA-232E/V.24 PPP Slot: 4 Port: 0

Interface 3, which was at slot 5 - port 1, is changed to slot 2 port 0.

Example - Change port O slot 2 to port 5 in slot 3 (different hardware
types):

Config>change device

Which configured slot would you like to change? (1, 2, 3, 4, 5, 7) [1]? 2

Change all ports on slot # 2 (Yes or No)? [Yes]: n

Which port would you like to change in slot 2? (0) [0]? O

Which sTot would you like to change to? (1-8) [1]? 3
Which port would you like port 0 in slot 2 to move to in slot 3? #(0-7) [0] 5

Aborting - source and target slots of different type.

Example - Change port 0 slot 2 to port 5 in slot 4 (same hardware
types):

Config>change device

Which configured slot would you Tlike to change? (1, 2, 3, 4, 5, 7) [1]? 2
Change all ports on slot # 2 (Yes or No)? [Yes]: n

Which port would you like to change in slot 2? (0) [0]? O

Which sTot would you like to change to? (1-8) [1]? 4

Which port would you like port 0 in slot 2 to move to in slot 4? #(0-7)[0] 5

Changed slot 2 port O to slot 4 port 5...

Config>list dev

Ifc O Token Ring Slot: 7 Port: 1
Ifc 1 Token Ring Slot: 1 Port: 1
Ifc 2 8 port EIA-232E/V.24 PPP Slot: 5 Port: 0
Ifc 3 8 port EIA-232E/V.24 PPP Slot: 4 Port: 5
Ifc 4 8 port EIA-232E/V.24 PPP STot: 5 Port: 2
Ifc 5 6 port V.35/V.36 PPP Slot: 3 Port: 0
Ifc 6 6 port V.35/V.36 PPP STot: 3 Port: 5
Ifc 7 8 port EIA-232E/V.24 PPP STot: 4 Port: 0

Interface 3 which was at port 0, slot 2 is changed to port 5, slot 4.

Example - Change port 5 slot 4 to port 1 in slot 4 (same slots):
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Config>change device

Which configured slot would you Tike to change? (1, 3, 4, 5, 7) [1]? 4

Change all ports on slot # 4 (Yes or No)? [Yes]: n

Which port would you like to change in slot 4? (0, 5) [0]? 5

Which sTot would you like to change to? (1-8) [1]? 4

Which port would you like port 5 in slot 4 to move to in slot 4? #(0-7) [0] 1

Changed slot 4 port 5 to slot 4 port 1...

Config>list dev

Ifc O Token Ring Slot: 7 Port: 1
Ifc 1 Token Ring Slot: 1 Port: 1
Ifc 2 8 port EIA-232E/V.24 PPP STot: 5 Port: 0
Ifc 3 8 port EIA-232E/V.24 PPP STot: 4 Port: 1
Ifc 4 8 port EIA-232E/V.24 PPP Slot: 5 Port: 2
Ifc 5 6 port V.35/V.36 PPP Slot: 3 Port: 0
Ifc 6 6 port V.35/V.36 PPP Slot: 3 Port: 5
Ifc 7 8 port EIA-232E/V.24 PPP Slot: 4 Port: 0

Interface 3 is now at port 1, slot 4.

Example - Change (swap) port 1 slot 4 to occupied port O in slot 5:

Config>change device

Which configured slot would you Tike to change? (1, 3, 4, 5, 7) [1]? 4

Change all ports on slot # 4 (Yes or No)? [Yes]: n

Which port would you like to change in slot 4? (0, 1) [0]? 1

Which sTot would you like to change to? (1-8) [1]? 5

Which port would you like port 1 in slot 4 to move to in slot 5? #(0-7) [0] O

Configuration for slot 5 (port 0) already exists. You can:

a - abort this operation

r - replace configuration
(Interface record for slot 4 port 1 will become interface
configuration for slot 5 port 0. The interface record for
slot 5 port O will be deleted!)

s - swap configuration (slot 5 port 0 will be swapped with slot 4
port 1.)

s

Swapped slot 4 port 1 with slot 5 port 0O...

Config>list dev

Ifc O Token Ring Slot: 7 Port: 1
Ifc 1 Token Ring Slot: 1 Port: 1
Ifc 2 8 port EIA-232E/V.24 PPP Slot: 4 Port: 1
Ifc 3 8 port EIA-232E/V.24 PPP STot: 5 Port: 0
Ifc 4 8 port EIA-232E/V.24 PPP Slot: 5 Port: 2
Ifc 5 6 port V.35/V.36 PPP Slot: 3 Port: 0
Ifc 6 6 port V.35/V.36 PPP Slot: 3 Port: 5
Ifc 7 8 port EIA-232E/V.24 PPP Slot: 4 Port: 0

Interface 2 and interface 3 have swapped their port and slot configurations.

Example - Change (replace) port 1 slot 4 to occupied port O in slot 5:

Config>change device

Which configured slot would you Tike to change? (1, 3, 4, 5, 7) [1]? 4

Change all ports on slot # 4 (Yes or No)? [Yes]: n

Which port would you like to change in slot 4? (0, 1) [0]? 1

Which sTot would you like to change to? (1-8) [1]? 5

Which port would you like port 1 in slot 4 to move to in slot 5?7 #(0-7) [0] O

Configuration for slot 5 (port 0) already exists. You can:

a - abort this operation

r - replace configuration
(Interface configuration for slot 4 port 1 will become interface
configuration for slot 5 port 0. The interface record for
slot 5 port 0 will be deleted!)

s - swap configuration (slot 5 port 0 will be swapped with slot 4
port 1.)

r

Moved slot 4 port 1 to slot 5 port O...

Config>list dev

Ifc O Token Ring Slot: 7 Port: 1
Ifc 1 Token Ring Slot: 1 Port: 1
Ifc 2 8 port EIA-232E/V.24 PPP STot: 5 Port: 0
Ifc 3 8 port EIA-232E/V.24 PPP STot: 5 Port: 2
Ifc 4 6 port V.35/V.36 PPP STot: 3 Port: 0
Ifc 5 6 port V.35/V.36 PPP Slot: 3 Port: 5
Ifc 6 8 port EIA-232E/V.24 PPP Slot: 4 Port: 0
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Interface 2 is configured to slot 5 - port 0. The original interface 3 is deleted
and the other interfaces are renumbered.

password

Modifies the password of the user who is now logged in.

Note: To change a user password, you must have administrative

permission.

Example:

change password

Enter current password:
Enter new password:

Enter new password again:

Enter current password

Specifies your current password.

Enter new password

Specifies your new password.

Enter new password again

Specifies your new password again for confirmation. If your
confirmation does not match the previous new password, the old
password remains in effect.

ppp_user
Changes the information for a specific PPP user.
Syntax:
change ppp_user encryption-key
parameters
password

encryption-key

Changes the encryption key for a PPP user. The following example
shows the dialog for changing an encryption key.

Example - Change Encryption key:

Config>change ppp_user encryption-key

Enter user name: []? Teslie

Enable encryption for this user/port (y/n) [No]:y
Encryption key should be 16 characters long.

Encryption Key (16 characters ) in Hex(0-9, a-f, A-F):
Encryption Key again (16 characters) in Hex(0-9, a-f, A-F):
User 'leslie' has been updated

Config>

parameters

Changes all of the ppp-user options for a user. This parameter
works similar to the add ppp_user except that the values shown
within the [ ] are the current values and the change command does
not verify the changes or list them back to you when you are done.

See Add” on page 72 for details about the add ppp_user

command.

password
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Changes the password for the PPP user.

Example - Change password:

Config>change ppp_user password
Enter user name: []? sam
Password:

Enter password again:

User 'sam' has been updated
Config>
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user  Modifies the user information that was previously configured with the add
user command.

Note: To change a user, you must have administrative permission.

Example:

change user
User name: []
Change password? (Yes or No)
Change permission? (Yes or [No])
tunnel-profile
Changes the configuration for a tunnel peer.

Config>change tunnel-profile

Enter name: []? lac.org

Enter hostname to use when connecting to this peer: [Ins.org]?
set shared secret? (Yes, No): [No]

Tunnel-Server endpoint address: [11.0.0.1]? 11.0.0.2

profile 'lac.org' has been updated
Config>

Clear

Use the clear command to delete the device’s configuration information from
nonvolatile configuration memaory.

Attention:  Use this command only after calling your service representative.

Syntax:

clear all
ap2 (AppleTalk 2)
arp (ARP)

asrt (Adaptive Source Route Protocol)
appn (Advanced Peer-to-Peer Networking)
atm (Asynchronous Transfer Mode)
auth (Authentication)

bgp (Border Gateway Protocol)

boot

brs (Bandwidth Reservation)

callback

cmprs (Data Compression)

dis (Data Link Switching)

device

dialer-circuit

dn (DECnet)

els (Event Logging System Information)
fr (Frame Relay)

gsmp (OSI)

hdlc
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hod (Host On-Demand Client Cache) ~
hostname

ip (IP)

ip-security

ipv6

ipx (Novell IPX)

isdn

12tp

Inm

mcf

named-profiles

nat

ndp6

ndr

osi (OSI)

ospf (OSPF routing protocol)
ppp (Point-to-Point)

prompt

rip6

rsvp

sdic

snmp

srly (SDLC Relay)
tcp/ip-host

time (Time of day information)
tsf (Thin Server)

user

v25bis

vines (Banyan VINES)
webc (Web Server Cache) *
wrs (WAN Restoral feature)
x25

Xtp

*Note: HOD and WEBC do not coexist in the same software image.

To clear a process from nonvolatile configuration memory, enter the clear command
and the process name. To clear all information from configuration memory, except
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for device information, use the clear all command. To clear all information, including
the device information, use the clear all command and then the clear device
command.

The clear user command clears all user information except the device console
login information. This is left as enabled (if it was configured as enabled) even
though the default value is “disabled”.

Notes:

1. To clear user information, you must have administrative permission.

2. There may be other items in the list, depending upon what is included in the
software load.

Example: clear els

You are about to clear all Event Logging configuration information
Are you sure you want to do this (Yes or No):

Note: The previous message appears for any parameter configuration you are
clearing.

Use the delete command to remove an interface or range of interfaces from the list
of devices stored in the configuration, or to remove a user. To use the delete
command, you must have administrative permission.

Syntax:

delete COprocessor . . .
interface . . .
dump-files

isdn-address

ppp_user . . .
tunnel

user . . .
v25-bis-address

interface [ intfc# or intfc#rangel]
To delete an interface, enter the interface or network number as part of the
command. (Only devices that were added with the add device command
can be deleted.) To obtain the interface number that the device assigns,
use the list device command.

The delete interface command deletes the device configuration and any
protocol information for that interface. However, the device will continue to
run the previous configuration until it is reloaded.

If deleting a base ISDN interface or a base ATM interface, all virtual
interfaces running on that base net will also be deleted. So, any dial circuits
configured on a base ISDN interface will be removed when the ISDN
interface is deleted. Also, when deleting an ATM base net, all LAN
Emulation Clients running on the base ATM interface will be deleted.

To delete a range of interfaces, specify the first and last interface in the
range separated by a hyphen, as shown in the following example:
delete interface 13-21
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Disable

You can also enter an interface number or range of interface numbers,
when prompted.

isdn-address address-name
Removes a previously added ISDN address.

Note: If the address-name contains spaces (for example, remote site
XYZ), you cannot enter the command on one line. Type delete
isdn-address and press Return. Then enter the name when
prompted.

ppp_user user_name
Deletes a user from the PPP user data base.

tunnel-profile
Deletes a tunnel from the tunnel profile database.

user user_name
Removes user access to the device for the specified user.

v25-bis-address address-name
Removes a previously added V25bis address.

Note: If the address-name contains spaces (for example, remote site
Baltimore ), you cannot enter the command on one line. Type delete
v25-bis-address and press Return. Then enter the name when
prompted.

Use the disable command to disable command completion, login from a remote
console, disables modem use
Syntax:
disable command-completion
console-login
dump-memory . . .
interface . . .
reboot-system . . .
command-completion

Use the disable command-completion = command to disable the automatic

command completion function. See ECommand Completion” on page 22 for

a discussion of the automatic command completion function.

Note: Command completion defaults to disabled for existing configurations
and defaults to enabled for new configurations. If you are using an
existing configuration and want to use command completion, you
need to use the enable command-completion command to enable
this function.

console-login
Disables the user from being prompted for a user ID and password on the
physical console. The default is disabled.
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interface interface#

Causes the specified interface to be disabled after issuing the reload
command. The default is enabled.

dump-memory

Disables the dumping of system memory to the installed hard disk when a
serious error occurs.

reboot-system

Disables the rebooting of the system when a serious error occurs. This may
be desirable if the network service personnel wish to troubleshoot the error
on-line. System rebooting cannot be disabled unless memory dumping is
also disabled. If you attempt to disable system rebooting while memory
dumping is enabled, system rebooting is aborted and the following message
is displayed:

System reboot not disabled: memory dumping must be disabled first

Use the enable command to enable command completion, login from a remote
console, disables modem use

Syntax:

enable

command-completion
console-login
dump-memory . . .
interface . . .

reboot-system . . .

command-completion

Use the enable command-completion command to enable the automatic
command completion function, which assists with the command syntax. See
{Command Completion” on page 23 for a discussion of the automatic
command completion function.

console-login

Enables the user to be prompted for a user ID and password on the
physical console. This is useful for security situations. If you do not
configure any administrative users and you enable this feature, the following
message appears:

Warning: Console login is disabled until an
administrative user is added.

Attention: Before enabling console login, save the configuration with
console login disabled. If login authentication is set to a remote
server using Radius or Tacacs+ and the device is unable to
reach the authentication server, then access to the device is
denied. By disabling the console login, a lock-out situation is
prevented.

dump-memory

Enables the dumping of system memory to the installed hard disk if a

serious error occurs. This may be desirable so that the state of the unit at
the time of the error can be preserved for troubleshooting later. The dump
memory function cannot be enabled unless system rebooting is enabled. If
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Event

Feature

you attempt to enable the dump memory function while system rebooting is
disabled, the dump memory function is not enabled and the following
message is displayed:

System memory dump function not enabled: rebooting must be enabled first

If you configured system dumping to save the first 3 dump files and 3 dump
files already exist on the hard drive, the system displays the following
message when you enable dump memory:

**%% System dump cannot be enabled until the Hkk
*%% existing dump files are deleted. *kk

See the set dump enable-mode and set dump save-mode commands.

Example:
Config> enable dump
Current System Dump Status:

System dump is currently disabled.
Number of existing dump files: 0

Enable system memory dumping? [No]: Yes

Current System Dump Status:
System dump is currently enabled.
Number of existing dump files: 0

Note: If you enter this command and a hard drive is not available, you will
receive a message indicating that the drive is unavailable.

interface interface#
Causes the interface to be enabled after issuing the reload command.

reboot-system
Enables the rebooting of the system when a serious error occurs.

Use the event command to enter the Event Logging System (ELS) environment so
that you can define the messages that will appear on the console. Refer to

[Chapter 10_Using the Event | ogging System (ELS)” on page 127 for information

about ELS.

Syntax:

event

Use the feature command to access configuration commands for specific device
features outside of the protocol and network interface configuration processes.

Syntax:

feature [feature# or feature-short-name]

All 2216 features have commands that are executed by:

» Accessing the configuration process to initially configure and enable the feature,
as well as perform later configuration changes.

» Accessing the console process to monitor information about each feature, or
make temporary configuration changes.
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The procedure for accessing these processes is the same for all features. The
following information describes the procedure.

Enter a question mark after the feature command to obtain a listing of the features
available for your software release.

To access a feature’s configuration prompt, enter the feature command followed by
the feature number or short name. lists available feature numbers and
names.

Table 9. IBM 2216 Feature Numbers and Names

Feature Feature Accesses the following

Number Short Name feature configuration process

0 WRS WAN Restoral/Reroute

1 BRS Bandwidth Reservation

2 MCF MAC Filtering

4 VCRM Virtual Circuit and Resource Management

7 ES Encoding Subsystem

8 NDR Network Dispatcher

9 DIALs Dial-In-Access to LANs

10 AUTH Authentication

11 IPSec IP Security feature user configuration

12 LAYER Layer 2 Tunneling Protocol, Layer 2 Filtering,
Point-to-Point Tunneling Protocol

13 NAT Network Address Translator user configuration

14 TSF Thin Server Function

15 WEBC Web Server Cache?

15 HOD Host on Demand Client Cache?

16 DHCP DHCP Services

20 POLICY Policy feature

21 DS Differentiated services

22 RED Random early detection

1HOD and WEBC do not coexist in the same software image; that is why they have the
same feature number.

Once you access the configuration prompt for a feature, you can begin entering
specific configuration commands for the feature. To return to the CONFIG prompt,
enter the exit command at the feature’s configuration prompt.

List

Use the list command to display configuration information for all network interfaces,
or configuration information for the device.

Syntax:
list configuration
devices

named-profile
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isdn-address
patches . . .
ppp_users . . .
tunnel-profile
users . . .
v25-bis-address
vpd

configuration
Displays configuration information about the device.

Example: Tist configuration

Hostname: [none]

Maximum packet size: [autoconfigured]

Maximum number of global buffers: [autoconfigured]
Number of spare interfaces: 0

Console inactivity timer (minutes): O

Physical console login: disabled

System rebooting on error: disabled

System memory dumping: disabled

Contact person for this node: [none]

Location of this node: [none]

Configurable Protocols:

Num Name Protocol

0 IP DOD-IP

3 ARP  Address Resolution

4 DN DNA Phase IV

6 VIN Banyan Vines

7 IPX  NetWare IPX

8 0SI  ISO CLNP/ESIS/ISIS

9 DVM Distance Vector Multicast Routing Protocol
10 BGP  Border Gateway Protocol

11 SNMP Simple Network Management Protocol

12 OSPF Open SPF-Based Routing Protocol

20 SDLC SDLC/HDLC-Relay

22 AP2  AppleTalk Phase 2

23 ASRT Adaptive Source Routing Transparent Enhanced Bridge
24 HST  TCP/IP Host Services

25 LNM  LAN Network Manager

26 DLS Data Link Switching

27 XTP  X.25 Transport Protocol

28 APPN Advanced Peer-to-Peer Networking [HPR]
29 NHRP Next Hop Routing Protocol

30 APPN Advanced Peer-to-Peer Networking [ISR]

Configurable Features:
Num Name Feature
WRS  WAN Restoral
BRS  Bandwidth Reservation
MCF  MAC Filtering
Q0S  Quality of Service
CMPRS Data Compression Subsystem
NDR  Network Dispatching Router
0 AUTH Authentication
4 TSF  Thin Server Function

HEONON—=O

26176 bytes of configuration memory free

devices [ device or devicerange]
Displays the relationship between an interface number and the hardware
interface. You can also use this command to check that a device was
added correctly issuing the add command.

You can also specify a range of devices to list as shown in the following

example:

list dev 2-5

Ifc 2 Token Ring Slot: 2 Port: 1
Ifc 3 Token Ring Slot: 2 Port: 2
Ifc 4 Ethernet Slot: 4 Port: 1
Ifc 5 Ethernet STot: 4 Port: 2
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Note: If you do not specify an interface number or a range of interfaces, all
interfaces are displayed.

Example: Tist devices

Ifc O Token Ring Slot: 1 Port: 1
Ifc 1 Token Ring Slot: 1 Port: 2
Ifc 2 Token Ring STot: 2 Port: 1
Ifc 3 Token Ring STot: 2 Port: 2
Ifc 4 Ethernet Slot: 4 Port: 1
Ifc 5 Ethernet Slot: 4 Port: 2
Ifc 6 Ethernet Slot: 5 Port: 1
Ifc 7 Ethernet STot: 5 Port: 2
Ifc 8 Ethernet Slot: 6 Port: 1
Ifc 9 Ethernet Slot: 6 Port: 2
Ifc 10 V.35/V.36 Frame Relay STot: 8 Port: 0
Ifc 11 V.35/V.36 X.25 Slot: 8 Port: 1
Ifc 12 V.35/V.36 PPP Slot: 8 Port: 2
Ifc 13 V.35/V.36 PPP Slot: 8 Port: 3
Ifc 14 V.35/V.36 PPP Slot: 8 Port: 4
Ifc 15 V.35/V.36 PPP Slot: 8 Port: 5

Note: The number of receive buffers noted are exceptions from the receive
buffer defaults. The set receive buffers command is discussed

under ['Set” on page 99.

isdn-address
Displays the current ISDN address configurations.

Example: Tist isdn-address
Address assigned name Network Address Network Subdial Address

remote site XYZ 1 2345 67 98765

patches
Displays the values of patch variables that have been entered using the
patch command.

Example:

list patches

Patched variable Value

ping-size 60

ping-ttl 59

ethernet-security 3
ppp_users

Lists specific PPP user profile parameters.

Example: List of PPP users when DIALSs is not in the software load

Config> list ppp_users
List (Name, Verb, User, Addr, Encr):

PPP User Name: joe
User IP Address: Interface Default
Encryption: Not Enabled

Example: List of PPP users when DIALs is in the software load

Config> list ppp_users
List (Name, Verb, User, Addr, Call, Time, Dial, Encr):

PPP User Name: joe
User IP Address: Interface Default
Net-Route Mask: 255.255.255.255
Hostname: <undefined>
Time-Allotted: Box Default
Call-Back Type: Not Enabled
Dial-Out: Not Enabled
Encryption: Not Enabled

When you enter list ppp_users , the software will prompt you to enter one
of the following:
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Name List all of the names in the database.

Verb  List verbose information about each user. List all information
pertaining to each user profile.

User List verbose information about a single user.

Addr (address)
List IP address information for each user, including IP Address, net
mask and hostname.

Call (callback)
List callback information for each user, including the type of
callback and number.

Time  List time allowed configured for each user.

Encr (encryption)
List whether encryption is enabled for each user.

tunnel-profile
Displays the tunnel-profile parameters.

Example:
Config>Tist tunnel-profile

Endpoint Tunnel name Hostname
11.0.0.192 Tac TIns

1 TUNNEL record displayed.

Config>

Tunnel Name
Specifies the configured name for the peer.

Server Endpoint
The IP address of the peer.

Type Specifies the type of peer connection.

Medium
Specifies the protocol that the tunnel is using.

Local Host Name
Specifies the name configured for use when connecting to the peer.

users Displays the users configured to access the system.

Example:

list users

USER PERMISSION

joe operations
mary administrative
peter monitor

v25-bis-address
Displays the current V25bis address configurations. The V25bis address
configuration consists of the network address and network address name
for a local port (serial line interface) or destination port. The network
address is the telephone number of the local or destination port. The
network address name can be anything, such as the description of the port.

See [Chapter 50 Using the \/ 25 his Netwark Interface” on page 701 for

more information.

Example:
list v25-bis-address
Address assigned name Network Address
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v25-1 8982800
v25-2 8980001
delaware 1-666-555-4444

vpd Displays the hardware and software vital product data.

Use the load command to list packages in the software load that are available but
not configured, or packages that are configured in the software load. The load
command is also used to add or delete a software package.

Syntax:
load add package packagename
delete package packagename

list...

The software is divided into multiple load modules. These load modules are
grouped into software packages. Some of these software packages are optional
because, although they are shipped with the product, they are not automatically
loaded.

Software packages containing encryption are available from the 2216 Web server
accessible using the Internet.

To load and run optional software packages:

Add the package using the load add command.

Reboot. This action loads the optional software into the device’s memory.
Configure the optional software.

Save the configuration.

Reboot the device. This action enables the software with the new configuration.

ok wNhPRE

add package packagename
Adds a software package to the software. The packagename is the name of
the package of load modules you want to include in the software.

Example: load add package appn

delete package packagename
Removes a software package from the software. The packagename is the
name of the package of load modules you want to remove from the
software.

Example: load delete package appn

list Lists either the packages in the software load that are available but not
configured, or the packages that are configured in the software load. You
can specify one of the following:

available
Lists the software packages in the current software load that are
not configured.

configured
Lists the software packages in the current software load that are
configured.
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Network

Patch

Use the network command to enter the network interface configuration environment
for supported networks. Enter the interface or network number as part of the
command. (To obtain the interface number, use the CONFIG list device command.)
The appropriate configuration prompt (for example, TKR Config>) will be displayed.
See the network interface configuration chapters in this book for complete
information on configuring your types of network interfaces.

Syntax:

network interface#

Notes:

1. If you change a user-configurable parameter, you may use the GWCON reset
interface  command, or you may reload the device for the change to take effect.
To do so, enter the reload command at the OPCON prompt (*).

2. Not all network interfaces are user-configurable. For interfaces that you cannot
configure, you receive the message: That network is not configurable.

Use the patch command for modifying the device’s global configuration. Patch
variables are recorded in nonvolatile configuration memory and take effect
immediately; you do not have to wait for the next restart of the device. This
command should be used only for handling uncommon configurations. Anything that
you commonly configure should still be handled by using the specific configuration
commands. The following is a list of the current patch variables documented and
supported for this release.
Syntax:
patch bgp-subnets

dis-ignore-lIfs

ethernet-security

filter-nr

ip-default-ttl

ip-mtu

Inm-link-via-tbport

more-lines

mosheap-lowmark

ospf-import-rate

ping-size

ping-ttl

ppp-echo

relax-jate

rip-static-suppress

tftp-max-rxto-time

tftp-min-rexmtime
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bgp-subnets new value
If you want the BGP speaker to advertise subnet routes to its neighbors, set
new value to 1. The default is 0.

dis-ignore-Ifs new value
When set to 1, DLSw ignores the “largest frame” size bits in source-routed
frames when setting up a circuit. This avoids circuit setup problems with
some older LAN products that do not set these bits correctly. The default is
0.

ethernet-security new value
When set to a non-zero value, zeros the padding that is applied to Ethernet
packets whose data portion is less than the physical minimum of 60 bytes.
This may be required for security reasons. Default: O.

filter-nr
Allows the NetBIOS “Name Recognized” to be filtered along with the current
list of NetBIOS frames filtered by bridge code. NetBIOS Name filters will
pass all NetBIOS packets that are not one of the following types:
ADD_GROUP_NAME_QUERY, ADD_NAME_QUERY, DATAGRAM,
NAME_QUERY. This parameter adds NAME_RECOGNIZED to the list of

types.

ip-default-ttl  # of packets
The TTL used in packets that are originated by the device. The default is
64.

Note: It is preferable to set this parameter with the set ttl IP configuration
command. (See the “Set” section of the “Using and Configuring IP”
chapter of Protocol Configuration and Monitoring Reference Volume
1.) This patch variable remains for compatibility with configurations
from older releases.

ip-mtu bytes
This parameter limits the IP MTU size to the specified value. When this
parameter is set, the IP MTU size on a given network interface is set to the
lesser of the ip-mtu value and the largest value that network interface’s
configured frame size can accommodate.

Inm-link-via-tbport  new value
Allows LNM to link to a token-ring over an Ethernet transparent bridge (TB)
port.

When set to 1, the LNM link is allowed.
When set to 0, the default, the LNM link is not allowed.

more-lines # of lines
The number of lines to display on the console when listing long output.

mosheap-lowmark new value
This parameter specifies the percentage of free MOS heap memory, at
which the device notifies the operator that an out-of-memory error is
imminent. This notification allows the operator to take action to free up MOS
heap memory before the device receives an error and stops.

When the operator receives notification, the operator can reconfigure the
device and then reboot, minimizing the outage to the network. Specifying 0
for this parameter suppresses this warning.

Valid Values: 0 to 100
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Default Value: 10

ospf-import-rate  rate
Number of routes imported per second.

ping-size bytes
The size of the data portion (that is, excluding IP and ICMP headers) of the
ICMP PING packet that is sent via the IP>ping command. Default: 56
bytes. (The size of the PING data can also be entered as a parameter of
the ping command as described in the “Ping” section of the “Monitoring IP”
chapter of Protocol Configuration and Monitoring Reference Volume 1 .)

ping-ttl seconds
The TTL (time-to-live) sent in PINGs by the IP>ping command. Default: 64.
(The TTL can also be entered as a parameter of the ping command as
described in the “Ping” section of the “Monitoring IP” chapter of Protocol
Configuration and Monitoring Reference Volume 1.

ppp-echo new value
When set to 1, the device will not send PPP Echo Requests on any PPP
interface. PPP Echo Requests are sent to remote devices as part of PPP
maintenance to ensure the remote device is operational. Consider enabling
this variable when running PPP on a slow line and using that line to
transmit large data packets such that the PPP maintenance packets are not
exchanged often enough to keep the PPP interface up.

relax-jate
Relaxes JATE ISDN restriction.

rip-static-suppress new value
When set to a non-zero value, static routes will not be advertised by RIP
over a given interface unless the IP config> enable send static command
is given for the interface. This changes the semantics of the enable send
static command. When rip-static-suppress is equal to 0 (the default), the
list of the routes advertised via RIP is the union of those specified by the
interface’s RIP flags.

tftp-max-rxto-time

tftp-max-rxto-time allows you to specify the maximum time to wait for a
response from the partner before failing the transfer. Default value : 5
minutes

The units for this patch variable are seconds.
tftp-min-rexmtime

tftp-min-rexmtime  allows you to specify the smallest interval of time to wait
for a response from the partner before retransmitting the last packet sent.
Default value : 1

The units for this patch variable are seconds.

Note: You must specify the complete name of the patch variable that you want to
change. You cannot use an abbreviated syntax for the patch name.

Performance
Use the performance command at the Config> prompt to enter the configuration

environment for performance. See lChapter 12 _Canfiguring and Manitaring
Berfarmance” on page 197 for more information.

performance
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Use the protocol command at the Config> prompt to enter the configuration
environment for the protocol software installed in the device.

Syntax:

protocol [prot# or prot_name]

The protocol command followed by the desired protocol number or short name lets
you enter a protocol’s command environment. After you enter this command, the
prompt of the specified protocol appears. From the prompt, you can enter
commands specific to that protocol. To return to Config>, enter the exit command.

Notes:

1. To see the names and numbers of the protocols in your software load, at the
Config> prompt, enter list configuration

2. When you change a user-configurable parameter, you may be able to use the
protocol’'s GWCON reset command, or you may have to restart the device for
the change to take effect. To do so, enter the reload command at the OPCON
prompt (*).
The changes you make through CONFIG are kept in a configuration database in
nonvolatile memory and are recalled when you restart the device.

Use the gconfig command to initiate Quick Config. Quick Config allows you to
configure parameters for bridging and routing protocols without entering separate
configuration environments.

Syntax:

gconfig

Note: For complete information on using the Quick Config software provided with
your device, see L i i i i "

Use the set command to configure various system-wide parameters.

Syntax:

set contact-person . . .
data-link . . .
down-notify . . .

dump enable-mode
dump save-mode
global-buffers
hostname
inactivity-timer
input-low-water
location . . .

logging level
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packet-size
prompt
receive-buffers

spare-interfaces

contact-person  sysContact

Sets the name or identification of the contact person for this managed
SNMP node. There is a limit of 80 characters for the sysContact name
length.

This variable is for information purposes only and has no effect on device
operation. It is useful for SNMP management identification of the system.

data-link type interface#

Select the data link type for a serial interface or a dial circuit interface. The
type can be one of:

* FRAME-RELAY

* PPP

*+ SDLC

* SRLY

* V25BIS

+ X25

Notes:

1. PPP, SDLC, and Frame Relay are the only data-links supported on dial
circuit interfaces. X.25 is supported on ISDN BRI D-channel only.

2. All data-link types can be used on the 8-port EIA 232E adapter, 6-port
V.35/V.36 adapter, and the 8-port X.21 adapter except for V.25 bis which
can only be used with the EIA 232E adapter.

Interface# is the number of the interface you are configuring.

down-notify interface# # of seconds

Allows the user to specify the number of seconds before declaring an
interface as being down. The normal maintenance packet interval is 3
seconds, and it takes four maintenance failures to declare the interface as
down.

The set down-notify command is used primarily when tunneling LLC traffic
over an IP network using OSPF. If an interface goes down, OSPF cannot
detect it fast enough because of the length of time that it takes for an
interface to be declared down. Therefore, LLC sessions would begin to
timeout. You can set the down-notify timer to a lower value, allowing OSPF
to sense that an interface is down quicker. This enables an alternate route
to be chosen more quickly, which will prevent the LLC sessions from timing
out.

Note: If the set down-notify command is executed on one end of a serial
link, the same command must be performed at the other end of the
link or the link may not come up and stay up.

Interface#
The number of the interface you are configuring.

# of seconds
The down notification time value that specifies the maximum
time that will elapse before a down interface is marked as
such. Large values will cause the device to ignore transient
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connection problems, and smaller values will cause the
device to react more quickly. The range of values is 1 to 300
seconds and the default is 0, which sets the 3-second
period. Setting the down notification time to O will restore the
default time for that interface.

The list devices command will show the down notification time
setting for any interface that has the default value overridden.

dump enable-mode
Specifies whether dumping is enabled following the next system dump. If
you configure the save mode (see the set dump save-mode command) to
save the first three dumps and the system has already created the third
dump file, dumping is disabled regardless of your specification. At the time
the system creates the third dump file, you will receive the following
message:

Active Dump Detected.
Dump Compression in Progress, please be patient ...

*%% System dumping is being DISABLED because dumping is **

*%% configured to save the 3 initial dumps, but 3 *kk
**%% dump files already exist. Kk
Example:

Config> set dump enable-mode

Current System Dump Settings:
Disable System Dump following the next system dump.
Save the last 3 (most recent) dump files.

Do you want to change system dump enable-mode to
re-enable System Dump following the next system dump ? (Yes, No): [No] Yes

Current System Dump Settings:
Re-enable System Dump following the next system dump.
Save the last 3 (most recent) dump files.

Current System Dump Status:
System dump is currently enabled.
Number of existing dump files: 2

Default value: disable

Note: Dumping is enabled with the enable dump-memory command.

dump save-mode
Specifies whether to save the first three (initial) system dump files or the
last three (most recent). See the dump enable-mode for a consideration
for using recent mode as opposed to initial mode.

Example:
Config> set dump save-mode

Current System Dump Settings:
Re-enabTe System Dump following the next system dump.
Save the last 3 (most recent) dump files.

Do you want to change system dump save-mode to
save the first (initial) dump files ? (Yes, No): [No] Yes

Current System Dump Settings:
Re-enable System Dump following the next system dump.
Save the first 3 (initial) dump files, then disable system dump.

Current System Dump Status:

System dump is currently enabled.
Number of existing dump files: 2
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Default value: recent

global-buffers max#
Sets the maximum number of global packet buffers, which are the packet
buffers used for locally originated packets. The default is to autoconfigure
for the maximum number of buffers (up to 10000). To restore the default,
set the value to 0. To display the setting for global-buffers, use the list
configuration command.

hostname name
Adds or changes the device name. The device name is for identification
only; it does not affect any device addresses. The name must be less than
78 characters and is case sensitive.

inactivity-timer  # _of min
Changes the setting of the Inactivity Timer. The Inactivity Timer logs out a
user if the remote or physical console is inactive for the period of time
specified in this command. This command affects only consoles that require
login. The default setting of 0 turns the inactivity timer off, indicating that no
logoff is performed, no matter how long a console remains inactive.

input-low-water interface# low_# of receive buffers
Allows you to configure an interface’s low threshold for receive buffers.
When the current number of receive buffers for an interface is less than the
interface’s low threshold, the packet is eligible for flow control (dropping) if
the packet is queued on an output queue that has reached its high
threshold (fair) value. See the description of the GWCON queue command
for more details on flow control.

Lowering the low threshold value will make it less likely that packets from
this interface will be dropped when sent on congested networks. However,
lowering the value may negatively affect performance if underruns occur
because the receive buffer queue is empty. Raising the value has the
opposite effect. To determine if underruns are occurring, use the GWCON
interface  command and specify the interface number. To determine if
packets from this interface are being dropped because the low threshold
has been reached, use the GWCON (Talk 5) error command and look at
the Input Flow Drop counter value for the interface.

The range of values is 1 to 255. The default is both product-specific and
device-specific. The low threshold should be less than the requested
number of receive buffers. Specifying a value of 0 restores the
autoconfigured default.

Use the GWCON (Talk 5) buffer and queue commands to show the low
threshold setting.

Interface# is the number of the interface you are configuring.
Low_# of receive_buffers is the low threshold value.

location sysLocation
Sets the physical location of an SNMP node. There is a limit of 80
characters for the sysLocation name length. This variable is for information
purposes only and has no effect on device operation. It is useful for SNMP
management identification of the system.

logging level #
Controls the output of messages that have not yet been converted to the
ELS. (Refer to for more information about the ELS.) The logging level is
recorded in the configuration. When the device is powered on or restarted,
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the logging level takes effect and determines message output. The default
logging level is 76. Logging level 0 equates to no logging level.
Example: set Togging level 76

packet-size max_packet_size _in_bytes

prompt

Establishes or changes the maximum size for global buffers and receive
buffers. If you specify a value of 0 as the maximum packet size, the size of
receive buffers for an interface is based on that interface’s configured
packet size and the packet size of global buffers are autoconfigured. If you
specify a non-zero value, the configured value is used as the global buffer
packet size and any interfaces that have a configured packet size that is
larger than the maximum packet size will use the maximum packet size for
their receive buffers. A value of 0 (for autoconfigure) is the default.

Attention: Use this command only under direct instructions from your
service representative. Never use it to reduce packet size —
only to increase it.

user-defined-name
Adds a user-defined name as a prefix to all operator prompts, replacing the
hostname.

The user-defined-name can be any combination of characters, numbers,
and spaces up to 80 characters. Special characters may be used to request
additional functions as described in

Example:

set prompt
What is the new MOS prompt [y]? AnyHost 99
AnyHost 99 Config>

Table 10. Additional Functions Provided by the Set Prompt Level Command

Special
Characters Function Provided by the Set Prompt Level Command
$n Displays the hostname. This is useful when you want the hostname
included in the prompt. For example:
Config> set prompt
What is the new MOS prompt [y]? $n
hostname:: Config>
$t Displays the time. For example:
Config> set prompt.
What is the new MOS prompt [y]? $t
02:51:08[GMT-300] Config>
$d Displays the current date-month-year. For example:
Config> set prompt.
What is the new MOS prompt [y]? $d
26-Feb-1997 Config>
$v Displays the software VPD information in the following format:
program-product-name Feature xxxx Vx Rx.x PTFx RPQx
$e Erases one character after this combination within the user-defined
prompt.
$h Erases one character before this combination within the user-defined
prompt.
$_ Adds a carriage return to the user-defined prompt.
$$ Displays the $.
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Table 10. Additional Functions Provided by the Set Prompt Level Command (continued)

Special

Characters Function Provided by the Set Prompt Level Command

Note: You can combine these commands. For example:

Config>
What is

hostname: :26-Feb-1997 Config>

set prompt
the new MOS prompt [y]? $n::$d

receive-

buffers interface# max#

Adjusts the number of private receive buffers for most interfaces to increase
the receive performance of an interface and to reduce flow control drops
when the router is forwarding many packets from a fast interface to a slow
interface. The range of values is 5 to 4096. To restore the default, specify a
value of 0. Not all device types allow the maximum number of receive
buffers to be configured or support up to 4096 receive buffers. Use

to determine the default and maximum values for each device type. This
command does not enforce the maximum values shown in ahle 11. It
allows you to configure a maximum value that is not supported by a device.

The effect of this command is shown by the GWCON buffer command. If
you configure a valid maximum value, this value appears in the Input Req
column of the GWCON buffer command output. If you configure a maximum
value that is not supported by the device, the GWCON buffer command
shows the default number of receive buffers in the Input Req column and a
GW subsystem ELS message is logged.

Note: This command is not applicable for ISDN Primary Rate Interfaces.
For ISDN PRI, the number of receive buffers is fixed at 5 per
B-channel, 115 for T1 and 150 for E1. When in channelized mode,
the PRI gets 5 receive buffers per configured timeslot.

Table 11. Default and Maximum Settings for Interfaces

Interface Default Maximum
ATM 80" 4096 ™
10 Mbps Ethernet 40" 1000
10/100 Mbps Ethernet 64" 1000
Serial 24 250
TKR 40" 1000
FDDI 80 80

HSSI 60" 1000
ESCON 1000 1000
PCA 1000 1000

" This is the default value for the 2216-400. For Network Ultility, the default
value is 1000

“Important: Increase this value very carefully. A range of 80 to 120
receive-buffers results in the best performance of a limited
number of ATM connections measured by packets per second
of throughput. Setting this value too large for routers with
limited system memory may prevent the router from booting
and operating properly. For example, a router with 64 MB of
memory will not run with 4 KB of buffers configured.
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spare-interfaces n

Defines n, the number of spare interfaces, for this device. See m

Bpare Interfaces” on page 64 for additional information.

System Retrieve

System View

Use the system retrieve command to retrieve one or more memory image files

from the installed hard drive after a serious error has occurred.

Syntax:

system retrieve

Uses TFTP to send selected memory image files to a remote host. The system will

prompt you for the remote host’s IP address and file names.

If there are no dump files, you will receive the following message:

No dump files exist to retrieve

Example:
Config> system retrieve
Current System Dump Settings:
Re-enable System Dump following the next system dump.
Save the first 3 (initial) dump files, then disable system dump.
3 dump files currently exist.
Do you want to see a summary of the dump files ? (Yes, No): [No] No

Destination IP address [0.0.0.0]7 9.9.9.1

Filename: core0.cmp
Dump Date: Tue May 05 14:38:59 1998

Do you want to retrieve this file ? (Yes, No): [No] Yes
Fully qualified destination path/file name [/tmp/dump0.cmp]?
The memory image file is 19.3 Mb long.

Proceed? [No]: Yes

Sending memory image file by tftp

TFTP transfer of /hd0/core®.cmp complete, size=20331888 status: OK
tftp transfer completed successfully.

Filename: corel.cmp
Dump Date: Wed May 06 07:53:51 1998

Do you want to retrieve this file ? (Yes, No): [No]

Filename: core2.cmp
Dump Date: Wed May 06 09:14:55 1998

Do you want to retrieve this file ? (Yes, No): [No]

Use the system view command to display the current system dump settings and
the status of the system dumps, including how many dump files exist. You can also

display a summary of the dump files.

Syntax:

system view

Example:
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Config> system view

Current System Dump Settings:
Re-enable System Dump following the next system dump.
Save the first 3 (initial) dump files, then disable system dump.

Current System Dump Status:
System dump is currently enabled.
Number of existing dump files: 2

Do you want to see a summary of the dump files ? (Yes, No): [No] Yes

Filename: core0.cmp
Dump Date: Tue May 05 14:38:59 1998

Fatal messages:
Data St. Excp Reading 0x6c6966b1 at 0x3090fca4 in thread MOSDBG (0x304d54)

CMVC Build: cc_l44b

Builder: build

Build Name: LML.1d

Retain Name: MAS.DF1

Product Number: 2216-MAS

Build Date: Wed May 6 11:47:03 1998

Filename: corel.cmp
Dump Date: Wed May 06 07:53:51 1998

Fatal messages:
Data St. Excp Reading 0x6c6966b1 at 0x3090fca4 in thread MOSDBG (0x304d54)

CMVC Build: cc_144b

Builder: build

Build Name: LML.1d

Retain Name: MAS.DF1

Product Number: 2216-MAS

Build Date: Wed May 6 11:47:03 1998

Time
Use the time command to set the 2216 system clock and date, and to display the

values on the user console. These values can then be used to time-stamp ELS
messages.

Note: The 2216 has a hardware clock that maintains the date and time after device
reinitialization.

Syntax:

time host . ..
list
offset
set. ..

source-address . . .

sync. ..
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host IP_address
Sets the IP address of the RFC 868-compliant host that will be used as the
time source. This is the address of a host which will respond to an empty
datagram on UDP port 37 with a datagram containing the current time.

list Displays all configured time-related parameters. This includes the current
time (if set) and the source of the time (operator or IP address from which
time was last received).

Example: time list
05:20:27 Wednesday December 7, 1994
Set by: operator
Time Host: 131.210.4.1
Sync Interval: 10 seconds GMT
Offset: -300 minutes
offset minutes
Defines the time zone, in minutes, offset from GMT (Greenwich Mean
Time). Note that values west of GMT are negative. For example, EST is 5

hours earlier than GMT, so the command would be time offset -300 .
Valid values: -720 to 720
Default value: 0

set <year month date hour minute second>
Prompts you to set the current time. If you do not specify the entire time in
the command, you are prompted for the remaining values. You can change
the date as shown in the following example.

Example: time set

year [1996] 1997

month [12]?

date [6]? 7

hour [11]7 12

minute [3]?

second [2]?

source-address IP_address

Sets the UDP source IP address of the time server data packets.

sync seconds
Sets the period, in seconds, at which the device will poll the time host for
the current time.

Use the unpatch command to restore the values of the patch variables entered
with the patch command to their default values. See the patch command in
b page 84 for detals

Syntax:

unpatch variable_name

Note: You must specify the complete name of the patch variable to be restored.

Use the update command to update the configuration memory when you receive a
new software load.

Syntax:
update version-of-SRAM
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Follow the instructions on the release notice sent with the software. The update
command is the last command that you enter when loading new software. After you
enter this command, the console displays a message indicating configuration
memory is being updated.

Write

Use the write command to save a configuration to the device before reloading.

Syntax:

write

If you fail to issue the write command and try to reload the device, you will be
asked if you want to save the configuration. The configuration is saved in the next
CONFIG on the hard disk in the bank you are currently using.
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Chapter 8. The Operating/Monitoring Process (GWCON - Talk
5) and Commands

This chapter describes the GWCON process and includes the following sections:

- [What is GWCON?]

What is GWCON?

The Gateway Console (monitoring) process, GWCON (also referred to as
CGWCON), is a second-level process of the device user interface.

Using GWCON commands, you can:

» List the protocols and interfaces currently configured in the device.

» Display memory and network statistics.

» Set current Event Logging System (ELS) parameters.

» Test a specified network interface.

» Communicate with third-level processes, including protocol environments.
* Enable and disable interfaces.

The GWCON command interface is made up of levels called modes. Each mode
has its own prompt. For example, the prompt for the SNMP protocol is SNMP>.

If you want to know the process and mode you are communicating with, press
enter to display the prompt. Some commands in this chapter, such as the network
and protocol commands, allow you to access the various modes in GWCON.

Entering and Exiting GWCON

To enter GWCON from OPCON (*), choose one of the following methods:
1. Enter the OPCON console command:

* console

2. At the OPCON prompt, enter the status command to find the PID of GWCON.
(See page Hfor a sample output of the status command.)

* status

Then, enter the talk command followed by the PID number for GWCON:
* talk 5

The console displays the GWCON prompt (+). If the prompt does not appear, press
enter. Now you can enter GWCON commands.

To return to OPCON, enter the OPCON intercept character. (The default is Ctrl-P.)

GWCON Commands

This section contains the GWCON commands. Each command includes a
description, syntax requirements, and an example. The GWCON commands are

summarized in [able 12 on page 110Q.

To use the GWCON commands, access the GWCON process by entering talk 5
and enter the GWCON commands at the (+) prompt.
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Table 12. GWCON Command Summary

Command Function

? (Help) Displays all the commands available for this command level or lists the
%tions for specific commands (if available). See LGetting Help” on pagd

Activate Enables a newly configured spare interface.

Buffer Displays information about packet buffers assigned to each interface.

Clear Clears network statistics.

Configuration Lists status of the current protocols and interfaces.

Disable Takes the specified interface or slot off line.

Disk Lists, retrieves, and deletes service-related files.

Enable Enables all interfaces.

Error Displays error counts.

Event Enters the Event Logging System environment.

Feature Provides access to console commands for independent device features
outside the usual protocol and network interface console processes.

Interface Displays network hardware statistics or statistics for the specified
interface.

Memory Displays memory, buffer, and packet data.

Network Enters the console environment of the specified network.

Performance Provides a snapshot of the main processor utilization statistics.

Protocol Enters the command environment of the specified protocol.

Queue Displays buffer statistics for a specified interface.

Reset Disables the specified interface and then re-enables it using new
interface, protocol and feature configuration parameters.

Statistics Displays statistics for a specified interface.

Test Enables a disabled interface or tests the specified interface.

Uptime Displays time statistics for the device.

Activate

Use the activate command to enable a spare interface on this device. See

[Configuring Spare Interfaces” on page 66 for more information.

Syntax:

activate interface#

Buffer

Use the buffer command to display information about packet buffers assigned to
each interface or range of interfaces.

Note: Each buffer on a device is the same size and is dynamically built. Buffers
vary in size from one device to another.

To display information about one interface only, enter the interface or network
number as part of the command. To obtain the interface number, use the GWCON
configuration command.

Syntax:
buffer

[network# or range_of_network#

To display information about multiple interfaces, specify the range_of network# (or

a combination of network# and range_of network#). For example, specifying buffer
0 3 25-50 displays the information for nets 0, 3, and 25 through 50.
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Example:
buffer
Input Buffers: Buffer sizes:
Nt Interface Req Alloc Low Curr Hdr Wrap Data Trail Total Bytes Alloc
0 TKR/0 20 20 7 0 109 92 2052 7 2260 45200
1 PPP/O 20 20 7 20 109 92 2052 7 2260 45200
2 PPP/1 10 10 4 0 108 92 2048 0 2248 22480
Nt Network interface number associated with the software.
Interface

Type of interface.

Input Buffers:

Req Number of receive buffers requested. This is either the device’s default
number of receive buffers or a valid value set with the CONFIG (Talk 6) set
receive-buffers command.

Notes:

1. If this column is O for an interface, then this is a virtual interface for
which receive buffers are not allocated. In this case, the virtual interface
uses the receive buffers of the device that it is mapped to. For example,
a dial circuit interface uses the receive buffers of its base net or
interface.

2. If you specify a value on the CONFIG set receive-buffers command
that is not supported by the device, then the number of buffers
requested is equal to the device’s default number of receive buffers.

Alloc  Number of receive buffers allocated.
Note: The number of receive buffers allocated is less than the number of

receive buffers requested if there is not enough memory available to
allocate the requested number of buffers.

Low  The device’s low threshold for receive buffers. When the current number of
receive (input) buffers for an interface is less than the interface’s low
threshold, the packet is eligible for flow control (dropping). See the
description of the GWCON (Talk 5) queue command for more details on
flow control. The low threshold is configurable using the CONFIG (Talk 6)
set input-low-water command.

Curr  Current number of buffers on this device. The value will be O if the device is
disabled. When a packet is received, if the value of Curris below Low, then
the packet is eligible for flow control. (See the queue command for
conditions.)

Buffer Sizes:

Hdr Sum of the maximum hardware, MAC, and data link headers.

Wrap Allowance given for MAC, LLC, or Network layer headers due to protocol
wrapping.

Data Maximum data link layer packet size.
Trail ~ Sum of the largest MAC and hardware trailers.

Total Overall size of each packet buffer.
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Clear

Configuration

Bytes Alloc
Amount of buffer memory for this device. This value is determined by
multiplying the values of Alloc x Total.

Use the clear command to delete statistical information about one or all of the
device’s network interfaces. This command is useful when tracking changes in large
counters. Using this command does not save space or speed up the device.

Enter the interface (or net) number as part of the command. To get the interface
number, use the GWCON configuration command.

Syntax:

clear interface# or range_of _interface#

To clear information about multiple interfaces, specify the range_of network# (or a
combination of interface# and range_of interface#). For example, specifying clear
0 3 25-50 clears the information for nets 0, 3, and 25 through 50.

Use the configuration command to display information about the protocols and
network interfaces. The output is displayed in three sections, the first section lists
the device identification, software version, boot ROM version, and the state of the
auto-boot switch. The second and third sections list the protocol and interface
information.

Syntax:

configuration

To display information about multiple interfaces, specify the range_of network# (or
a combination of network# and range_of _network#). For example, specifying
configuration 0 3 25-50 displays the information for nets O, 3, and 25 through 50.

Example:

configuration

Multiprotocol Access Services

2216-MAS Feature 2822 V3.2 Mod O PTF O RPQ O MAS.EF9 cc4_2a

Num Name Protocol

IP DOD-IP

ARP  Address Resolution

DN DNA Phase IV

VIN  Banyan Vines

IPX  NetWare IPX

10 BGP  Border Gateway Protocol

11 SNMP Simple Network Management Protocol

12 0SPF Open SPF-Based Routing Protocol

22 AP2  AppleTalk Phase 2

23 ASRT Adaptive Source Routing Transparent Enhanced Bridge
26 DLS Data Link Switching

27 XTP  X.25 Transport Protocol

28 APPN Advanced Peer-to-Peer Networking [HPR]
30 APPN Advanced Peer-to-Peer Networking [ISR]

Nobhbwo

Num Name Feature
2 MCF MAC Filtering

16 Networks:
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Net Interface MAC/Data-Link Hardware State
0  TKR/0 Token-Ring/802.5 Token-Ring Up
1 TKR/1 Token-Ring/802.5 Token-Ring Up
2 TKR/2 Token-Ring/802.5 Token-Ring Up
3 TKR/3 Token-Ring/802.5 Token-Ring Up
4 Eth/0 Ethernet/IEEE 802.3  Ethernet Up
5 Eth/1 Ethernet/IEEE 802.3  Ethernet Up
6 Eth/2 Ethernet/IEEE 802.3  Ethernet Up
7 Eth/3 Ethernet/IEEE 802.3  Ethernet Up
8 Eth/4 Ethernet/IEEE 802.3  Ethernet Up
9 Eth/s Ethernet/IEEE 802.3  Ethernet Up
10 FR/0 Frame Relay V.35/V.36 Up
11 X25/0 X.25 V.35/V.36 Up
12 PPP/0 Point to Point V.35/V.36 Up
13 PPP/1 Point to Point V.35/V.36 Up
14 PPP/2 Point to Point V.35/V.36 Up
15 PPP/3 Point to Point V.35/V.36 Up

The first line gives the product name.

The second line lists the program/product number, Feature Number, Version,
Release, PTF and RPQ information.

* The remaining lines list the configured protocols, followed by the configured
features.

The following information is displayed for protocols:
Num  Number that is associated with the protocol.
Name Abbreviated name of the protocol.
Protocol

Full name of the protocol.
The following information is displayed for features:
Num  Number associated with the feature.
Name Abbreviated name of the feature.
Feature

Full name of the feature.
The following information is displayed for networks:

Net Network number that the software assigns to the interface. Networks are
numbered starting at 0. These numbers correspond to the interface
numbers discussed under the CONFIG process.

Interface
Name of the interface and instance of this type of interface.

MAC/Data Link
Type of MAC/Data link configured for the interface.

Hardware
Specific kind of interface by hardware type.

State Current state of the network interface.

Testing
Indicates that the interface is undergoing a self-test. Occurs when
the device is first started, when a problem is detected on the
interface, or when the test command is used. (The enable slot
command can also be used to initiate a self-test of all interfaces on
an adapter.)

When an interface is operational, the interface periodically sends
out maintenance packets and/or checks the physical state of the
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port or line to ensure that the interface is still functioning correctly. If
the maintenance fails, the interface is declared down and a self-test
is scheduled to run in 5 seconds. If a self-test fails, the interface
transitions to the down state and the interval until the next self-test
is increased up to a maximum of 2 minutes. If the self-test is
successful, the network is declared up.

Up Indicates the interface is operational.

Down Indicates that the interface is not operational and has failed a
self-test. The network will periodically transition to the testing state
to determine if the interface can become operational again.

Disabled
Indicates that the interface is disabled. An interface can be disabled
by the following methods:

* An interface can be configured as disabled using the CONFIG
disable command. Each time the device is reinitialized, the
interface’s initial state will be disabled. It will remain in the
disabled state until an action is taken to enable it.

* An interface can be disabled using the GWCON disable
command. This method is temporary because the interface will
revert to its configured state (enabled or disabled) when the
device is reinitialized.

* The network manager can disable the interface through SNMP.
This method is temporary because the interface will revert to its
configured state (enabled or disabled) when the device is
reinitialized.

When an interface is disabled, it remains disabled until one of the
following methods is used to enable it:

e The GWCON test command is used to start a self-test of the
interface.

e The GWCON enable slot command is used to start a self-test
on all interfaces on an adapter.

* The network manager initiates a self-test of the interface through
SNMP.

WAN Reroute also can change the state of a disabled interface. If
an interface is configured as an alternate interface for WAN Reroute
and its configured state is disabled, WAN Reroute will start a
self-test of the interface when the primary interface goes down.
When the primary interface is operational and stable again, WAN
Reroute puts the alternate interface back to its configured state.

Refer to The \WWAN Reroute Featurd in ILsing and Configuring

for more information.

Available
Indicates that the interface has been configured as a secondary
WAN Restoral interface and it is available to back up the primary
interface.

Not Present
Indicates that the interface’s adapter is not plugged in.

Not Present is also used as the state for a null device. Spare
interfaces are displayed as null devices until they are activated.
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HW Mismatch
Indicates that the configured adapter type does not match the
adapter type that is actually present in the slot.

HW Failure
Indicates that there is an unrecoverable hardware error for the
interface’s hardware.

Diagnostics
Indicates that hardware diagnostics are running.

Use the disable command to take a network interface or slot off-line, making the
interface or slot unavailable. This command immediately disables the interface or
slot. You are not prompted to confirm, and no verification message displays. If you
disable an interface or slot with this command, it remains disabled until you use the
GWCON test command or an OPCON reload command to enable it.

Enter the interface or net number or slot as part of the command. To obtain the
interface number or slot number, use the GWCON configuration command.

Note: If the interface you are disabling is configured as an alternate WAN Reroute
interface, you are asked if you want to disable any WAN Reroute
primary/alternate pairings that include this alternate interface. If you answer
yes, the interface is disabled and is no longer available to backup a primary
interface. If you answer no, the alternate interface is disabled but WAN
Reroute will attempt to bring it up if its corresponding primary interface goes
down. You want to disable WAN Reroute on an alternate interface if you are
disabling the interface so that you can remove its adapter. See EXE
Reroute Featurd, Lising WAN Restaral, and Canfiguring and Monitaring WAN
Restoral in the [Using and Configuring Featired for additional information.

Syntax:

disable interface interface#

slot slot#

Use the disk command to list, retrieve, or delete service-related files from the hard
disk. The following categories of files can be listed, retrieved, or deleted: APPN,
Adapter, ELS, SYSTEM or other (other files are ones that do not fit into another
category). Only files that are actually located are listed. The following information is
provided for the files that are located: name, comment that tells what the file is, size
of the file, and the date that the file was created. For the system dump files,
additional information is given about the dump. When retrieving or deleting a file,
you are prompted to confirm the command. For retrieving a file, you will also need
to provide the destination IP address that defines where the file should be sent and
the name to be given to the file when it is written.

Syntax:
disk list category
retrieve category

delete category
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| The categories are: adapter, appn, els, other, and system.

| Example:

+disk Tist system

'core' Master System dump file (uncompressed)

Size: 268435456 bytes Date: Tues Apr 06 10:054:30 1999
"core@.cmp' System dump file (compressed)

Size: 11208443 bytes Date: Tues Apr 06 10:15:28 1999
"corel.cmp' System dump file (compressed)

Size: 11150344 bytes Date: Tues Apr 06 10:54:30 1999

There are 3 different files

Do you want to see the details of the compressed dumps? [No]l: n

| Enable
Use the Enable command to enable all interfaces of an adapter. This performs the
same action as the test command (see ['Test” an page 123) but performs the action
for each interface using the adapter in the specified slot.
Syntax:
enable slot slot#
Error

Use the error command to display error statistics for the network. This command
provides a group of error counters.

Syntax:

error [network# or range_of_network#

To display information about multiple interfaces, specify the range_of network# (or

a combination of network# and range_of_network#). For example, specifying error
0 3 25-50 displays the information for nets 0, 3, and 25 through 50.

Example:
error

Input  Input Input Input Output Output
Nt Interface Discards Errors Unk Proto Flow Drop Discards Errors
0 TKR/0 0 0 0 0 0 0
1 PPP/O 0 0 0 0 0 0
2  PPP/1 0 0 0 0 0 0
Nt Network interface number associated with the software.
Interface

Type of interface.

Input Discards
Number of inbound packets which were discarded even though no errors
were detected to prevent their being deliverable to a higher-layer protocol.
The packets may have been discarded to free buffer space.

Input Errors
Number of packets that were found to be defective at the data link.

Input Unk Proto
Number of packets received for an unknown protocol.

Input Flow Drop
Number of packets received that are flow controlled on output.
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Output Discards
Number of packets that the device chose to discard rather than transmit
due to flow control.

Output Errors
Number of output errors, such as attempts to send over a network that is
down or over a network that went down during transmission.

Note: The sum of the discarded output packets is not the same as input flow drops
over all networks. Discarded output may indicate locally originated packets.

Use the event command to access the Event Logging System (ELS) console
environment. This environment is used to set up temporary message filters for
troubleshooting purposes. All changes made in the ELS console environment will
take effect immediately, but will go away when the device is reinitialized. See
EChapter 10_Using the Event | agging System (ELS)” on page 127 for information
about the Event Logging System and its commands. Use the exit command to
return to the GWCON process.

Syntax:

event

Use the feature command to access console commands for specific 2216 features
outside of the protocol and network interface console processes.

Enter a question mark after the feature command to obtain a listing of the features
available for your software release.

To access that feature’s console prompt, enter the feature command at the
GWCON prompt followed by the feature number or short name. [able 9 an page 91
lists available feature numbers and names.

Once you access the prompt for that feature, you can begin entering specific
commands to monitor that feature. To return to the GWCON prompt, enter the exit
command at the feature’s console prompt.

Syntax:

feature feature# or feature-short-name

Use the interface command to display statistical information about the network
interfaces (for example, Ethernet). This command can be used without a qualifier to
provide a summary of all the interfaces or with a qualifier to reveal detailed
information about one specific interface.

Descriptions of detailed output for each type of interface are provided in the specific
interface Monitoring chapters found in this guide. To obtain the interface number,
use the GWCON configuration command.

Syntax:

interface [interface# or range_of interface#]
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Memory

To display information about multiple interfaces, specify the range_of network# (or
a combination of interface# and range_of _interface#). For example, specifying
interface 0 3 25-50 displays the information for nets 0, 3, and 25 through 50.

Example: interface
Self-Test Self-Test Maintenance

Nt Nt' Interface Slot-Port Passed Failed Failed
0 0 TKR/0 Slot: 1 Port: 1 1 0 0
11 TKR/1 Slot: 1 Port: 2 2 1 0
2 2 TKR/2 Slot: 2 Port: 1 2 1 0
3 3 TKR/3 Slot: 2 Port: 2 2 1 0
4 4 Eth/0 Slot: 4 Port: 1 1 0 0
5 5 Eth/1 Slot: 4 Port: 2 1 0 0
6 6 Eth/2 Slot: 5 Port: 1 1 0 0
7 7 Eth/3 Slot: 5 Port: 2 3 2 2
8 8 Eth/4 Slot: 6 Port: 1 1 0 0
9 9 Eth/5 STot: 6 Port: 2 5 4 1
10 10 FR/0 Slot: 8 Port: 0 2 1 0
11 11 X25/0 Slot: 8 Port: 1 1 0 0
12 12 PPP/0 Slot: 8 Port: 2 2 1 0
13 13 PPP/1 Slot: 8 Port: 3 1 0 0
14 14  PPP/2 Slot: 8 Port: 4 1 0 0
15 15 PPP/3 Slot: 8 Port: 5 1 0 0

Note: The following information may be displayed. The display varies depending on
the device.

Nt Global interface number.

Nt’ Reserved for dial circuit use. Interface number of the physical network
interface that the dial circuit uses.

Interface
Interface name.

Slot-Port
Slot number and port number of the interface.

Self-Test Passed
Number of times self-test succeeded (state of interface changes from down
to up).

Self-Test Failed
Number of times self-test failed (state of interface changes from up to
down).

Maintenance Failed
Number of maintenance failures.

Use the memory command to display the current CPU memory usage in bytes, the
number of buffers, and the packet sizes.

To use this command, free memory must be available. The number of free packet
buffers may drop to zero, resulting in the loss of some incoming packets; however,
this does not adversely affect device operations. The number of free buffers should
remain constant when the device is idle. If it does not, contact your service
representative.

Syntax:

memory

Example:
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memory
Physical installed memory: 16 MB
Total routing (heap) memory: 12 MB
Routing memory in use: 13 %

Total Reserve Never Perm Temp Prev

Alloc Alloc Alloc Alloc

Heap memory 12231155 26488 10687312 1438487 104924 432

Number of global buffers: Total = 300, Free = 300, Fair = 77, Low = 60
Global buff size: Data = 2048, Hdr = 17, Wrap = 72, Trail = 65, Total = 2208
Physical installed memory

The total amount of physical RAM installed in the device.

Total routing memory
The amount of memory available to the routing function, not including that
allocated to the base operating system, system extensions, or options such
as APPN. This is also called "heap” memory, and matches the "Total” heap
memory size given in bytes shortly thereafter.

Routing memory in use
The percentage of total routing memory that is currently being used by the
routing function. Heap memory currently in use is counted under the
following headings Perm Alloc and Temp Alloc .

Heap memory:
Amount of memory used to dynamically allocate data structures.

Total  Total amount of space available for allocation for memory.

Reserve
Minimum amount of memory needed by the currently configured protocols
and features.

Never Alloc
Memory that has never been allocated.

Perm Alloc
Memory requested permanently by device tasks.

Temp Alloc
Memory allocated temporarily to device tasks.

Prev Alloc
Memory allocated temporarily and returned.
Number of global buffers:

Total  Total number of global buffers in the system.
Free  Number of global buffers available.
Fair Fair number of buffers for each interface. (See “Low”.)

Low  The number of free buffers at which the allocation strategy changes to
conserve buffers. If the value of Free is less than Low, then buffers will not
be placed on any queue that has more than the Fair number of buffers in it.

Global buff size:
Global buffer size.

Data Maximum data link packet size of any interface.

Header
Sum of the maximum hardware, MAC, and data link headers.

Wrap Allowance given for MAC, LLC, or Network layer headers due to protocol
wrapping.
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Network

Performance

Protocol

Trailer Sum of the largest MAC and hardware trailers.

Total Overall size of each packet buffer

Use the network command to enter the console environment for supported
networks, such as X.25 networks. This command obtains the console prompt for the
specified interface. From the prompt, you can display statistical information, such as
the routing information fields for Token-Ring networks.

Syntax:

network interface#

At the GWCON prompt (+), enter the configuration command to see the protocols

and networks for which the device is configured. See tCanfiguration” on page 112

for more information on the configuration command.

Enter interface at the + prompt for a display of the networks for which the device is
configured.

Enter the GWCON network command and the number of the interface you want to
monitor or change. For example:

+network 3
X.25>

In the example, the X.25> prompt is displayed. You can then view information about
the X.25 interface by entering the X.25 operating commands.

After identifying the interface number of the interface you want to monitor, for
interface-specific information, see the corresponding monitoring chapter in this
manual for the specified network or link-layer interface. Console support is offered
for the following network and link-layer interfaces:

» Ethernet

* Frame Relay

* PPP

« SDLC

* SDLC Relay (SRLY)

» Token-Ring

* V.25 his

+ X.25

« ATM

* ISDN

* Dial-In

* Multilink PPP (MP)

* Layer-2-Tunneling

Use the performance command at the GWCON prompt to enter the monitoring

environment for performance. See EChapter 12_Configuring and Manitoring
Performance” on page 197 for more information.

Use the protocol command to communicate with the device software that
implements the network protocols installed in your device. The protocol command
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accesses a protocol’s command environment. After you enter this command, the
prompt of the specified protocol appears. From the prompt, you can enter
commands that are specific to that protocol.

Syntax:

protocol prot#

Enter the protocol number or short name as part of the command. To obtain the
protocol number or short name, enter the CONFIG command environment

(Config>), and then enter the list configuration command. See
i i . for instructions on accessing

Config>. To return to GWCON, enter exit.

See the corresponding monitoring chapter in this manual or in the Protocol
Configuration and Monitoring Reference for information on a specific protocol’s
console commands.

Use the queue command to display statistics about the length of input and output
queues on the specified interfaces. Information about input and output queues
provided by the queue command includes:

* The total number of buffers allocated

* The low-level buffer value

* The number of buffers currently active on the interface.

Syntax:
queue interface# or range_of_interface#
To display information about multiple interfaces, specify the range_of_network# (or

a combination of interface# and range_of _interface#). For example, specifying
queue 0 3 25-50 displays the information for nets 0, 3, and 25 through 50.

To display information about one interface only, enter the interface or network
number as part of the command. To obtain the interface number, use the GWCON
configuration command.

Example:
queue
Input Queue Output Queue
Nt Interface Alloc Low Curr Fair Curr
0 Eth/0 30 106 30 30 1
1 PPP/0O 24 4 24 4 0
2 FR/0 24 4 24 5 0
Nt Network interface number associated with the software.
Interface

Type of interface.
Input Queue:

Alloc  Number of buffers allocated to this device.

Low  The low threshold for receive (input) buffers is used to activate flow control
for this device. The low threshold is configurable using the CONFIG (Talk 6)
set input-low-water command.
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Reset

Statistics

Curr  Current number of buffers on this device. The value will be 0 if the device is
disabled.
Output Queue:

Fair  The high threshold for the interface’s output queue when flow control is
activated for an input device.

Note: When Bandwidth Reservation (BRS) is configured for PPP and
Frame Relay interfaces, the output fair value is ignored and the
queue lengths configurable with BRS are used to determine if a
packet should be discarded due to flow control.

Curr  Number of packets currently waiting to be transmitted on this device. The
eligibility discard depends on the global low water mark described in the
memory command.

If a packet is received and the input queue current value is less than the input
queue low threshold value, then the packet will be subject to flow control. For
locally originated packets, a packet is subject to flow control if the number of free
global buffers is less than the low threshold for global buffers. If a packet subject to
flow control is to be transmitted on a device which has an output queue current
value that is greater than the output queue high threshold (fair), then the packet is
dropped instead of queued. When a packet is dropped due to flow control, the
output discards counter is incremented and ELS event GW.036 or GW.057 is
logged. If the packet was not locally originated, the input flow drop counter for the
input interface is incremented. The output discards and input flow drop counters are
displayed by the GWCON error command.

Due to the scheduling algorithms of the device, the dynamic numbers of Curr
(particularly the Input Queue Curr) may not be fully representative of typical values
during packet forwarding. The console code runs only when the input queues have
been drained. Thus, Input Queue Curr will generally be nonzero only when those
packets are waiting on slow transmit queues.

Use the reset command to disable the specified interface and then re-enable it
using new interface, protocol and feature configuration parameters. See

Interfaces” on page 69 for more information.

Syntax:

reset interface#

Use the statistics command to display statistical information about the network
software, such as the configuration of the networks in the device.

Syntax:

statistics interface#or range_of_interface#

To display information about multiple interfaces, specify the range_of network# (or

a combination of interface# and range _of _interface#). For example, specifying
statistics 0 3 25-50 displays the information for nets 0, 3, and 25 through 50.
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To display information about one interface only, enter the interface or network
number as part of the command. To obtain the interface number, use the GWCON
configuration command.

Example:
statistics

Unicast Multicast Bytes Packets Bytes
Nt Interface Pkts Rcv Pkts Rcv  Received Trans Trans
0 Eth/0 137 1 8832 1068 65297
1 PPP/0O 0 0 0 0 0
2 PPP/1 0 0 0 0 0
Nt Network interface number associated with the software.
Interface

Type of interface.

Unicast Pkts Rcv
Number of non-multicast, non-broadcast specifically-addressed packets at
the MAC layer.

Multicast Pkts Rcv
Number of multicast or broadcast packets received.

Bytes Received
Number of bytes received at this interface at the MAC layer.

Packets Trans
Number of packets of unicast, multicast, or broadcast type transmitted.

Bytes Trans
Number of bytes transmitted at the MAC layer.

Use the test command to verify the state of an interface or to enable an interface
that was previously disabled with the disable command. If the interface is enabled
and passing traffic, the test command will remove the interface from the network
and run self-diagnostic tests on the interface.

Syntax:

test interface#

Note: For this command to work, you must enter the complete name of the
command followed by the interface number.

Enter the interface or network number as part of the command. To obtain the
interface number, use the GWCON configuration command. For example, when
testing starts, the console displays the following message:

Testing net 0 Eth/0...

When testing completes or fails, or when GWCON times out (after 30 seconds), the
following possible messages are displayed:

Testing net 0 Eth/0 ...successful
Testing net 0 Eth/0 ...failed
Testing net 0 Eth/0 ...still testing

Some interfaces may take more than 30 seconds before testing is done.
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Note: If the interface you are testing is configured as an alternate WAN Reroute
interface, you are prompted:
* If you want to enable the interface’s primary-alternate pairings if WAN
Reroute is currently disabled for the alternate interface.

If you answer yes, the same action occurs as when you enter the t 5
enable alternate-circuit WAN reroute command described in
—— i [si —

* If you want to test the interface.
Normally an alternate WAN Reroute interface is disabled until it is needed
to back up its corresponding primary interface. If you answer yes, a
self-test is started for the interface. If you answer no, a self-test does not
occur.

See [The WAN Reroute Eeaturd, Using WAN Restaral, and Configuring and
Manitoring WAN Restaral in the Using and Configuring Eeatured for

additional information.

Uptime
Use the uptime command to display time statistics about the device, including the
following:
* Number of restarts.
* Number of known crashes.
* Whether the device was last reloaded or restarted.
» Time elapsed since the last reload.
* Time elapsed since the last restart.

Syntax:

uptime
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This chapter explains how to collect and display messages. (See EChapter 10]
Using the Fvent | ogging System (E1 S)” on page 127 for information about ELS and
message formats. Refer also to the IBM Nways Event Logging System Messages
Guide for a description of each message. This chapter includes the following
sections:

- [What is Messaging (MONITR)?1

What is Messaging (MONITR)?

The MONITR process provides a view of activity inside the device and the
networks. MONITR also displays logging messages from the software.

Commands Affecting Messaging

The following commands affect the messaging process:

*+ OPCON commands:

divert temporarily diverts output to a different device.

flush causes the software to discard the messages it collects.
halt reverses the action of the divert command.

talk displays message output.

* CONFIG set logging disposition command sets the initial device to which the
software sends its output.

Entering and Exiting the Messaging (MONITR) Process

To enter the messaging process from OPCON enter the event command or the talk
2 command.

The console displays the messages the software has accumulated.

To exit messaging and return to OPCON, enter the OPCON intercept character (the
default is Ctrl-P).

Receiving Messages

To receive messages at your console, enter the messaging process as described in
the previous section. The software then displays all the messages it has recorded
since it was last invoked. While you are connected to the messaging process, it
displays all messages as they arrive.

Use the OPCON divert and halt commands to view software messages while you

are doing something else with the device. Permitted devices divert output to TTYO
(the local console), TTY1, or TTY2 (the remote consoles).
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Chapter 10. Using the Event Logging System (ELS)

This chapter describes the Event Logging System (ELS). The ELS continually logs
all events, filtering them according to parameters that you select. A combination of
operational counters and the ELS provides information for monitoring the health and

activity of the system. The information is divided into the following sections:
.

What is ELS?

ELS is a monitoring system and an integral part of the device operating system.
ELS manages the messages logged as a result of device activity. Use ELS
commands to set up a configuration that sorts out only those messages you feel
are important. You can then display the messages on the console terminal screen,
log them to a remote workstation, or send the messages to a network management
station using Simple Network Management Protocol (SNMP) traps.

The ELS system and the operational counters are the best troubleshooting tools
you have to isolate problems in the device. A quick scan of the event messages will
tell you whether the device has a problem and where to start looking for it.

In the ELS configuration environment, the commands are used to establish a
default configuration. This default configuration does not take effect until the device
reinitializes.

Occasionally, it is helpful to temporarily view messages using parameters other than
was set up in the ELS configuration environment, without having to reinitialize the
device. The ELS operating and monitoring environment is used to:

« Temporarily change the default ELS display settings
— Changes made in the ELS console environment take effect immediately.

— Changes made in the operating/monitoring environment are not stored in
nonvolatile configuration storage.

* View statistical information regarding ELS uses of dynamic RAM

Note: Specific ELS messages are described in the IBM Nways Event Logging
System Messages Guide.

ELS is a subprocess that you access from the OPCON process.

Entering and Exiting the ELS Configuration Environment

The ELS configuration environment (available from the CONFIG process) is
characterized by the ELS Config> prompt. Commands entered at this prompt create
the ELS default state that takes effect after you restart the device. These
commands are described in greater detail later in this chapter.
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Configuration commands that have subsystem, group, or event as a parameter are
executed in the following order:

* Subsystem

* Group

* Event

To set a basic ELS configuration, enter the display subsystem all standard
command at the ELS Config> prompt. This command configures the ELS to display
messages from all subsystems with the STANDARD logging level (that is, all errors
and unusual informational comments).

Note: The device does not have a default ELS configuration. You must enter the
ELS configuration environment and set the default state.

To enter the ELS configuration environment from OPCON:

1. Enter the configuration command. The console displays the CONFIG prompt
(Config>). If the prompt does not appear when you first enter CONFIG, press
enter.

2. At the CONFIG prompt, enter the following command to access ELS:

Config> eve

The console displays the ELS configuration prompt (ELS config>). Now, you can
enter ELS configuration commands.

To leave the ELS configuration environment, enter the exit command.

Event Logging Concepts

This section describes how events are logged and how to interpret messages. Also
described are the concepts of subsystem, event number, and logging level. A large
part of ELS function is based on commands that accept the subsystem, event
number, and logging level as parameters.

Causes of Events

Events occur continuously while the device is operating. They can be caused by
any of the following reasons:

* System activity

» Status changes

* Service requests

» Data transmission and reception

» Data and internal errors

When an event occurs, ELS receives data from the system that identifies the
source and nature of the event. Then ELS generates a message that uses the data
received as part of the message.

Interpreting a Message

This section describes how to interpret a message generated by ELS. m
shows the message contents.

128 MAS V3.4 Software User’s Guide



Using ELS

GwW.019: Sif tst nt 1 int ETH/O
Subsystem T Message Text
Event
Number

Figure 4. Message Generated by an Event

The information illustrated in m as well as the ELS logging level information
displayed with the list subsystem command is as follows:

Subsystem

Subsystem is a predefined short name for a device component, such as a protocol
or interface. In m GW identifies the subsystem through which this event
occurred.

Other examples of subsystems include IP and ETH. On a particular device, the
actual subsystems present depend on the hardware and software configured for
that device. You can use the list subsystem command described in this chapter to
see a list of the subsystems on your device.

Enter the subsystem as a parameter to an ELS command when you want the
command to affect the entire subsystem. For example, the ELS command display
subsystem GW causes all events (except the events with 'debug’ logging level)
that occur through the GW subsystem to be displayed.

Event Number
Event Number is a predefined, unique, arbitrary number assigned to each message

within a subsystem. In Eigure 4, 019 is the event number within the GW subsystem.
You can see a list of all the events within a subsystem by using the list subsystem
command, where subsystem is the short name for the subsystem.

The event number always appears with a subsystem identifier, separated by a
period. For example: GW.019. The subsystem and event number together identify
an individual event. They are entered as a parameter to certain ELS commands.
When you want a command to affect only the specified event, enter the subsystem
and event number as a parameter for the ELS command.

Logging Level

Logging level is a predefined setting that classifies each message by the type of
event that generated it. Use the list subsystem ELS console command to display
the setting of the logging level. frable 13 lists the logging levels and types. ERROR,
INFO, TRACE, STANDARD, and ALL are aggregates of other logging level types.
STANDARD is the recommended default.

Table 13. Logging Levels

Logging Level Type

Ul ERROR Unusual internal errors

Cl ERROR Common internal errors

UE ERROR Unusual external errors

CE ERROR Common external errors

ERROR Includes all error levels above
UINFO Unusual informational comment
CINFO Common informational comment
INFO Includes all comment levels above
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Table 13. Logging Levels (continued)

Logging Level Type

STANDARD Includes all error levels and all informational comment levels
(default)

PTRACE Per packet trace

UTRACE Unusual operation Trace message

CTRACE Common operation Trace message

TRACE Includes all trace levels above

DEBUG Message for debugging

ALL Includes all logging levels

The logging level setting affects the operation of the following commands:
* Display subsystem

* Nodisplay subsystem

* Trap subsystem

* Notrap subsystem

* Remote subsystem

* Noremote subsystem

The logging level is set for a particular command when you specify it as a
parameter to one of the above commands. For example:

display subsystem IP ERROR

Including the logging level on the command line modifies the display command so
that whenever an event with a logging level of either UI-ERROR or CI-ERROR
occurs through subsystem TKR, the console displays the resulting message.

You cannot specify the logging level for operations affecting groups or events.

Message Text

Message Text appears in short form. In [Eigure 4 on page 129, S1f tst nt 1 int
ETH/0 is the message generated by this event. Variables, such as source _address

or network, are replaced with actual data when the message displays on the
console.

The variable error_code is referred to by some of the Event Logging System
message descriptions (usually preceded by rsn or reason). They indicate the type of
packet error detected. [Tahle 14 describes the error or packet completion codes.
Packet completion codes indicate the disposition of the packets received by the
device.

Table 14. Packet Completion Codes (Error Codes)
Code Meaning

Packet successfully queued for output

Random, unidentified error

Packet not queued for output due to flow control reasons

Packet not queued because network is down

Packet not queued to avoid looping or bad broadcast

Packet not queued because destination host is down (only on networks
where this can be detected)

a b wNPEF O

ELS displays network information as follows:
nt 1 int Eth/0 (or ) network 1, interface Eth/0,

where:
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» 1 is the network number (each network on the device is numbered sequentially
from zero).

* 0 is the unit number (the interfaces of each hardware type are numbered
sequentially from zero).

Ethernet and 802.5 hardware addresses appear as a long hexadecimal number.

IP (Internet Protocol) addresses are printed as 4 decimal bytes separated by
periods, such as 18.123.0.16.

Groups
Groups are user-defined collections of events that are given a name, the group

name. Like the subsystem, subsystem and event number, and logging level, use the
group name as a parameter to ELS commands. However, there are no predefined
group names. You must create a group before you can specify its name on the
command line.

To create a group, use the add configuration command, specify the name you want
to call the group, and then specify the events you want to be part of the group. The
events you add to the group can be from different subsystems and have different
logging levels.

After creating a group, use the group name to manipulate the events in the group
as a whole. For example, to turn off display of all messages from events that have
been added to a group named grouptwo, include the group name on the command
line, as follows:

nodisplay group grouptwo

To delete a group, use the delete command.

Using ELS

To use ELS effectively, do the following:

* Know what you want before using the ELS system. Clearly define the problem or
events that you want to see before using the MONITR process.

» Execute the command nodisplay subsystem all all  to turn off all ELS
messages.

» Turn on only those messages that relate to the problem you are experiencing.

* Use the IBM Nways Event Logging System Messages Guide to determine which
messages are not normal.

When initially viewing ELS from the MONITR process, you will see a considerable
amount of information. Because the device cannot buffer and display every packet
under moderate to heavy loads the buffers are flushed. When this occurs the
following message is displayed:

xx messages flushed

The device does not save these messages. When this message appears, tailor the
ELS output to display only that information that is important to the current task you
are monitoring, or use the advanced ELS commands to establish a message buffer.

See lUsing EL S Message Buffering” on page 142,
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Managing ELS Message Rotation

It is also important to note that the ELS messages continually rotate through the
device’s buffers. To stop and restart the displaying of ELS messages, use the
following key combinations:

Ctrl-S  to pause scrolling

Ctrl-Q to resume scrolling

Ctrl-P  to go back to the last process

You may also want to capture the ELS output to a file. You can do this by starting a
script file or log file from your location when Telneting to a device. You can also do
this by attaching a PC to the device’s console port and starting a log file from within
the terminal emulation package. This information is needed to help Customer
Service diagnose a problem.

Capturing ELS Output Using a Telnet Connection on a UNIX Host

Use a Telnet connection on an AIX® or UNIX® host to capture the ELS messages
on your screen to a file on the host. Before beginning, set up ELS for the messages

you Want to capture using the ELS console commands in LCha.pIe.r_'l.'I_Cnn.ﬁg.Lm.nd

To capture the ELS output to a file on an AlX or UNIX host, follow these steps:

1. From the host, enter telnet device ip_addr | tee local_file_name
e device ip_addris the IP address of the device
» Jlocal_file_name is the name of the file on the host where you want the ELS
messages to be saved.
* The tee command displays the ELS messages on your screen and, at the
same time, copies them to the local file.

2. From the OPCON prompt (*), enter t 2. This accesses the MONITR process,
which is the process that displays ELS messages on your screen. Depending
on which ELS messages you configured, you should see ELS messages
appearing on the screen.

As long as you are in the MONITR process, all ELS messages will be written to

the local file. When you exit the MONITR process (by entering Ctrl-P) or
terminate the Telnet session, the logging of messages to the local file will stop.

You can also use remote logging instead of capturmg ELS output ona UNIX Host.
For more mformatlon about remote logging, see L

Configuring ELS So Event Messages Are Sent In SNMP Traps

ELS can be configured so that event messages are sent to a network management
workstation in an SNMP enterprise-specific trap. These traps are useful for reporting
status and diagnostic results, and are often used for remote monitoring of the 2216.
When ELS is configured appropriately, an SNMP trap will be generated each time
the selected event occurs. For more information about SNMP, see Protocol
Configuration and Monitoring Reference.

To tell ELS that a specific event should be activated to be sent as an SNMP trap, at
the ELS config> prompt or at the ELS> prompt, type:

trap event ip.007
Note: If you are at the ELS config> prompt, you will need to reboot.

To enable the ELS enterprise-specific trap, follow these steps:

132 MAS V3.4 Software User’s Guide



Using ELS
1. At the SNMP config> prompt, using public as an example, type:

SNMP config> add address public <network manager IP address>
SNMP config> enable trap enterprise public

SNMP config> set community access read_trap public

Note: You need to reboot to activate these changes.

2. Enable your network management station to receive and properly display the
enterprise-specific traps.

Follow these steps to trap groups, subsystems, and events.

Using ELS to Troubleshoot a Problem

If you are trying to troubleshoot a particular problem, display the messages related
to the problem. For example, if experiencing a problem with bridging, turn on the
bridging messages:

display subsystem srt all

display subsystem br all

Initially, because of the rapid pace of messages scrolling across the screen, you
may want to record the numbers you see and look them up in the m

[System Messages Guidd manual. Once you become familiar with different types of
messages being displayed for a particular protocol, you can turn on and turn off
only those messages that contain the information that you require to troubleshoot a
problem. The following sections list specific ELS examples. Keep in mind that
different problems may require different steps.

ELS Example 1

You are interested in looking at the frequency of polling on a Token-Ring interface,
and finding out whether the polls are successful.

ELS> nodisplay subsystem all all
ELS> display subsystem tkr all
Ctr1-P

*t 2

As the messages begin to scroll by, look for ELS message tkr.031.

ELS Example 2
SRB bridging is not working.
1. Check the configuration.
2. Use the GWCON bridging console to verify that the bridging interfaces are
enabled.
3. Enter:

*t 6

config> event

ELS config> nodisplay subsystem all all
ELS config> display subsystem srb all
ELS config> exit

config> Ctrl1-P

4. Restart the routing subsystem. When the subsystem has restarted, enter the
following:

*t 2
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ELS Example 3

Router cannot communicate with an IPX server on an Ethernet.

1.

Enter the talk command and the PID for GWCON.
* talk 5

The console displays the GWCON prompt (+). If the prompt does not appear
when you first enter GWCON, press Return .

At the GWCON prompt (+), enter IPX to access the IPX console prompt (IPX>).

At the IPX console prompt, enter the slist command to verify that the server is
listed. (See the section on monitoring IPX in the Protocol Configuration and
Monitoring Reference for information on the slist command.)

Check the IPX configuration.
Enter the following:

*t5

+ event

ELS> nodisplay subsystem all all
ELS> display subsystem IPX all
ELS> display subsystem eth all
ELS> Ctrl1-P

* t 2

As the messages begin to scroll by, look for ELS message eth.001. This indicates
that the server has a bad Ethernet type field.

Using and Configuring ELS Remote Logging

The remotely-logged ELS message contains all of the information that is contained

in

ELS messages found in the monitor queue, as viewed under talk 2, and also

contains additional information as shown in

Date/Time IP address Sequence Number Local Name ELS Subsystem Name, &
assigned used for detecting assigned Formatted message
by the user missing messages by the user

Nov 20 12:13:47 5.1.1.1

Msg [0444] from x% IBM/2216 ** :els: MPC.011 Del ent ...

Figure 5. Syslog Message Description

Note the following differences in the remote log display:

The month and day of month in addition to the time, which is always displayed
as the time-of-day.

* An IP address, which is the user-specified source IP address. If a DNS server

resolves the source IP address to a hostname, then the hostname will be
displayed instead of the IP address.

* A Sequence number is added to the message by the source device to assist in

detecting dropped messages. See [Remate | ogging Output” on page 134 for an

explanation of dropped messages. When the sequence number of the message
reaches 9999, the next sequence number is 0001.

* A “Local Name” for the source device, to assist in distinguishing between

messages from multiple sources. If you do not configure a local name, this field
is blank.
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Syslog Facility and Level

Remotely-logged ELS messages are transmitted over the network in UDP packets
with the destination port number in the UDP header always equal to 514, the syslog
port. To receive and process the UDP packets, the syslog daemon (syslogd) must
be running in the remote workstation that is receiving and logging the ELS

messages. See lRemote Warkstation Configuration! for details.

Although it is not displayed in the remotely-logged ELS message, every ELS
message sent on the network in a UDP packet must be assigned a syslog facility
and a syslog level. The syslog daemon uses the combination of facility and level to
determine where to route the message. Typically, you want the ELS messages to
be written to one or more files in the remote host. Other options include displaying
the message on the console, sending the message to one or more users, or
sending the message to another workstation.

The commands you use to specify the syslog facility and syslog _level values, along
with other remote-logging related console commands, are described in

Monitoring Commands” on page 166 and LELS Configuration Commands” ad

m. Review these commands before reading through the next section.

Remote Workstation Configuration

The following configuration assumes that a single 2216 is remote-logging to a single
remote workstation. You can configure multiple 2216s to remote-log to the same
remote workstation. However, a particular 2216 can log to one and only one remote
workstation. The operating system used in this example is AlX 4.2. Your
environment may be slightly different. For more information on syslog, refer to the
documentation for your operating system.

To perform the configuration on an AIX workstation, you must log in as root. To
configure the workstation:

1. Create or edit a syslog.conf file to specify where ELS messages with particular
syslog facility and syslog level values are to be written. See the bottom of
for an example of how to specify the message destination.
Note that the full pathname of the log files must be specified. The default
location for the syslog configuration file is /etc/syslog.conf.

2. Create the files for logging syslog messages that you specified in the
syslog.conf file.

3. Start the syslog daemon by entering syslogd . To start the syslog daemon from
SRC (System Resource Controller), enter startsrc -s syslogd . If the pathname
of the configuration file is not /etc/syslog.conf, then enter syslogd -f pathname.
To start the syslog daemon in debug mode, enter syslogd -d .

Note: Running multiple instances of the syslog daemon is not supported.

4. If the syslog daemon is already running when you create or modify the
syslog.conf file, it must be restarted so that the daemon reinitializes the
configuration from syslog.conf.

5. Verify the setup by using the logger command as follows:

logger -p user.alert THIS IS A TEST MESSAGE (user.alert)
logger -p news.info THIS IS A TEST MESSAGE (news.info)

If the setup is correct, THIS IS A TEST MESSAGE. .. will be written to the files
specified in syslog.conf.
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@(#)34 1.9 src/bos/etc/syslog/syslog.conf, cmdnet, bos411l, 9428A410j 6/13/93 14:52:39
COMPONENT _NAME: (CMDNET) Network commands.
FUNCTIONS:
ORIGINS: 27

(C) COPYRIGHT International Business Machines Corp. 1988, 1989
A1l Rights Reserved
Licensed Materials - Property of IBM

US Government Users Restricted Rights - Use, duplication or
disclosure restricted by GSA ADP Schedule Contract with IBM Corp.

/etc/syslog.conf - control output of syslogd
Each Tine must consist of two parts:-

1) A selector to determine the message priorities to which the
line applies
2) An action.

The two fields must be separated by one or more tabs or spaces.

format:

where <msg_src_list> is a semicolon separated 1ist of <facility>.<priority>
where:

<facility> is:
* - all (except mark)
kern,user,mail,daemon, auth, syslog, 1pr, news, uucp, cron, authpriv, local® - local7

<priority or level> is one of (from high to low):
emerg,alert,crit,err(or),warn(ing),notice,info,debug
(meaning all messages of this priority or higher)

<destination> is:
/filename - log to this file
username[,username2...] - write to user(s)
Ghostname - send to syslogd on this machine
* - send to all logged in users

example:

"mail messages, at debug or higher, go to Log file. File must exist."
"all facilities, at debug and higher, go to console"

"all facilities, at crit or higher, go to all users"

mail.debug /usr/spool/mqueue/syslog

*.debug /dev/console

#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
# <msg_src_list> <destination>
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
# *.crit *
#
u

syslog messages with facilty / priority values of LOG_USER, LOG_ALERT
ser.alert /tmp/syslog_user_alert

# syslog messages with facilty / priority values of LOG_NEWS, LOG_INFO
news.info /tmp/syslog_news_info

Figure 6. syslog.conf Configuration File

Configuring the 2216 for Remote Logging
To configure a 2216:

1. In talk 6, configure the remote-logging facility as shown in Eigure 7 an page 137.
The IP address specified as the source-ip-addr should be an IP address that is

configured in the 2216 for easier identification when the IP address or the
hostname is shown in the remotely-logged ELS message. You should also verify
that this IP address resolves quickly into a hosthame by the name server or that
the name server at least responds quickly with “address not found.” To
determine whether this happens, issue the host command on your workstation
as follows:
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workstation> host 5.1.1.1
host: address 5.1.1.1 NOT FOUND
workstation>

If the response takes more than 1 second, select an IP address which resolves
more quickly.

2. In talk 6 configure events and subsystems for remote-logging, as shown in

3. Write the configuration and reload the device.

ELS config>set remote source-ip-addr 5.1.1.1
Source IP Addr = 5.1.1.1

ELS config>set remote remote-ip-addr 192.9.200.1
Remote Log IP Addr = 192.9.200.1

ELS config>set remote local-id ** IBM/2216 *x
Remote Log Local ID = #% IBM/2216 =

ELS config>set remote no-msgs-in-buffer 100
Number of messages in Remote Log Buffer must be 100-512
Number of Messages in Remote Buffer = 100

ELS config><B>set remote facility log_news
Default Syslog Facility = LOG_NEWS

ELS config>set remote level log_info
Default Syslog Level = LOG_INFO

ELS config>set remote on
Remote Logging is ON

ELS config>1list remote
—————————————————— Remote Log Status -----------------

Remote Logging is ON

Source IP Address = 5.1.1.1
Remote Log IP Address = 192.9.200.1
Default Syslog Facility = LOG_NEWS

Default Syslog Priority Level = LOG_INFO
Number of Messages in Remote Log = 100
Remote Logging Local ID = *x IBM / 2216 ==
ELS config>

Figure 7. Configuring the 2216 for Remote Logging
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ELS
ELS

ELS
ELS

ELS
ELS

ELS
ELS

ELS
ELS

ELS
ELS

ELS
ELS

ELS
ELS

ELS
ELS

ELS
ELS

ELS
ELS

ELS

config>display sub snmp all
config>remote sub snmp all Tog_news log_info

config>display event srt.017
config>remote event srt.017 log_news log_info

config>display event stp.016
config>remote event stp.016 log_user log_info

config>display event stp.026
config>remote event stp.026 Tog_news log_info

config>display event stp.024
config>remote event stp.024 log_news log_info

config>display event ip.068
config>remote event ip.068 log_news log_info

config>display event ip.058
config>remote event ip.058 log_news log_info

config>display event ip.022
config>remote event ip.022 log_news log_info

config>display event gw.022
config>remote event gw.22 log_news log_info

config>display event arp.011
config>remote event arp.011 log_user log_alert

config>display event arp.002
config>remote event arp.022 log_user log_alert

config>list status

Subsystem: SNMP

Disp Tevels: ERROR INFO TRACE
Trap Tevels: none

Trace levels: none

Remote levels: ERROR INFO TRACE

Syslog Facility/Level: LOG_NEWS LOG_INFO

Event Display Trap Trace Remote
SRT.017  On Unset  Unset On

Syslog Facility/Level: LOG_NEWS LOG_INFO
STP.016  On Unset  Unset On

Syslog Facility/Level: LOG_NEWS LOG_INFO
STP.026  On Unset  Unset On

Syslog Facility/Level: LOG_NEWS LOG_INFO
STP.024  On Unset  Unset On

Syslog Facility/Level: LOG_NEWS LOG_INFO
IP.068 On Unset  Unset

Syslog Facility/Level: LOG_NEWS LOG_INFO
IP.058 On Unset  Unset On

Syslog Facility/Level: LOG_NEWS LOG_INFO
IP.022 On Unset  Unset On

Syslog Facility/Level: LOG_NEWS LOG_INFO
GW.022 On Unset  Unset On

Syslog Facility/Level: LOG_NEWS LOG_INFO
ARP.011 On Unset  Unset On

Syslog Facility/Level: LOG_USER LOG_ALERT
ARP.002  On Unset  Unset On

Syslog Facility/Level: LOG_USER LOG_ALERT

Figure 8. Configuring Subsystems and Events for Remote Logging

Remote Logging Output

Eigure 9 on page 139 shows a sample from the /tmp/syslog_news_info file. Notice
that the first message has a sequence number of 310. This means that the first 309

ELS messages were not sent from the source 2216. There are several reasons for

this:

* The remote-logging facility had not completed initialization when the messages
were first passed to ELS
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* A route from the source 2216 to the remote workstation was not in the routing
table

* The interface for the outbound UDP packet containing the ELS messages was
not in the “Up” state

Notice in that messages 311-313 did not get remote-logged. This is because an
ARP request was outstanding and until the ARP response is received, all but the
first packet is dropped in the source 2216. Additionally, the ARP cache is cleared at
a user-configured refresh rate, and a new ARP request is issued. To determine
when this is occurring, you can remote log events ARP.002 and ARP.011 in addition
to the primary ELS events of interest. [Eigure 11 on page 140 shows ARP events
logged to the syslog user_alert file that account for events 445 and 446, which
were indicated as missing in

Nov 20 12:03:16 worksta@l root: THIS IS A TEST MESSAGE (news.info)
Nov 20 12:08:48 5.1.1.1 Msg [0310] from ** IBM / 2216 **: els: IP.022: add nt 192.9.200.0 int 192.9.200.20
nt 0 int Eth/0

[I ( messages 311, 312, and 313 did not get remote-logged due to ARP request outstanding - see

explanation in the text)

E] (messages 314 and 315 were logged to a separate
file - see explanation in the text)

Nov 20 12:
Nov 20 12:
Nov 20 12:

08:48 5
08:48 5
08:48 5

L1L11
L1L11
L1011

Msg [0316] from ** IBM / 2216 **: els: IP.068: routing cache cleared
Msg [0317] from #* IBM / 2216 **: els: IP.022: add nt 5.0.0.0 int 5.1.1.1 nt 5 int Eth/4
Msg [0318] from *x IBM / 2216 **: els: SRT.017: Enabling SRT on port 5 nt 5 int Eth/4

(message 319 was Togged to a separate file)

Nov 20 12:08:48 5.1.1.1 Msg [0320] from ** IBM / 2216 **: els: IP.068: routing cache cleared

(120 messages not shown)
Nov 20 12:13:3

35.1.1.1 M
Nov 20 12:13:33 5.1.1.1 Msg [0442] from *+ IBM / 2216
Nov 20 12:13:38 5.1.1.1 M

sg [0441] from #* IBM / 2216 **: els: GW.022: Nt fld s1f tst nt 3 int Eth/3
*x: els: GW.022: Nt fld s1f tst nt 6 int Eth/5
sg [0443] from ** IBM / 2216 **: els: GW.022: Nt fl1d s1f tst nt 11 int ISDN/O

(messages

(messages

Nov 20 12:
Nov 20 12:
Nov 20 12:

444 and

445 and

447 were logged to a separate file)

446 did not get remote-logged due to ARP request outstanding)

1.1
1.1
1.1

Msg [0448] from *x IBM / 2216 **: els: GW.022: Nt f1d s1f tst nt 4 int PPP/0O
Msg [0449] from *x IBM / 2216 **: els: IP.068: routing cache cleared
Msg [0450] from *x IBM / 2216 **: els: IP.058: del nt 4.0.0.0 rt via 0.0.0.4 nt 4 int PPP/0

Figure 9. Sample Contents from Syslog News Info File

If the initial ELS messages that are generated during and immediately after booting
are of particular interest, then it is recommended that these messages also be
displayed in the monitor queue, which is viewed with talk 2. Eigure 10 on page 144
shows the talk 2 output including the initial messages that did not get
remote-logged. Note that there is a message in the talk 2 output that indicates that
the remote-logging facility is available. This does not indicate that a route exists to
the remote workstation, nor that the associated interface is in the “Up” state. It
simply provides a reference point before which no messages can be successfully
remote-logged.

Also notice that you can account for the messages that were missing (indicated in
with ) in the talk 2 output.
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12:
12:
12:
12:

rdrec

12:

rdrec

12:
12:
12:
12:

12:

12:
12:

12:

:13:47

:13:47

08:
08:
08:
08:
failed

08:
failed

128
:28

17 SNMP.
17 SNMP.
17 SNMP.
27 SNMP.

27 SNMP.

:27 SNMP.
:27 SNMP.
GW.
IP.

024:
012:
012:
022:

022:

028:
028:
022:
022:

generic trc (P2) at snmp_mg.c(766): Now O trap destinations

comm public added
comm public added

ext err (Z1) at snmp_resconf.c(322): add_device_if_info(): sr

ext err (Z1) at snmp_resconf.c(322): add_device_if_info(): sr

err (E2) at snmp_moh.c(1583) : Duplicate
err (E2) at snmp_moh.c(1583) : Duplicate
Nt f1d s1f tst nt 13 int PPP/3

add nt 4.0.0.0 int 4.1.1.1 nt 4 int PPP/0

( 297 messages not shown )

:43
143
148
148
148
148
148
148
148

GW
GW
1P
SRT
STP
STP
ARP
ARP
IP

.022:
.022:
.022:
.017:
.016:
.026:
.002:
.002:
.068:

Nt f1d s1f tst nt 12 int PPP/2

Nt f1d s1f tst nt 13 int PPP/3

add nt 192.9.200.0 int 192.9.200.20 nt 0 int Eth/0
Enabling SRT on port 1 nt 0 int Eth/0

Select as root TB-1, det topol chg

Root TB-1, strt hello tmr

Pkt in 1 1 800 nt O int Eth/0

Pkt in 2 1 800 nt O int Eth/0

routing cache cleared

( 126 messages not shown )

13:38  GW
ARP
ARP
ARP
ARP

GW

13:47
13:47

13:50

.022:
.011:
.011:
.002:
.002:
.022:

Nt f1d s1f tst
Del ent 1 3 nt
Del ent 1 3 nt
Pkt in 1 1 800
Pkt in 2 1 800
Nt f1d s1f tst

nt 11 int ISDN/O
0 int Eth/0

0 int Eth/0

nt 5 int Eth/4
nt 0 int Eth/0
nt 4 int PPP/0

Figure 10. Output from Talk 2

Nov
Nov
Nov
Nov
Nov
Nov

You can use the timestamp, which appears in both the remote-logging output file
and the talk 2 output, to determine when the first ELS message is successfully
remote-logged. To use the timestamp for this purpose, configure ELS such that the

Corresponding Sequence
Numbers in
Remote-Logging Files :

[0310] first message logged

-- not logged (ARP request) --
-- not logged (ARP request)--
-- not logged (ARP request)--
[0314]

[0315]

[0316]

[0443]
[0444]
-- not
-- not
[0447]
[0448]

logged (ARP request) --
logged (ARP request)--

timestamp in the monitor queue displays the time-of-day.

Also notice in Eigure 9 on page 139 that messages 311-313 did not get

remote-logged. This is because an ARP request was outstanding and until the ARP
response is received, all but the first packet is dropped in the source IBM 2216. The
ARP cache is cleared at a user-configured refresh rate, and the device issues a
new ARP request. To determine when ARP requests are occurring, events ARP.002
and ARP.011 can be remote-logged, in addition to the ELS events of interest.
shows ARP events logged to the syslog user_alert file that account for

events 445 and 446, which were indicated as missing in Eigure 9 an page 139.

orksta@l root: THIS IS A TEST MESSAGE (user.alert)
.1.1 Msg [0314] from ** IBM / 2216 *%: els: ARP.002:
.1.1 Msg [0315] from ** IBM / 2216 **: els: ARP.002:
.1.1 Msg [0319] from ** IBM / 2216 **: els: ARP.002:
.1.1 Msg [0444] from ** IBM / 2216 **: els: ARP.011:
.1.1 Msg [0447] from ** IBM / 2216 *+: els: ARP.002:

Figure 11. Sample Contents from Syslog_user_alert File

You can prevent the loss of ELS messages caused by this ARP sequence by
establishing a static relationship between the IP address and the MAC address. The

Pkt
Pkt
Pkt
Del
Pkt

in 11800 nt 0 int Eth/0
in 2 1800 nt 0 int Eth/0
in 2 1800 nt 0 int Eth/0
ent 1 3 nt 0 int Eth/0

in 2 1800 nt 0 int Eth/0

basic steps are outlined below and are illustrated in Ei

1.

2.
remote-workstation’s IP address

address
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4. Intalk 6, add an ARP entry to establish a static IP address to MAC address
relationship

xt 5
+p ip

IP>ping 192.9.200.1

PING 192.9.200.20 -> 192.9.200.1: 56 data bytes, tt1=64, every 1 sec.
56 data bytes from 192.9.200.1: icmp_seq=0. tt1=64. time=0. ms
----192.9.200.1 PING Statistics----

1 packets transmitted, 1 packets received, 0% packet loss

round-trip min/avg/max = 0/0/0 ms

IP>dump

Type Dest net Mask Cost Age Next hop(s)
’ Dirx 192.9.200.0 FFFFFFOO 1 102305 Eth/0
iP>exit
+int

Self-Test Self-Test Maintenance

Net  Net' Interface Slot-Port Passed Failed Failed
0 0 Eth/0 Slot: 1 Port: 1 1 0 0
;p arp
ARP>dump
Network number to dump [0]? 0
Hardware Address IP Address Refresh
02-60-8C-2D-69-5D 192.9.200.1 2
Ctr1-P
*t 6

config>p arp

ARP config>add entry

Interface Number [0]? O

Protocol [IP]? IP

IP Address [0.0.0.0]? 192.9.200.1
Mac Address []? 02608C2D695D

ARP config> 1list entry

Mac address translation configuration

IF # Prot # Protocol -> Mac address

0 0 192.9.200.1 -> 02608C2D695D
ARP config>exit
Config>write

Ctr1-P

*reload
Are you sure you want to reload the gateway? (Yes or [No]): Yes

(after reload, static ARP entry is active)

Figure 12. Example of Setting Up a Static ARP Entry
Additional Considerations

ELS Messages Containing IP Addresses
ELS messages containing an IP address which matches the IP address of the

remote workstation will not be remote-logged, even if configured for remote-logging,
and may appear under talk 2. These messages are discarded instead of being
remote-logged in order to prevent excessive UDP packets from being sent on the
network.

Duplicate Logging
If a facility value is repeated in syslog.conf, for example:

user.debug /tmp/syslog_user_debug
user.alert /tmp/syslog_user_alert
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The syslog daemon will log user.debug messages only to the
/tmp/syslog _user _debug file while user.alert messages will be logged to both the
/tmp/syslog _user _debug file and the /tmp/syslog user _alert file. This is consistent
with the syslog design that logs the more severe conditions in multiple places.

To prevent this duplicate logging, it is recommended that different facility values be
specified in the syslog.conffile. A total of 19 facility values are available.

Recurring Sequence Numbers in Syslog Output Files

Depending upon the configuration of your network, it is possible for duplicate UDP
packets containing ELS messages to arrive at the remote host. It is also possible
for the packets to arrive in a different order than they were transmitted. An example
of this phenomenon is shown in . Notice that the messages with sequence

numbers 628 through 633 are logged twice. Also notice that after the first
occurrence of sequence number 0630, sequence number 0629 occurs again,
followed by the second occurrence of 0630.

Apr 01 10:48:33 0.0.0.0 Msg [0628] from: RA22: : els: IPX.018: SAP gen rply sent nt 5 int TKR/1, 1 pkts
Apr 01 10:48:33 0.0.0.0 Msg [0628] from: RA22: : els: IPX.018: SAP gen rply sent nt 5 int TKR/1, 1 pkts
Apr 01 10:49:08 0.0.0.0 Msg [0629] from: RA22: : els: IPX.037: RIP resp sent nt 0 int TKR/0, 1 pkts
Apr 01 10:49:08 0.0.0.0 Msg [0630] from: RA22: : els: IPX.018: SAP gen rply sent nt 0 int TKR/0, 1 pkts
Apr 01 10:49:08 0.0.0.0 Msg [0629] from: RA22: : els: IPX.037: RIP resp sent nt O int TKR/0, 1 pkts
Apr 01 10:49:08 0.0.0.0 Msg [0630] from: RA22: : els: IPX.018: SAP gen rply sent nt 0 int TKR/0, 1 pkts
Apr 01 10:49:33 0.0.0.0 Msg [0631] from: RA22: : els: IPX.037: RIP resp sent nt 5 int TKR/1, 1 pkts
Apr 01 10:49:33 0.0.0.0 Msg [0631] from: RA22: : els: IPX.037: RIP resp sent nt 5 int TKR/1, 1 pkts
Apr 01 10:49:33 0.0.0.0 Msg [0632] from: RA22: : els: IPX.018: SAP gen rply sent nt 5 int TKR/1, 1 pkts
Apr 01 10:49:33 0.0.0.0 Msg [0632] from: RA22: : els: IPX.018: SAP gen rply sent nt 5 int TKR/1, 1 pkts
Apr 01 10:50:08 0.0.0.0 Msg [0633] from: RA22: : els: IPX.037: RIP resp sent nt O int TKR/O, 1 pkts
Apr 01 10:50:08 0.0.0.0 Msg [0633] from: RA22: : els: IPX.037: RIP resp sent nt O int TKR/0, 1 pkts

Figure 13. Example of Recurring Sequence Numbers in Syslog Output

Because neither Syslog nor UDP has the ability to handle duplicate or out of
sequence packets, it is important to recognize the possibility of duplicate sequence
numbers occurring.

Using ELS Message Buffering

Message buffering is an advanced feature of ELS that can help you with problem
determination. You can set up defaults that ELS will use for message buffering or
change how messages are buffered while the device is operating. Message
buffering can minimize the information lost because messages have wrapped in the
default message buffers. Message buffering is accessible through the advanced
configuration or monitoring command. It enables you to:

» Specify whether buffering is active.

» Specify what events are written to the message buffer.

» Stop buffering and free the memory allocated for buffering.
» Display the status of the message buffer.

* Specify an event that stops message buffering and what action the system takes
when the event occurs.

* Send a formatted version of the buffer to a file at a remote server.
* View a specific number or all of the ELS messages in the buffer.
» Write the buffer to a hard drive if a hard drive is present.

* Read a file that contains a formatted ELS message buffer from the hard drive , if
a hard drive is present.
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* Send a file that contains a formatted ELS message buffer from the hard drive , if
a hard drive is present.

For specifics about the commands, see 'ELS Message Buffering Configuration
l’.‘.amma.nds_nn_page_'l.ﬁd and LELS Message Buffering Monitoring Commands” od

The following example shows how to configure ELS message buffering.

Note: Setting of the Advanced ELS buffer size must be performed under talk 6.
The remaining setup steps can be performed under either talk 5 or talk 6.

*t 6

Gateway user configuration

Config>event

Event Logging System user configuration

ELS config>advanced

Advanced ELS Config Console

ELS Config Advanced>set buffer

Enter buffer size in range 0 to 15219 KB [5073]?

Buffer size set to 5073 KB

NOTE: Any more config changes made before rebooting
could affect the availability of sufficient memory after
reboot!

ELS Config Advanced>exit

ELS config>exit

Config>write

Config>

*reload

Are you sure you want to reload the gateway? (Yes or [No]): Yes

(after reloading...)

*t 5
CGW Operator Console

+event

Event Logging System user console

ELS>advanced

Advanced ELS Console

ELS Advanced>1list status

—————————————————— Advanced ELS Configuration------------cocooem—-
Logging Status: OFF Wrap Mode: ON Logging Buffer Size: 5073 KB

Stop-Event: NONE  Stop-String: NONE

Additional Stop-Action: NONE

------------------------ Run-Time Status-------==---mmmmmmmmcmmee oo
Has Stop Condition Occurred? NO Messages currently in buffer: 0

ELS Advanced>set stop event gw.26

Stop Event "GW.026" has been set

ELS Advanced>set stop string Mnt nt 5
Stop String set to "Mnt nt 5"

ELS Advanced>set stop action APPN-DUMP
Stop Action has been set to APPN-DUMP
ELS Advanced>set wrap off

Advanced Wrap Mode set to OFF.

ELS Advanced>log subsys gw all

ELS Advanced>set logging on

Advanced Logging set to ON.

ELS Advanced>list status

—————————————————— Advanced ELS Configuration---------=--———————————-
Logging Status: OFF Wrap Mode: OFF Logging Buffer Size: 5073 KB
Stop-Event: GW.026  Stop-String: Mnt nt 5

Additional Stop-Action: APPN-DUMP

------------------------ Run-Time Status--------------mcmmmmmmmmm o
Has Stop Condition Occurred? YES Messages currently in buffer: 2

ELS Advanced>view all noscroll

[1] 10:52:10 GW.026: Mnt nt 0 int Eth/0
[2] 10:52:10 GW.026: Mnt nt 5 int Eth/1

Chapter 10. Using the Event Logging System (ELS) 143



This triggered the stop action.

144 MAS V3.4 Software User’s Guide



Chapter 11. Configuring and Monitoring the Event Logging
System (ELS)

This chapter describes how to configure events logged by ELS and how to use the
ELS commands. The information includes the following sections:

For more information on the Event Logging System and how to interpret ELS event

messages, refer to [Chapter 10. Using the Fvent | ogging System (EL S)” on pagd
23,

Accessing the ELS Configuration Environment

The ELS configuration environment is characterized by the ELS config> prompt.

Commands entered at this prompt are described EChapter 11._Configuring and
Monitoring the Event | agging System (ELSY,

To enter the ELS configuration environment:
1. Enter configuration .

The monitoring displays the Config> prompt. If the prompt does not appear,
press enter.

2. At the Config> prompt, enter the following command to access ELS:
event

The monitoring displays the ELS configuration prompt (ELS config>). Now, you
can enter ELS configuration commands.

To leave the ELS configuration environment, enter the exit command.

ELS Configuration Commands

[fahle 19 summarizes the ELS configuration commands. The remainder of this
section describes each one in detail. After accessing the ELS configuration
environment, you can enter ELS Configuration commands at the ELS Config>

prompt.

Table 15. ELS Configuration Command Summary

Command Function

? (Help) Displays all the commands available for this command level or lists the
%tions for specific commands (if available). See lGetting Help” on pagd

Add Adds an event to an existing group or creates a new group.

Advanced Places you in the advanced configuration environment in which you can
configure message buffering.

Clear Clears all ELS configuration information.

Default Resets the display or trap setting of an event, group, or subsystem.

Delete Deletes an event number from an existing group or deletes an entire
group.

Display Enables message display on the console monitor.

Filter Filter ELS messages based upon the net number.
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Add

Advanced

Clear

Default

Table 15. ELS Configuration Command Summary (continued)

Command Function

List Lists information on ELS settings and messages.

Nodisplay Disables message display on the console.

Noremote Disables remote logging to a remote workstation.

Notrace Controls disablement of packet trace events.

Notrap Keeps messages from being sent out in SNMP traps.

Remote Allows messages to be logged to a remote workstation.

Set Sets the pin parameter and the timestamp feature options.

Trace Controls enablement of packet trace events.

Trap Allows messages to be sent to a network management workstation in
SNMP traps.

View Allows viewing of traced packets.

Exit Returns you to the previous command level. See EExiting a | ower | evel

Use the add command to add an individual event to an existing group or to create
a new group. Group names must start with a letter and are case sensitive. You
cannot append an entire subsystem to a group.

Syntax:

add group_name subsystem.event_number

Note: If the specified group does not exist, the following prompt asks you to
confirm the creation of a new group:

Group not found. Create new group? (yes or no)

Use the advanced command to enter the advanced configuration environment. In
this environment you configure message buffering.

Syntax:

advanced

Use the clear command to clear all of the ELS configuration information.

Syntax:
clear

Example:

clear

You are about to clear all ELS configuration information
Are you sure you want to do this (Yes or No):

Resets the display or trap setting of an event, group, or subsystem back to a
disabled state.

Syntax:
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default display
trap

remote
display eventor group or subsystem
Controls the output of the display of messages to the monitoring.
trap event or group or subsystem
Controls the generation of traps to the network management station.
remote event or group or subsystem
Controls the generation of traps to the remote station.

Delete

Use the delete command to delete an event number from an existing group or to
delete the entire group. If the specified event is the last event to be deleted in a
group, you will be notified. If all is specified instead of subsystem.event_number, a
prompt asks you to confirm the deletion of the entire group.

Syntax:

delete group_name subsystem.event_number

Display
Use the display command to enable message displaying on the monitoring monitor
for specific events, a range of events for a subsystem, groups, or subsystems.

Syntax:

display event. ..
group . . .
range . . .
subsystem . . .

event subsystem.event#
Displays messages of the specified event (subsystem.event?).

group groupname
Displays messages of a specified group (groupname).

range subsystemname first_event_number last_event_number

Where first_event_number is the number of the first event in the specified
event range, and last_event_number is the number of the last event in the
specified event range.

Displays a range of messages for the specified subsystem.
Example:

display range gw 19 22

Displays events gw.19, gw.20, gw.21, and gw.22.

subsystem subsystemname
Displays messages associated with the specified subsystem. To find out
which subsystems are on the device, type list subsystems .

Note: Although ELS supports all subsystems on the device, not all devices
support all subsystems. See Event Logging System Messages Guide
for a list of currently supported subsystems.
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Filter

List

Use the filter command to access the filter configuration command environment.

See [ELS Net Filter Configuration Commands” on page 160 for complete command

details.

Syntax:

filter net

Use the list command to get updated information regarding ELS settings and
listings of selected messages.
Syntax:
list all
filter-status
groups
pin
remote-log status
status
subsystem . . .
subsystems all
trace-status
all Lists information from all the list categories.

filter-status
Lists ELS net number filters.

groups
Lists the user-defined group names and contents.

pin Lists the current number of ELS event messages sent in SNMP traps (per
second).

remote-log status
Lists the current values of remote logging options.

Example:

list r

Remote Logging is ON
Source IP Address = 192.67.38.2
Remote Log IP Address = 192.9.200.1
Default Syslog Facility = LOG_DAEMON
Default Syslog Priority Level = LOG_CRIT
Number of Messages in Remote Log = 256
Remote Logging Local ID = MYHOSTNAME
status Lists the subsystems, groups, and events that have been modified by the
display , nodisplay , trap, notrap , trace, notrace , remote , and noremote

commands.

Example:

list status

Subsystem: TKR

Disp Levels: STANDARD
Trap levels: none
Trace levels: none
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Remote levels: ERROR INFO TRACE
Syslog Facility/Level: LOG_USER LOG_INFO

Group Disp Trap Trace Remote
Mygroup Unset Unset Unset On
Syslog Facilty/Level: LOG_DAEMON LOG_CRIT

Event Disp Trap Trace Remote

IP.007 Unset Unset Unset On
Syslog Facility/Level: LOG_CRON LOG_NOTICE

Note: Not only is remote logging enabled, but the display includes the
Syslog Facility/Level values for each subsystem, group, and event.
Ranges of events are listed as individual events.

subsystem
Lists names, events, and descriptions of all subsystems.

(Example output from a list subsystem command can be found beginning
on page J)

subsystem subsystem
Lists all events in a specified subsystem.

Example:

list subsystem gw

Event Level Message

GW.001 ALWAYS  Copyright 1984 Mass Institute of Technology
GW.002 ALWAYS  Portable CGW %s Rel %s strtd

GW.003 ALWAYS  Unus pkt Ten %d nt %d int %s/%d

GW.004 ALWAYS  Sys %s q adv alloc %d excd %d

GW. 005 ALWAYS  Bffrs: %d avail %d idle fair %d low %d
GW.006 C-INFO Pkt frm nt %d int %s/%d for uninit prt, disc
GW.007 C-INFO Ip err %x nt %d int %s/%d

GW.008 U-INFO Ip ovfl nt %d int %s/%d, disc

GW.009 UI-ERROR Nt dwn ip rstrt nt %d int %s/%d

GW.010 UI-ERROR Ip g len %d no ip buf nt %d int %s/%d
GW.011 U-INFO Op err %x hst %wo nt %d int %s/%d
GW.012 U-INFO Op err cnt excd hst %wo nt %d int %s/%d
GW.013 U-INFO Rtrns cnt excd hst %wo nt %d int %s/%d
GW.014 UI-ERROR Nt dwn op rstrt nt %d int %s/%d

GW.015 UI-ERROR Nt dwn to hst %wo nt %d int %s/%d
GW.016 U-INFO Op ovfl to hst %wo nt %d int %s/%d
GW.017 UE-ERROR Intfc hdw mssng nt %d int %s/%d

GW.018 U-TRACE ~ Strt nt s1f tst nt %d int %s/%d

GW.019 C-INFO STf tst nt %d int %s/%d

GW. 020 U-TRACE Nt pss s1f tst nt %d int %s/%d

GW.021 UE-ERROR Nt up nt %d int %s/%d

GW.022 U-TRACE Nt fld s1f tst nt %d int %s/%d

subsystems all
Lists all events in all subsystems.

trace-status
Displays information on the status of packet tracing, including configuration
and run-time information.

Example:

list trace-status

------------------------- Configuration ---------ccmmmmmmmmmeeo o
Trace Status:ON Wrap Mode:ON Decode Packets:ON HD Shadowing:ON

RAM Trace Buffer Size:100000 Maximum Trace Buffer File Size:10000000
Max Packet Bytes Trace:256 Default Packet Bytes Traced:100

Trace File Record Size:2048 Stop Trace Event: TCP.013

Maximum Hours to HD Shadow: 1

Nodisplay
Use the nodisplay command to select and turn off messages displaying on the
console.
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Syntax:

nodisplay event. . .
group . . .
range . . .
subsystem . . .

event subsystem.event#
Suppresses the displaying of a specified event (subsystem.event#).

group groupname
Suppresses the displaying of messages that were previously added to the
specified group (groupname).

range subsystemname first_event_number last_event_number

Where first_event_number is the number of the first event in the specified
event range, and /last_event_number is the number of the last event of the
specified event range.

Suppresses the displaying of a range of messages for the specified
subsystem.

Example:
nodisplay range gw 19 22

Suppresses the display of events gw.19, gw.20, gw.21, and gw.22.

subsystem subsystemname
Suppresses the displaying of messages associated with the specified
subsystem.

Noremote

Use the noremote command to suppress the logging of events to a remote
workstation based on event number, group, range of events, or subsystem.

Note: With the noremote command, there is usually no need to specify a
syslog_facility and syslog level, such as there is with the remote command.
However, for noremote subsystem command, there exists the option of
selectively suppressing specific message levels (for example, “error” only or
“trace” only) rather than turning them all off. (If you do not specify any
particular message level, “all” is assumed). Additionally, with the noremote
subsystem command, you can set a syslog facility and syslog _level for any
remaining message levels that have not been turned off.

Syntax:

noremote event . ..
group . . .
range . . .
subsystem . . .

event subsystem.event#
Suppresses the remote logging of messages for the specified event.

group group.name
Suppresses the remote logging of messages that were previously added to
the specified group (group.name).
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range subsystemname first_event_number last_event_number

Where first_event_number is the number of the first event in the specified
event range, and last_event_number is the number of the last event of the
specified event range.

Suppresses the remote logging of a range of messages for the specified
subsystem.

Example:

noremote range gw 19 22

Suppresses the remote logging of events gw.019, gw.020, gw.021, and
gw.022

subsystem subsystem.name [syslog_facility syslog level]

Suppresses the remote logging of messages associated with the specified
subsystem (subsystem.name).

Example 1:

noremote subsystem tkr
Suppresses the remote logging of all “tkr” messages.

Example 2:

ELS config> noremote subsystem tkr info
ELS config> SYSLOG FACILITY[LOG_USER]?
ELS config> SYSLOG LEVEL[LOG_INFO]?

In this example, “LOG_USER” and “LOG_INFO” were the values last picked
for subsystem TKR. The command specified turns off the remote logging for
subsystem TKR only for messages coded for “info”. Because syslog facility
and syslog_level was not specified, the software prompts for syslog_facility
and syslog _level. If you enter another value at the prompts, that value will
replace syslog facility and syslog level for the remaining remote-logged
messages for the TKR subsystem.

Use the list all or list status commands to display what you have set with the
noremote and remote commands.

For more information about syslog facility and syslog level see [Remate” od

Disables packet trace for the specified event/range/subsystem/group.

Syntax:

notrace

event. ..
group . . .
range . . .

subsystem . . .

event subsystem.event#

Suppresses the sending of packet trace data for the specified event#

group groupname

Suppresses the sending of packet trace data that was previously added to
the specified group (groupname).
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range subsystemname first_event_number last_event_number

Where first_event_number is the number of the first event in the specified
event range, and last_event_number is the number of the last event of the
specified event range.

Disables the sending of packet trace data for a range of messages for the
specified subsystem.

Example:

trace range gw 19 22

Suppresses the sending of packet trace data for events gw.19, gw.20,
gw.21, and gw.22.

subsystem subsystemname
Suppresses the sending of packet trace data for the specified subsystem
(subsystemname).

Notrap

Use the notrap command to select and turn off messages so that they are no
longer sent to a network management workstation in SNMP traps.

Syntax:

notrap event. ..
group . . .
range . ..
subsystem . . .

event subsystem.event#
Suppresses the sending of the specified message in an SNMP trap
(subsystem.event#).

group groupname
Suppresses the sending of messages in SNMP traps that were previously
added to the specified group (groupname).

range subsystemname first_event_number last_event_number

Where first_event_number is the number of the first event in the specified
event range, and /last_event_number is the number of the last event of the
specified event range.

Suppresses the sending of messages for the events in the specified range
for the specified subsystem in SNMP traps.

Example:

notrap range gw 19 22

Suppresses the sending of messages for events gw.19, gw.20, gw.21, and
gw.22 in SNMP traps.

subsystem subsystemname
Suppresses the sending of messages in SNMP traps that are associated
with the specified subsystem.
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Use the remote command to select the events to be logged to a remote
workstation by event number, range of events, group, or subsystem.

Syntax:

remote event. ..
range . . .
group . . .
subsystem . . .

event subsystem.event# syslog_facility syslog_level

Causes the specified event to be logged remotely. Syslog facility and level
values are used by the syslog daemon in the remote workstation to
determine where to log the messages. This value overrides the default
values that are set with the set facility and set level commands.
syslog_facility

log_auth

log_authpriv

log_cron

log_daemon

log_kern

log_lpr

log_mail

log_news

log_syslog

log_user

log_uucp

log_local0-7

syslog_level
log_emerg
log_alert
log_crit
log_err
log_warning
log_notice
log_info
log_debug

These values do NOT have any particular association with any daemons on
the IBM 2216. They are merely identifiers which are used by the syslog
daemon on the remote workstation.

range subsystemname first_event_number last_event_number syslog _facility
syslog_level

Where first_event_number is the number of the first event in the specified
event range, and last_event_number is the number of the last event of the
specified event range.
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Set

Causes the events in the specified range for the specified subsystem to be
remotely logged based on the syslog facility and syslog level values. See

Example:

remote range gw 19 22 log_user log_info

Causes the event gw.19, gw.20, gw.21, and gw.22 to be logged remotely on
the syslog facility value of log_user and the syslog level value of log_info.

group group.name syslog_facility syslog_level

Allows events belonging to the specified group to be logged remotely based
on the syslog facility and syslog level values. See L

subsystem subsystem.name message_level syslog facility syslog level

Where subsystem.name is the name of the subsystem and message_level
is the level of messages selected in the subsystem.

Causes the events within the specified subsystem.name whose
message_level agrees with the specified message level to be logged
remotely at the files based on the syslog facility and syslog level values.

See [the remote event command” on page 153.

Message level is a value such as “ALL,” “ERROR,” “INFO,” or “TRACE".
See [Logging | evel” on page 129. The value specified in the remote
command must agree with the value as coded on the particular event within
the subsystem, or that event within the subsystem will not be remotely
logged.

Example:

remote subsystem ETH all log_user log_info

In the above example, all messages in subsystem ETH (“all” includes any
messages coded for “error,” “info,” or “trace”) will be logged remotely based
on log_user and log_info values at the remote host.

Use the list all or list status commands to display what you have set with the
noremote and remote commands.

Use the set command to set the maximum number of tags per second, the
timestamp feature, or to set tracing options.

Syntax:

§et

pin. ..
remote-logging . . .
timestamp . . .

Hace N

pin max_traps

Use the set pin command to set the pin parameter to the maximum
number of traps that can be sent on a per-second basis. Internally, the pin
resets every tenth of a second. (One tenth of the number (max_traps) is
sent every tenth of a second.)

154 MAS V3.4 Software User's Guide



remote-logging

ELS Configuration Commands (Talk 6)

Use the set remote-logging command to configure remote logging options.
When these options are configured from the monitoring environment, the
changes take effect immediately, and return to their previously configured
settings when the device is rebooted.

Syntax:

set remote-logging on
off
facility . . .
level . ..
no-msgs

on

off

facility

level

remote_ip_addr . . .
source_ip_addr ...
local_id

Turns remote logging on. Remote logging is now enabled to allow
any messages selected by the remote command to be actively
logged.

Turns remote logging off. All messages selected by the 'remote’
command will be prevented from being logged.

Specifies a value that, in combination with the /evel value, is used
by the syslog daemon in the remote workstation to determine where
to log messages. This value is used for all remotely-logged ELS
messages unless you specify a different value for a particular ELS
event, range, group, or subsystem with the remote command.
These are all possible syslog facility values:

log_auth

log_authpriv

log_cron

log_daemon

log_kern

log_lpr

log_mail

log_news

log_syslog

log_user

log_uucp

log_local0-7
Specifies a value that, in conjunction with the facility value, is used
by the syslog daemon in the remote workstation to determine where
to log messages. This value is used for all remotely-logged ELS
messages unless you specify a different value for a particular ELS
event, range, group, or subsystem with the remote command.
These are all possible syslog level values:

log_emerg

log_alert

log_crit

log_err

Chapter 11. Configuring and Monitoring the Event Logging System (ELS) 155



ELS Configuration Commands (Talk 6)

log_warning
log_notice
log_info
log_debug

no-msgs
Specifies the number of messages in the buffer for the remote log
before log wraps.

remote_ip_addr
This is an ip address of the form xxx.xxx.xxx.xxx where xxx can be
any integer 0 to 255. It represents the ip address of the remote host
where the log files reside.

source_ip_addr
This is an ip address of the form xxx.xxx.xxx.xxx where xxx can be
any integer 0 to 255.

You should use an IP address that is configured in the 2216 for
easier identification when the IP address or the hosthame is shown
in the remotely-logged ELS message. You should also verify that
this IP address is quickly resolved to a hosthame by the name
server, or at least that the name server responds quickly with
“address not found.”

To determine that the IP address resolves properly enter the host
command on your workstation as shown:
workstation>host 5.1.1.1

host: address 5.1.1.1 NOT FOUND
workstation>

If the response takes more than 1 second, select an IP address that
resolves more quickly.

local_id
This is any character string of up to 32 characters, which is
included in the logged message at the remote file and can help
identify which machine logged the message.

timestamp [timeofday or uptime or off]

trace

Allows you to turn on message timestamping so that either the time of day
or uptime (number of hours, minutes, and seconds, but no date, since the

device was last initialized) appears next to each message. Set timestamp

can also be turned off.

Use the set timestamp command to enable one of the following timestamp
options.

timeofday
Adds an HH:MM:SS prefix to each ELS message indicating the
time of the occurrence during a 24-hour day.

uptime
Adds an HH:MM:SS prefix to each ELS message indicating the
time of the occurrence during a 100-hour cycle. After 100 hours of

uptime, the uptime counter returns to zero to begin another
100-hour cycle.

off Turns off the ELS timestamp prefix.

Use the set trace command to configure tracing options. If you configure
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tracing options from the monitoring environment, the changes take effect
immediately. They return to their previously configured settings when the
device is rebooted.

Note: Tracing should be used only under the direction of trained support
personnel. Tracing, especially when used with disk-shadowing
enabled, uses device resources and can impact overall performance
and throughput.

Syntax:

set trace decode
default-bytes-per-pkt
disk-shadowing
max-bytes-per-pkt
memory-trace-buffer-size
off
on
reset
stop-event
wrap-mode

decode off/on
Turns packet decoding on or off. Packet decoding is not supported
by all components.

default-bytes-per-pkt  bytes
Sets the default number of bytes traced. This value is used if a
value is not specified by the component doing the tracing.

disk-shadowing [[off or on] or record-size or time-limit or delete-file or
max-file-size]
Turns disk shadowing on or off, sets the maximum trace file size, or
sets the maximum time for disk-shadowing traces.

[off or on]
Turns disk shadowing on or off. If disk shadowing is
enabled, trace records are copied to the hard disk. Once a
traced record is copied to the hard disk, it can no longer be
viewed from the monitoring.

Note: Disk shadowing should be set to OFF whenever the
WRITE, TFTP software, RETRIEVE system dump, or
COPY software commands are issued.

disk-shadowing delete-file
Deletes the trace file.

disk-shadowing max-file-size ~ Mbytes
Sets the maximum file size for the trace file.

Valid Values : 1 MB to 16 MB
Default Value : 10

disk-shadowing record-size  bytes
Sets the record size for trace file records:

Valid Values 1024, 2048, or 4096 bytes
Default 2048 hytes
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Notes:

1. If a trace file already exists, “Cannot change Record
Size without first deleting the existing Trace File” is
displayed and record size is not changed.

2. If you configure a record size and a trace file already
exists, the trace will use the record size of the existing
file.

disk-shadowing time-limit  hours
Sets the maximum time for disk-shadowing of traces:

Valid Values 1 - 72 hours
Default 24 hours
Note: Disk shadowing stops (tracing continues) after this

time has elapsed. The actual time is reset to 0 when
disk shadowing is turned on again.

max-bytes-per-pkt bytes

Sets the maximum number of bytes traced for each packet.

memory-trace-buffer-size  bytes

off
on

reset

Sets the size, in bytes, of the RAM trace buffer.
Valid Values: 0, =10,000

Default Value: 0

Disables packet tracing.

Enables packet tracing.

Clears the trace buffer and resets all associated counters.

stop-event event id

Stops tracing when an event (event id) occurs. Enter either an ELS
event id (for example: TCP.013) or “None”. “None” is the default.
Tracing stops only if the display of the particular ELS event is
enabled.

When a stop-event occurs, an entry is written to the trace buffer.
The view command for this trace entry will display “Tracing stopped
due to ELS Event Id: TCP.013".

After tracing stops due to a stop-event, you must re-enable tracing
with the set trace on command. (A restart will also re-enable
tracing if enabled from the ELS Config> prompt.)

wrap-mode [off or on]

Trace

Turns the trace buffer wrap mode on or off. If wrap mode is on and
the trace buffer is full, previous trace records will be overwritten by
new trace records as necessary to continue tracing.

Enables packet trace for the specified event/range/subsystem/group. When the
trace command is used from the ELS Config> prompt, the changes become part of
the configuration, and a reboot is required to activate the changes.

Syntax:

trace
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group . . .

range . . .
subsystem . . .

event subsystem.event#
Causes the specified trace event (subsystem.event#) to be displayed on the
system monitoring.

group groupname
Allows trace events that were previously added to the specified group to be
displayed on the device monitoring.

range subsystemname first_event_number last_event_number

Where first_event_number is the number of the first event in the specified
event range, and last_event_number is the number of the last event of the
specified event range.

Causes the trace events in the specified range for the specified subsystem
to be displayed on the system monitoring.

Example:

trace range gw 19 22

Causes the trace events gw.19, gw.20, gw.21, and gw.22 to be displayed on
the system monitoring.

subsystem subsystemname
Allows trace events associated with the specified subsystem to be
displayed on the device monitoring.

Use the trap command to select the message to be sent to the remote SNMP
network management workstation. A remote SNMP network management
workstation is an IP host in the network acting as an SNMP manager.

Syntax:

trap event . ..
group . . .
range . . .
subsystem . . .

event subsystem.event#
Causes the specified message (subsystem.event#) to be sent to a network
management workstation in an SNMP trap.

group groupname
Allows messages that were previously added to the specified group to be
sent to a network management workstation in an SNMP trap.

range subsystemname first_event_number last_event_number

Where first_event_number is the number of the first event in the specified
event range, and last_event_number is the number of the last event of the
specified event range.
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Causes the messages that are in the specified range for the specified
subsystem to be sent to a network management workstation in an SNMP
trap.

Example:
trap range gw 19 22

Causes the messages in events gw.19, gw.20, gw.21, and gw.22 to be sent
to a network management workstation in an SNMP trap.

subsystem subsystemname
Allows messages associated with the specified subsystem to be sent to a
management station in an SNMP trap.

Note: Messages for the IP, ICMP, ARP and UDP subsystems cannot be
sent in SNMP traps because these areas are or may be used in the
process of sending the SNMP trap. This could lead to an infinite loop
of traffic putting an undue strain on the device.

ELS Net Filter Configuration Commands

ELS net filters give you the capability of looking only at ELS messages with certain
net numbers and discarding other ELS messages.

When you create a filter, you specify the subsystem, event, or range of events to
which the filter applies. You also specify the queue (for example, “DISPLAY”,
“TRAP”, “TRACE", or “REMOTE-LOGGING"). Finally, you specify the net number
(or range of net numbers) that you want to filter.

When you enable the filter, messages that have been turned on by the ELS
commands are subject to filtering. The filter allows only messages with the specified
net numbers. The filter causes the device to discard messages that do not contain
the specified net numbers.

By reducing the number of ELS messages sent, you can more easily locate
messages for the interfaces in which you are interested.

This section describes the commands to configure the ELS net filters. To configure
these filters, enter the filter net command at the ELS> prompt. Then, enter the
configuration commands at the ELS Filter net> prompt.

Table 16. ELS Net Filter Configuration Commands

Command Function

? (Help) Displays all the commands available for this command level or lists the
options for specific commands (if available). See LGetting Help” on pagd
bd.

Create Creates a filter and assigns it a number. A maximum of 64 filters is
allowed.

Delete Deletes a specified filter number or all filters.

Disable Disables a specified filter number or all filters.

Enable Enables a specified filter number or all filters.

List Lists a specified filter number or all filters.

Exit Returns you to the previous command level. See EExiting a | awer | evel
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Create
Use the create command to create an ELS net filter.
Syntax:
create queue event event_name net#_start net#_end
range event_range net#_start net#_end
subsystem subsystem_name net#_start net#_end
queue The queue for which you are setting the filter. The valid queues are:
Display
Trace

Trap
Remote

event event_name net#_start net#_end
Specifies the event and net numbers that you are filtering.

If you specify net# start and net# end as the same number, you are
filtering on a single net number.

The command create trap event GW.009 2 10 filters traps for message
GW.009 for net numbers 2 through 10.

range event range net#_start net#_end
Specifies the range of ELS messages and net numbers that you are
filtering.

If you specify net# start and net# _end as the same number, you are
filtering on a single net number.

The command create remote range ipx 19 22 3 6 filters all ipx messages
beginning with IPX.019 and ending with IPX.022 for net numbers 3 through
6 for remote logging.

subsystem subsystem_name net#_start net# _end
Specifies the subsystem and net numbers that you are filtering.

If you specify net# start and net# _end as the same number, you are
filtering on a single net number.

The command create display subsys ip 1 1, filters all ELS messages for
the ip subsystem that contain net number 1 to the display. All other ip
subsystem messages are discarded.

Delete
Use the delete command to delete a specific ELS filter or all ELS filters.
Syntax:
delete all
filter filter#
all Deletes all currently configured filters.

filter filter#
Deletes the filter specified by filter#. Use the list command to obtain the
number for the filter you want to delete.
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Disable
Use the disable command to disable a specific ELS filter or all ELS filters.

Syntax:
disable all
filter filter#
all Disables all currently configured filters.

filter filter#
Disables the filter specified by filter# Use the list command to obtain the
number for the filter you want to disable.

Enable
Use the enable command to enable a specific ELS filter or all ELS filters.

Syntax:
enable all
filter filter#
all Enables all currently configured filters.

filter filter#
Enables the filter specified by filter#. Use the list command to obtain the
number for the filter you want to enable.

List
Use the list command to list a specific ELS filter or all ELS filters.
Syntax:
list all
filter filter#
all Lists all currently configured filters.

filter  Lists the filter specified by filter#.

ELS Message Buffering Configuration Commands
[able 17 describes the commands available at the ELS Config Advanced> prompt.

Table 17. ELS Message Buffering Configuration Commands

Command Function

? (Help) Displays all the commands available for this command level or lists
the oEtions for specific commands (if available). See

List Displays the configuration settings for message buffering.

Log Enables logging of selected messages to the message buffer.

Nolog Turns off logging of selected messages to the message buffer.

Set Sets the size of the message buffer, the wrapping mode, whether
logging occurs, which event will end message buffering, and what
the system does when message buffering is stopped by an event.

Exit Returns you to the previous command level. See m
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List

Use the list command to list the ELS message buffering configuration.
Syntax:

list status

Example:

ELS Config Advanced> 1list status

—————————————————————————————————— Configuration-----=---—-—-—cmmmmmmmm -
Logging Status: OFF Wrap Mode: ON Logging Buffer Size: 8500  Kbytes
Stop-Event: APPN.2 Stop-String: netdn for intf 6

Additional Stop-Action: NONE

See Set” on page 164 for a description of the commands that change the values in
the display.

Log
Use the log command to select which messages will be logged to the message
buffer.

Syntax:

log event
group
range
subsystem

event subsystem.event#
Causes the specified message (subsystem.event#) to be logged to the
message buffer.

group groupname
Allows messages that were previously added to the specified group to be
logged to the message buffer.

range subsystemname first_event_number last_event_number

Where first_event_number is the number of the first event in the specified
event range, and last_event_number is the number of the last event of the
specified event range.

Causes the messages that are in the specified range for the specified
subsystem to be logged to the message buffer.

Example:

log range gw 19 22

Causes the messages in events gw.19, gw.20, gw.21, and gw.22 to be
logged to the message buffer.

subsystem subsystemname
Allows messages associated with the specified subsystem to be logged to
the message buffer.

Nolog
Use the nolog command to remove messages from the defined list of messages
that are logged to the message buffer.

Syntax:
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nolog event
group
range
subsystem

event subsystem.event#
Causes the specified message (subsystem.event#) not to be logged to the
message buffer.

group groupname
Allows messages that were previously added to the specified group not to
be logged to the message buffer.

range subsystemname first_event_number last_event_number

Where first_event_number is the number of the first event in the specified
event range, and /last_event_number is the number of the last event of the
specified event range.

Causes the messages that are in the specified range for the specified
subsystem not to be logged to the message buffer.

Example:

log range gw 19 22

Causes the messages in events gw.19, gw.20, gw.21, and gw.22 not to be
logged to the message buffer.

subsystem subsystemname
Allows messages associated with the specified subsystem not to be logged
to the message buffer.

Set
Use the set command to configure various ELS message buffering options.
Syntax:
set buffer-size Kbytes
logging [on or off]
stop action . . .

stop event subsystem.event#
stop string text
wrap on or off]

buffer-size Kbytes
Specifies the size, in kilobytes, of the message buffer that the system
should allocate. The mem command displays this memory as Never Alloc.
Setting this value too high could prevent the device from operating correctly
after a reboot because of insufficient memory for protocols and features.

Valid values: 0 KB to 60% of the memory available on the device.

Default value: 0 (no message buffering)

Note: You must allocate a buffer with this command before you can set
logging on.
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logging [on or off]
Specifies whether message buffering will occur. This command will not take
affect until you allocate a buffer using the set buffer-size command. The
default is off.

stop action [appn-dump  or disk-offload or none or system-dump]
Specifies the additional action the system takes when the “stop event” (and
if specified, the “stop string”) occurs. The actions are:

appn-dump
Dumps the APPN protocaol, if it is active. The APPN dump will
indicate that the dump was taken as the result of a stop action.

disk-offload
Writes a formatted version of the buffer to a file on the hard drive .
If the file already exists, the new file replaces it. You can then use
the tftp file monitoring command to send the file to a remote host.

none No other action is taken after logging stops.

system-dump
Dumps the entire system. The system dump will indicate that the
dump was taken as the result of a stop action.

Default value: none

stop event [ subsystem.event# or none]
Specifies the event (subsystem.event#) that stops logging. If you have
specified a stop string, the text in the stop string must also match. When
the stop event occurs:
1. If NO stop action has been specified (a value of none), the next five
ELS messages are logged. However, if a stop action (a value other than
none) has been specified, no additional ELS messages get logged.

2. Logging stops.
3. The system performs the specified “stop action.”

Logging remains stopped until the next time you issue the set logging on
command or reboot the device.

If you do not specify the stop event when you enter the command, the
system prompts you to enter the stop event. Specifying none disables the
stop event function.

Default value: none

stop string text or none
Specifies the string to be used in conjunction with the “stop event” to stop
logging. If you have not specified a stop event, the system ignores the “stop
string.”

Text can be any ASCII string up to 32 characters in length. If you do not
specify text when you enter the command, the system will prompt you for
the string. Entering none clears the “stop string.”

Default value: none

wrap [on or off]
Specifies whether to stop the log when the buffer is full (off) or to log the
new messages at the beginning of the buffer (on).

Default value: on
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Entering and Exiting the ELS Operating Environment

The ELS monitoring environment (available from the GWCON process) is
characterized by the ELS> prompt. Commands entered at this prompt modify the
current ELS parameter settings. These commands are described

To enter the ELS monitoring environment from OPCON:
1. Enter the console command.

* console

The monitoring displays the GWCON prompt (+). If the prompt does not appear
when you first enter GWCON, press enter .

2. At the GWCON prompt, enter the following command to access ELS:

+ event

The monitoring displays the ELS monitoring prompt (ELS>). Now, you can enter
ELS monitoring commands.

To leave the ELS monitoring environment, enter the exit command.

ELS Monitoring Commands

This section summarizes and then explains all the ELS monitoring commands. After
accessing the ELS Monitoring environment, you can enter ELS monitoring
commands at the ELS> prompt.

Table 18. ELS Monitoring Command Summary

Packet-trace

Remote
Remove
Restore
Retrieve
Save
Set
Statistics
Trace

Command Function

? (Help) Displays all the commands available for this command level or lists
the options for specific commands (if available). See

Advanced Places you in the advanced configuration environment in which you
can configure message buffering.

Clear Resets to zero the counts of messages associated with specified
events, groups, or subsystems.

Display Enables message display on the console.

Exit Exits the ELS console process and returns the user to GWCON.

Filter Filter ELS messages based upon the net number.

List Lists information on ELS settings and messages.

Nodisplay Disables message display on the console.

Noremote Disables remote logging to file at remote workstation.

Notrace Disables trace event display on the console.

Notrap Keeps messages from being sent out in SNMP traps to the network

management workstation.

Provides an enhanced central environment for setting and listing
active packet tracing parameters.

Allows messages to be logged at a file on a remote workstation.
Frees up memory by erasing stored information.

Clears current settings and reloads initial ELS configuration.
Reloads the saved ELS configuration.

Stores the current configuration.

Sets the pin parameter and the timestamp feature.

Displays available subsystems and pertinent statistics.

Enables trace event display on the console.
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Table 18. ELS Monitoring Command Summary (continued)

Command Function

Trap Allows messages to be sent to a network management workstation
in SNMP traps.

View Allows viewing of traced packets.

Exit Returns you to the previous command level. See W

Use the advanced command to enter the advanced monitoring environment. In this
environment you change message buffering operation.

Syntax:

advanced

Use the clear command to reset to zero the counts of the display, trace, trap, or
remote commands as they relate to specific events, groups or subsystems.

Syntax:

clear event. ..
group . . .
subsystem . . .

event subsystem. event#
Resets the count of events to zero for displaying, trapping, tracing or
remote logging of the specified event (subsystem.event?).

group group.name
Resets the count of events to zero for displaying, trapping, tracing or
remote logging of the specified group (group.name).

subsystem subsystem.name
Resets the count of events to zero for displaying, trapping, tracing or
remote logging of the specified subsystem (subsystem.name).

Use the display command to enable the message display on the monitoring monitor
for specific events.

Syntax:

display event. ..
group . . .
range . . .
subsystem . . .

event subsystem.event#
Displays messages for the specified event (subsystem.event#).

group groupname
Displays messages of a specified group (groupname).

range subsystemname first_event_number last_event_number
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Where first_event_number is the number of the first event in the specified
event range, and last_event _number is the number of the last event in the
specified event range.

Displays a range of messages for the specified subsystem.

Example:
display range gw 19 22

Displays events gw.19, gw.20, gw.21, and gw.22.

subsystem subsystem.name
Displays any messages associated with the specified subsystem (logging
level). If you do not specify a logging level, all messages for that subsystem
are turned on.

Files Trace TFTP

Use the files trace tftp command to retrieve trace files from the subdirectory
associated with:

* The currently active bank (bank A or bank B on the hard disk)

* Bank A on the hard disk

* Bank B on the hard disk

* The trace file stored in the Network Subdirectory (if there is no active bank)

Syntax:

files trace tftp active-bank ...
bank-a ...
bank-b ...
net-subdir ...

You are prompted for the remote server IP address and the remote path/file name.

active-bank
Retrieves the traces file from the currently active bank

bank-a
Retrieves the trace file from bank A

bank-b
Retrieves the trace file from bank B

net-subdir
Retrieves the trace file stored in the Network Subdirectory (if there is no
active bank)

Filter

Use the filter command to access the filter configuration command environment.

See LELS Net Filter Monitoring Commands” an page 184 for complete command

details.

Syntax:

filter net
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Use the list command to get updated information regarding ELS settings and to get
listings of selected messages.

Syntax:

list

all

active . . .

all

event. ..
filter-status
groups . . .

pin

remote-log status
subsystem . . .
trace-status

Lists all subsystems, defined groups, enabled subsystems, enabled events,
and pins.

active subsystem.name

Displays the events that are active for a specific subsystem or have
non-zero message counts.

Example:

list active ip

Event Active Count Message

IP.007 2874 %I -> %1

1P.022 13 add nt %I int %I nt %n int %s/%d
IP.036 2874 rcv pkt prt %d frm %I

IP.058 23 del nt %I rt via %I nt %n int %s/%d
IP.068 D 37 routing cache cleared

D=Display on T=Trap on P=Packet Trace on F=Filter on R=Remote Logging on
A=Advanced on

If Remote logging is turned on, those events displayed as active for a
subsystem will have an “R” next to their name.

event subsystem.event#

Displays the logging level, the message, and the count of the specified
event.

Example:
list event ip.007

Level: p-TRACE
Message: source_ip_address -> destination_ip_address
Active: Count: 84182

If Remote-logging had been activated for this event, and the syslog facility
and syslog level values were log_daemon and log_crit, the last lines would
look like:

Active: R count:84182
Syslog Facility: Tog_daemon Syslog Level: log_crit

filter-status

Lists ELS net number filters.
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groups group.name

pin

Displays the user-defined group names.

Lists the current number of ELS event messages sent per second in SNMP
traps. This is a threshold value that can be used to reduce the amount of
SNMP trap traffic.

Example:
list pin

Pin: 100 events/second

remote-log status

Lists the current values of the remote logging options set in the set
remote-logging command.

Example:

list r

Remote Logging is On

Source Ip Address = 192.9.200.8

Remote Log IP Address = 192.9.200.1
Default Syslog Facility = LOG_USER
Default Syslog Priority Level = LOG_INFO
Number of Messages in Remote Log = 256
Remote Logging Local ID = SPHINX

subsystem subsystem.name

Lists event names, the total number of events that have occurred, and their
descriptions.

Note: Although ELS supports all subsystems on the device, not all devices
support all subsystems. See ELS Messages for a list of currently
supported subsystems.

subsystem subsystem.name

Lists all events, logging levels, and messages for the specified subsystem.

Example:
list subsystem eth

Event Level Message

ETH.001 P-TRACE brd rcv unkwn type packet_type source_Ethernet_address ->
destination_Ethernet_address nt network

ETH.002 UE-ERROR  rcv unkwn typ packet_type source_Ethernet_address ->
destination_Ethernet_address nt network

ETH.010 C-INFO LLC unk SAP DSAP source_Ethernet_address ->
destination_Ethernet_address nt network

subsystem all

Lists all events, logging levels, and messages for every event that has
occurred on the device.

trace-status

Displays information on the status of packet tracing, including configuration
and run-time information.

Example:

list trace-status

------------------------- Configuration ------=-——cmmmmmmmmmmmo -
Trace Status:ON Wrap Mode:ON Decode Packets:ON HD Shadowing:ON

RAM Trace Buffer Size:100000 Maximum Trace Buffer File Size:10000000
Max Packet Bytes Trace:256 Default Packet Bytes Traced:100

Trace File Record Size:2048 Stop Trace Event: TCP.013

Maximum Hours to HD Shadow: 1

------------------------ Run-time Status -----=----mmmmmmmmmmo oo
Packets in RAM Trace Buffer:1  Free Trace Buffer Memory:99958

Trace Errors:0 First Packet:1 Last Packet:1

Trace Records Stored on HD:8 Trace Buffer File Size:16560
HD-Shadowing Time Exceeded? NO Elapsed Time: O hr, 0 min, 10 sec
Has Stop Trace Event Occurred? NO
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* “Trace Status” in the LIST TRACE-STATUS display will indicate OFF
when STOP-ON-EVENT action occurs.

* “HD Shadowing” in the LIST TRACE-STATUS display will indicate OFF
when STOP-ON-EVENT action occurs or when Time Limit is exceeded.

* “Trace Buffer File Size” will display <wrapped> when a wraparound has
occurred in the trace file.

 If disk-shadowing time limit is exceeded, but there has not been a trace
record written since the time expired, then “ HD-Shadowing Time
Exceeded? NO < Next trace will turn it OFF>" will be displayed. When
the next trace record has been written, then “HD-Shadowing Time
Exceeded? YES” will be displayed.

ELS Config>LIST TRACE command under talk 6 displays information
similar to the following:

------------------------- Configuration ------=---cmmmmmmmmmem o
Trace Status:ON Wrap Mode:ON Decode Packets:ON HD Shadowing:ON

RAM Trace Buffer Size:100000 Maximum Trace Buffer File Size:10000000
Max Packet Bytes Trace:256 Default Packet Bytes Traced:100

Trace File Record Size:2048 Stop Trace Event: TCP.013

Maximum Hours to HD Shadow: 1

Nodisplay
Use the nodisplay command to select and turn off messages displaying on the
console.
Syntax:
nodisplay event. ..
group . . .
range . . .
subsystem . . .

event subsystem.event#
Suppresses the displaying of messages for the specified event.

group group.name
Suppresses the displaying of messages that were previously added to the
specified group (group.name).

range subsystemname first_event_number last_event_number

Where first_event_number is the number of the first event in the specified
event range, and last_event_number is the number of the last event of the
specified event range.

Suppresses the displaying of a range of messages for the specified
subsystem.

Example:
nodisplay range gw 19 22
Suppresses the display of events gw.19, gw.20, gw.21, and gw.22.

subsystem subsystem.name
Suppresses the displaying of messages associated with the specified
subsystem (logging level).
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Noremote

Notrace

Use the noremote command to select and turn off messages logging to a remote
workstation.

Syntax:

noremote event. ..
group . . .
range . . .
subsystem . . .

event subsystem.event#
Suppresses the remote logging of messages for the specified event.

group group.name
Suppresses the remote logging of messages that were previously added to
the specified group (group.name).

range subsystemname first_event_number last_event_number

Where first_event_number is the number of the first event in the specified
event range, and last_event_number is the number of the last event of the
specified event range.

Suppresses the remote logging of a range of messages for the specified
subsystem.

Example:
noremote range gw 19 22
Suppresses the remote logging of events gw.19, gw.20, gw.21, and g.22

subsystem subsystem.name
Suppresses the remote logging of messages associated with the specified
subsystem (logging level).
Example:

noremote subsystem tkr

Note: With noremote, there is no need to specify a Syslog Facility and
Level, such as there is with Remote.

Use the list event and list active commands to verify what you set with the
remote and noremote commands.

Use the notrace command to stop display of selected trace events at the
monitoring.

Syntax:

notrace event. ..
group . . .
range . . .
subsystem . . .
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event subsystem.event#
Suppresses the display of the specified tracing event.

group groupname
Suppresses the display of tracing events related to the specified group
(groupname).

range subsystemname first_event_number last_event_number

Where first_event_number is the number of the first event in the specified
event range, and last_event _number is the number of the last event of the
specified event range.

Disables the sending of packet trace data for a range of messages for the
specified subsystem.

Example:

notrace range gw 19 22

Suppresses the sending of packet trace data for events gw.19, gw.20,
gw.21, and gw.22.

subsystem subsystemname [logging-level]
Suppresses the display of tracing events that are associated with the
specified subsystem and logging level. If you do not specify a logging-level
you suppress tracing for all logging levels for the subsystem.

Example:
notrace subsystem frl error

notrace subsystem frl

Notrap

Use the notrap command to select and turn off messages so that they are no
longer sent to a network management workstation in SNMP traps.

Syntax:

notrap event. . .
group . . .
range . . .
subsystem . . .

event subsystem.event#
Suppresses the sending of the specified message in an SNMP trap
(subsystem.event?).

group groupname
Suppresses the sending of messages in SNMP traps that were previously
added to the specified group (groupname).

range subsystemname first_event_number last_event_number

Where first_event_number is the number of the first event in the specified
event range, and last_event_number is the number of the last event of the
specified event range.

Suppresses the sending of messages for the events in the specified range
for the specified subsystem in SNMP traps.

Example:
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notrap range gw 19 22

Suppresses the sending of messages for events gw.19, gw.20, gw.21, and
gw.22 in SNMP traps.

subsystem subsystemname [logging-level]
Suppresses the sending of messages in SNMP traps that are associated
with the specified subsystem and logging level. If you do not specify a
logging-level you suppress trapping for all logging levels for the subsystem.

Example:

notrap subsystem eth error

Packet Trace

Use the packet-trace command to display/enable/disable packet tracing information
for various subsystems.

Syntax:

packet-trace

Use the Exit command when you are finished using Packet Trace.

For comglete command descriptions, see lPacket-trace Monitoring Commands” on

Remote

Use the remote command to select the events to be logged to a remote file by
event number, range of events, group, or subsystem.

Syntax:

remote event . ..
group . . .
range . . .
subsystem . . .

event subsystem.event# syslog _facility syslog level

Causes the specified event to be logged remotely. Syslog facility and level
values are used by the syslog daemon in the remote workstation to
determine where to log the messages. This value overrides the default
values that are set with the set facility and set level commands.
syslog_facility

log_auth

log_authpriv

log_cron

log_daemon

log_kern

log_lpr

log_mail

log_news

log_syslog

log_user
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log_uucp
log_local0-7

syslog_level
log_emerg
log_alert
log_crit
log_err
log_warning
log_notice
log_info
log_debug

These values do NOT have any particular association with any daemons on
the IBM 2216. They are merely identifiers which are used by the syslog
daemon on the remote workstation.

Example:
remote event gw.019 log_user log_info
group group.name syslog_facility syslog_level

Allows events belonging to the specified group to be logged remotely based
on the syslog facility and syslog_level values. See [the remate event

range subsystemname first_event_number last_event_number syslog_facility
syslog_level

Where first_event_number is the number of the first event in the specified
event range, and last_event_number is the number of the last event of the
specified event range.

Causes the events in the specified range for the specified subsystem to be
remotely logged based on the syslog facility and syslog_level. See kthd

Example:

remote range gw 19 22 log_user log_info

Causes the event gw.19, gw.20, gw.21, and gw.22 to be logged remotely to
the files specified by the syslog facility value of log_user and the
syslog_level value of log_info.

subsystem subsystem.name message_level syslog_facility syslog_level
Where subsystem.name is the name of the subsystem and message_level
is the level of messages selected in the subsystem.

Causes the events within the specified subsystem.name whose
message_level agrees with the specified message level to be logged
remotely based on the syslog facility and syslog_level. See Fthe rematd

Message level is a value such as ALL, ERROR, INFO, or TRACE. See

- . The value specified in the remote command
must agree with the value as coded on the particular event within the
subsystem, or that event within the subsystem will not be remotely logged.

Example:
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Remove

Restore

Retrieve

Save

Set

remote subsystem eth all log_user log_info

In the above example, all messages in subsystem TKR (“all” includes any
messages coded for “error,” “info,” or “trace”) will be logged remotely to files

specified by log_user and log_info at the remote host.

Use the list event and list active commands to verify what you set with the
remote and noremote commands.

Use the remove command to free up memory by erasing stored information. If you
have previously saved the current configuration with the save command, remove
allows you to erase the saved configuration.

Syntax:

remove

Use the restore command to clear all current settings (except counters) and reload
the initial ELS configuration. To retain the current settings, use the save command
before restoring the initial configuration.

Syntax:

restore

Use the retrieve command to reload the saved ELS configuration. If you have
previously saved the current configuration with the save command, use retrieve to
reload it. Retrieve does not erase the saved configuration after it executes. To
erase the saved configuration, use the remove command.

Syntax:

retrieve

Use the save command to store the current configuration (except counters). Save
does not affect the default configuration (the one you set with the configuration
commands). Use save after modifying the configuration with the monitoring
commands with the intention of saving this configuration over a restart. There can
be only one saved configuration at a time. To reload the saved configuration, use
the retrieve command.

Syntax:

save

Use the set command to set the maximum number of traps per second, to set the
timestamp feature, or to set the tracing options.

Syntax:

set pin . ..
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remote-logging . . .
timestamp . . .

trace . ..

pin Use the set pin command to set the pin parameter to the maximum
number of traps that can be sent on a per-second basis. Internally, the pin
resets every tenth of a second. (One tenth of the number max_traps is sent
every tenth of a second.)

remote-logging

Use the set remote-logging command to configure remote logging options.
When these options are configured from the monitoring environment, the
changes take effect immediately, and return to their previously configured
settings when the device is rebooted.

Syntax:

set remote-logging on

on

off

facility

off

facility . . .

level . . .

local_id
remote_ip_addr . . .
source_ip_addr ...

Turns remote logging on. Remote logging is now enabled to allow
any messages selected by the remote command to be actively
logged.

Turns remote logging off. All messages selected by the remote
command will be prevented from being logged.

Specifies a value that, in combination with the /level value, is used
by the syslog daemon in the remote workstation to determine where
to log messages. This value is used for all remotely-logged ELS
messages unless you specify a different value for a particular ELS
event, range, group, or subsystem with the remote command.
These are all possible syslog facility values:

log_auth

log_authpriv

log_cron

log_daemon

log_kern

log_lpr

log_mail

log_news

log_syslog

log_user

log_uucp

log_local0-7
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level

Specifies a value that, in conjunction with the facility value, is used
by the syslog daemon in the remote workstation to determine where
to log messages. This value is used for all remotely-logged ELS
messages unless you specify a different value for a particular ELS
event, range, group, or subsystem with the remote command.
These are all possible syslog level values:

log_emerg

log_alert

log_crit

log_err

log_warning

log_notice

log_info

log_debug

local_id

Specifies a 1-32 character identifier that appears in the remote
logging message that you can use to identify which machine logged
a particular message.

remote_ip_addr

This is an IP address of the remote host where the log files reside.

source_ip_addr

timestamp

Specifies the IP address of the machine that originated the
message that is being remotely-logged.

You should use an IP address that is configured in the 2216 for
easier identification when the IP address or the hostname is shown
in the remotely-logged ELS message. You should also verify that
this IP address is quickly resolved to a hostname by the name
server, or at least that the name server responds quickly with
“address not found.”

To determine that the IP address resolves properly enter the host
command on your workstation as shown:

workstation>host 5.1.1.1
host: address 5.1.1.1 NOT FOUND
workstation>

If the response takes more than 1 second, select an IP address that
resolves more quickly.

Allows you to turn on message timestamping so that either the time of day
or uptime (number of hours, minutes, and seconds, but no date, since the
device was last initialized) appears next to each message, or to turn off
message timestamping.

Note: If you turn on timestamping, you must remember to go back into the

CONFIG process and set the device’s date and time using the time
command. Otherwise, all messages will come out with 00:00:00, or
negative numbers in the hours, minutes, and/or seconds, for
example 00:-4:-5.

Use the set timestamp command to enable one of the following timestamp
options:
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timeofday
Adds an HH:MM:SS prefix to each ELS message indicating the
time of the occurrence during a 24-hour day.

uptime
Adds an HH:MM:SS prefix to each ELS message indicating the
time of the occurrence during a 100-hour cycle of uptime for the
device. After 100 hours of uptime, the uptime counter returns to
zero to begin another 100-hour cycle.

off Turns off the ELS timestamp prefix.

Syntax:
set timestamp [timeofday or uptime or off]

trace Use the set trace command to configure tracing options. When tracing
options are configured from the monitoring environment, the changes take
effect immediately, and return to their previously configured settings when
the device is rebooted.

Syntax:

set trace decode . . .
default-bytes-per-pkt . . .
disk-shadowing . . .
max-bytes-per-pkt . . .
memory-trace-buffer-size . . .
off
on
reset
stop-event . . .
wrap-mode . . .

decode . ..
Sets packet decode options. Packet decoding is not supported by
all components.

exclude
Excludes the specified frame type for decode. The possible
frame types for exclusion are:

lecontrol
LE Control
ip IP
arp ARP
ipx IPX
netbios
NetBIOS
bpdu BPDU
appletalk
AppleTalk
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aarp  AppleTalk ARP
hex Turns off printing of hexadecimal frame data.

summary
Turns off printing of a one-line summary decode. A
complete decode is printed.

all Excludes all packet types from the trace. No frame
types are decoded.

none Excludes no packet types from the trace. exlcude
all.

include
Includes the specified frame type for decode. The possible
frame types for inclusion are:

lecontrol
LE Control
ip IP
arp ARP
ipx IPX
netbios
NetBIOS
bpdu BPDU
appletalk
AppleTalk

aarp  AppleTalk ARP
hex Turns on printing of hexadecimal frame data.

summary
Turns on printing of a one-line summary decode. A
complete decode is not printed.

all Includes all packet types in the trace.

none Includes no packet types in the trace. This is the
opposite of include all.

off Sets decoding off.
on Sets decoding on.
Note: The default setting is to print complete decode output for all

frame types. Use the list trace-status _command to see the
current decode settings. See page bzd.

default-bytes-per-pkt  bytes
Sets the default number of bytes traced. This value is used if a
value is not specified by the component doing the tracing.

disk-shadowing [[off or on] or [delete-file or record-size or time-limit]]
Turns disk shadowing on or off, sets the maximum trace file size, or
sets the maximum time for disk-shadowing traces.

[off or on]
Turns disk shadowing on or off. If disk shadowing is
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enabled, trace records are copied to the hard disk. Once a
traced record is copied to the hard disk, it can no longer be
viewed from the monitoring.

Note: Disk shadowing should be set to OFF whenever the
WRITE, TFTP software, RETRIEVE system dump, or
COPY software commands are issued.

Turns disk shadowing on or off and sets the maximum trace

file size. If disk shadowing is enabled, trace records are

copied to the hard disk. Once a traced record is copied to
the hard disk, it is no longer viewable through the
monitoring.

record-size bytes
Sets the record size for trace file records:

Valid Values: 1024, 2048, or 4096 bytes
Default: 2048 hytes

Notes:

1. If a trace file already exists, “Cannot change Record
Size without first deleting the existing Trace File” is
displayed and record size is not changed.

2. If you configure a record size and a trace file already
exists, the trace will use the record size of the existing
file.

delete-file
Deletes the trace file (in the subdirectory associated with
the active bank only).

Note: If disk shadowing is ON when the command is
issued, “ Disk-shadowing must be set to OFF before
trace file can be deleted” is displayed and the file is
not deleted.

time-limit  hours
Sets the maximum time for disk-shadowing of traces:

Valid Values:
1 to 72 hours

Default
24

Note: Disk shadowing stops (tracing continues) after this
time has elapsed. The actual time is reset to 0 when
disk shadowing is turned on again.

max-bytes-per-pkt  bytes

Sets the maximum number of bytes traced for each packet.

memory-trace-buffer-size  bytes

off

Sets the size, in bytes, of the RAM trace buffer.
Valid Values: 0, 10,000
Default Value: 0

Disables packet tracing.
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on Enables packet tracing.
reset Clears the trace buffer and resets all associated counters.

stop-event event id
Stops tracing when an event (event id) occurs. Enter either an ELS
event id (for example: TCP.013) or “None”. “None” is the default.
Tracing stops only if the display of the particular ELS event is
enabled.

When a stop-event occurs, an entry is written to the trace buffer.
The view command for this trace entry will display “Tracing stopped
due to ELS Event Id: TCP.013".

After tracing stops due to a stop-event, you must re-enable tracing
with the set trace on command. (A restart will also re-enable
tracing if enabled from the ELS Config> prompt.)

Example:
set trace stop-event TCP.013

wrap-mode off/fon
Turns the trace buffer wrap mode on or off. When wrap mode is
enabled and the trace buffer is full, previous trace records will be
overwritten by new trace records as necessary to continue tracing.

Statistics

Use the statistics command to display a list of all of the available subsystems and
their statistics.

Note: The following example may not match your display exactly. The output of the
command depends on the version and release of the installed software.

Syntax:

statistics

Example:
statistics

Subsys Vector Exist String Active Heap

GW 105 101 3411 0 0
FLT 20 7 184 0 0
BRS 50 5 201 0 0
ARP 150 142 7030 0 0

Ip 100 100 2463 2 20

ICMP 30 21 529 0 0
TCP 60 57 2420 0 0
upp 10 6 179 0 0
BTP 40 13 695 0 0
RIP 30 22 474 0 0

OSPF 80 73 2859 0 0

MSPF 40 17 593 0 0

TFTP 35 29 819 0 0

SNMP 30 28 821 0 0
DVM 30 21 589 0 0

DN 140 115 5842 0 0

XN 35 21 780 0 0
IPX 110 110 4705 0 0

CLNP 80 58 1763 0 0
ESIS 40 24 716 0 0
ISIS 80 58 2422 0 0

DNAV 50 26 1314 0 0
AP2 80 70 1755 0 0

Z1P2 60 51 1859 0 0

R2MP 50 38 1185 0 0
VIN 90 79 3159 0 0
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SRT 120 94 5040 0 0
STP 60 32 1590 0 0
BR 50 30 1616 0 0
SRLY 30 28 1409 0 0
ETH 60 47 1098 0 0
sL 50 35 584 0 0
TKR 60 45 2031 0 0
X25 70 53 1909 0 0
FODI 30 27 1155 0 0
SDLC 100 95 4263 0 0
FRL 130 97 6068 0 0
PPP 190 186 6394 0 0
X251 50 16 546 0 0
X252 50 34 99 0 0
X253 50 42 1649 0 0
ISDN 50 43 1994 0 0
IPPN 20 4 132 0 0
WRS 40 33 1938 0 0
LNM 70 60 3137 0 0
LLC 170 168 9840 0 0
BGP 80 74 2477 0 0
MCF 15 9 204 0 0
DLS 560 497 24340 0 0
V258 30 28 1058 0 0
BAN 30 29 1223 0 0
COMP 80 26 1050 0 0
NBS 100 50 3029 0 0
ATM 300 216 10808 0 0
LEC 200 174 7258 0 0
APPN 100 28 467 0 0
ILMI 150 23 87 0 0
SAAL 30 26 621 0 0
SVC 30 26 465 0 0
LES 400 361 22333 O 0
LECS 150 145 5666 0 0
EVLOG 1 1 105 0 0
NOT 25 15 508 0 0
NHRP 250 211 8193 0 0
XTP 64 58 2271 0 0
ESC 150 67 3122 0 0
LCS 40 22 858 0 0
LSA 70 61 3506 0 0
MPC 130 30 1677 3 44
ScsP 40 34 1234 0 0
ALLC 50 36 1842 0 0
NDR 50 38 1150 0 0
MLP 100 93 4006 0 0
SEC 50 30 688 0 0
ENCR 100 4 194 0 0
PM 25 6 120 0 0
DGW 20 9 238 0 0
QLLC 55 54 2411 0 0
Total 6490 4942 215805 5 64

Maximum:7976 vector, 155 subsystem
Memory:71784/620 vector+ 81256/217714 data+ 64 heap=371438Subsys

Subsys
Name of subsystem

Vector
Maximum size of subsystem

Exist Number of events defined in this subsystem
String  Number of bytes used for message storage in this subsystem
Active Number of active (displayed, trapped, or counted) events in the subsystem

Heap Dynamic memory in use by subsystem
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Trace

Trap

Use the trace command to select the trace events to be displayed on the system
monitoring. This command provides function that is similar to the packet trace

command described in ERacket-trace Monitoring Commands” on page 186.

Syntax:

trace event . ..
group . . .
range . . .
subsystem . . .

event subsystem.event#
Causes the specified trace event (subsystem.event#) to be displayed on the
system monitoring.

group groupname
Allows trace events that were previously added to the specified group to be
displayed on the device monitoring.

range subsystemname first_event_number last_event_number

Where first_event_number is the number of the first event in the specified
event range, and last_event_number is the number of the last event of the
specified event range.

Causes the trace events in the specified range for the specified subsystem
to be displayed on the system monitoring.

Example:

trace range gw 19 22

Causes the trace events gw.19, gw.20, gw.21, and gw.22 to be displayed on
the system monitoring.

subsystem subsystemname
Allows trace events associated with the specified subsystem to be
displayed on the device monitoring.

Use the trap command to select the message to be sent to the remote SNMP
network management workstation. A remote SNMP network management
workstation is an IP host in the network acting as an SNMP manager.

Syntax:

trap event. ..
group . . .
range . . .
subsystem . . .

event subsystem.event#
Causes the specified message (subsystem.event#) to be sent to a network
management workstation in an SNMP trap.
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group groupname
Allows messages that were previously added to the specified group to be
sent to a network management workstation in an SNMP trap.

range subsystemname first_event_number last_event_number

Where first_event_number is the number of the first event in the specified
event range, and last_event_number is the number of the last event of the
specified event range.

Causes the messages that are in the specified range for the specified
subsystem to be sent to a network management workstation in an SNMP
trap.

Example:

trap range gw 19 22

Causes the messages in events gw.19, gw.20, gw.21, and gw.22 to be sent
to a network management workstation in an SNMP trap.

subsystem subsystemname
Allows messages associated with the specified subsystem to be sent to a
management station in an SNMP trap.

Note: Messages for the IP, ICMP, ARP and UDP subsystems cannot be
sent in SNMP traps because these areas are or may be used in the
process of sending the SNMP trap. This could lead to an infinite loop
of traffic putting an undue strain on the device.

Use the view command to view traced packets.

Syntax:

view current
first
jump
last
next
prev
search ...

current
Displays the current trace packet. If the current packet is not valid, the first
packet in the trace buffer is displayed.

first Displays the first traced packet in the trace buffer.

jump n
Displays the traced packet n packets ahead of or behind the current packet.

last Displays the last traced packet in the trace buffer.
next  Displays the next traced packet.

prev  Displays the previous traced packet.
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search
Displays the next traced packet that contains the specified information. You
can specify the search information by:

* Hexadecimal string
* |P address
* ASCII text

Packet-trace Monitoring Commands

This section describes the Packet-trace Monitoring commands. After accessing the
Packet-trace Monitoring environment, you can enter Packet-trace Monitoring
commands at the ELS Packet Trace> prompt.

Table 19. Packet Trace Monitoring Command Summary

Command Function

? (Help) Displays all the commands available for this command level or lists the
options for specific commands (if available). See LGetting Help” an pagd
bd.

off Disables packet tracing.

On Enables packet tracing. Prompts for memory trace buffer size if not
previously set.

Reset Clears the trace buffer and resets all associated counters.

Set Configures tracing options.

Subsystems Activates tracing for the subsystems that support packet tracing, or
displays a summary.

Trace-status Displays information on the status of packet tracing, including configuration
and run-time.

View Provides View Captured Packet Trace Buffers Console

Exit Returns you to the previous command level. See LExiting a | ower | evel

Off

Use the off command to disable packet tracing.

Syntax:
off

On
Use the on command to enable packet tracing.

Syntax:

on

Reset
Use the reset command to clear the trace buffer and reset all associated counters.

Syntax:
reset

Set
Use the set command to configure tracing options.

Syntax:
set decode

default-bytes-per-pkt
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disk-shadowing
max-bytes-per-pkt
memory-trace-buffer-size
stop-event
wrap-mode
exit
For an explanation of the set command, see page fizd.
Subsystems

Use the subsystems command to activate tracing for the subsystems that support
packet tracing, or to display a summary.

Syntax:
subsystems atm
fddi
lec
summary
Example:

subsystems atm

Network number? @

ATM Interface is selected

on | off | list [1ist]? on

Note that SVC uses VPI =0, VCI =5
and ILMI uses VPI = 0, VCI = 16
Beginning of VPI range [0]?

End of VPI range [0]?

Beginning of VCI range [0]? 16
End of VCI range [0]? 16

Tracing event ATM.88: ATM frames

Example:

subsystems lec

Network number? 1

ATM Emulated LAN is selected

on | off | 1ist [1ist]? on

Trace which types of frames (data, control, both) [both]?

Tracing event LEC.11: data frames over ATM Forum LEC: interface 1
Tracing event LEC.12: control frames over ATM Forum LEC: interface 1
Note that if the user DISABLEs and TESTs this LEC interface,

the LEC trace settings from Talk 6 Config will take effect.

MAC Address packet filtering can be enabled under the LEC net
using the 'trace mac-address' command.

Example:

subsystems summary
Subsystems Being Traced

ATM net number = 0, VPI Range: 0 - 0
VCI Range: 16 - 16
LEC net number = 1

Trace-Status
Use the trace-status command to get updated information regarding packet trace.

Syntax:
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grace-status

Example:

trace-status

————————————————————————— Configuration =—----=---mmmmmmmmmmemmm e
Trace Status:0FF Wrap Mode:0FF Decode Packets:0FF HD Shadowing:0FF
RAM Trace Buffer Size:0 Maximum Trace Buffer File Size:10000000

Max Packet Bytes Trace:256 Default Packet Bytes Traced:100

Trace File Record Size:2048 Stop Trace Event: None

Maximum Hours to HD Shadow: 24

———————————————————————— Run-time Status -----=----——cmmmmmmm
Packets in RAM Trace Buffer:0 Free Trace Buffer Memory:0

Trace Errors:0 First Packet:0 Last Packet:0

Trace Records Stored on HD:0 Trace Buffer File Size:0

HD-Shadowing Time Exceeded? NO

Has Stop Trace Event Occurred? NO

}Jllseevllhe view command to enter the View Captured Packet Trace Buffers
Monitoring.
For an explanation of the view commands, see [\View” on page 185
Syntax:
view current

first

jump

last

next

prev

search

exit

ELS Net Filter Monitoring Commands

This section describes explains the commands to manipulate ELS net filters. To
enter the filter environment, enter the filter net command at the ELS> prompt.
Enter the monitoring commands at the ELS Filter net> prompt.

Table 20. ELS Net Filter Monitoring Commands

Command Function

? (Help) Displays all the commands available for this command level or lists the
|%tions for specific commands (if available). See L i u

Create Creates a filter and assigns it a number. A maximum of 64 filters is
allowed.

Delete Deletes a specified filter number or all filters.

Disable Disables a specified filter number or all filters.

Enable Enables a specified filter number or all filters.

List Lists a specified filter number or all filters.

Exit Returns you to the previous command level. See LExiting a L ower | evel

Create

Use the create command to create an ELS net filter.

Syntax:

188 MAS V3.4 Software User’s Guide



ELS Monitoring Commands (Talk 5)
create queue event event_name net#_start net#_end
range event_range net#_start net#_end
subsystem subsystem_name net#_start net#_end
queue The queue for which you are setting the filter. The valid queues are:
Display
Trace

Trap
Remote

event event_name net#_start net#_end
Specifies the event and net numbers that you are filtering.

If you specify net# _start and net#_end as the same number, you are
filtering on a single net number.

The command create trap event GW.009 2 10 filters traps for message
GW.009 for net numbers 2 through 10.

range event range net#_start net#_end
Specifies the range of ELS messages and net numbers that you are
filtering.

If you specify net#_start and net#_end as the same number, you are
filtering on a single net number.

The command create remote range ipx 19 22 3 6 filters all ipx messages
beginning with IPX.019 and ending with IPX.022 for net numbers 3 through
6 for remote logging.

subsystem subsystem_name net#_start net# _end
Specifies the subsystem and net numbers that you are filtering.

If you specify net#_start and net#_end as the same number, you are
filtering on a single net number.

The command create display subsys ip 1 1, filters all ELS messages for
the ip subsystem that contain net number 1 to the display. All other ip
subsystem messages are discarded.

Delete
Use the delete command to delete a specific ELS filter or all ELS filters.
Syntax:
delete all
filter filter#
all Deletes all currently configured filters.

filter filter#
Deletes the filter specified by filter#. Use the list command to obtain the
number for the filter you want to delete.

Disable

Use the disable command to disable a specific ELS filter or all ELS filters.
Syntax:

disable all
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filter filter#

all Disables all currently configured filters.

filter filter#

Disables the filter specified by filter# Use the list command to obtain the
number for the filter you want to disable.

Enable

Use the enable command to enable a specific ELS filter or all ELS filters.

Syntax:
enable all

filter filter#
all Enable all currently configured filters.

filter filter#

Enable the filter specified by filter#. Use the list command to obtain the
number for the filter you want to enable.

List
Use the list command to list a specific ELS filter or all ELS filters.
Syntax:
list all
filter filter#
all Lists all currently configured filters.

filter filter#

Lists the filter specified by filter#.

ELS Message Buffering Monitoring Commands
[Cahle 21 describes the commands available at the ELS Config Advanced> prompt.

Table 21. ELS Message Buffering Monitoring Commands

Command

Function

? (Help)

Flush
List

Log
Nolog
Read-file
Set

Tftp

View

Write-buffer

Displays all the commands available for this command level or lists

the oEtions for specific commands (if available). See

Clears the message buffer and turns off logging to the message
buffer.

Displays the operational settings for message buffering.

Enables logging of selected messages to the message buffer.
Turns off logging of selected messages to the message buffer.
Reads a formatted message buffer from a file and displays it on the
console.

Sets the size of the message buffer, the wrapping mode, whether
logging occurs, which event will end message buffering, and what
the system does when message buffering is stopped by an event.
Sends the ELS message buffer to a file at a remote host.

Displays all or a specific number of messages in the message
buffer. You can also control how the messages scroll off the screen.
Writes the ELS message buffer to the hard drive . The buffer is
formatted before it is written. The file name on the hard drive is
always ELSADV.LOG.
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Table 21. ELS Message Buffering Monitoring Commands (continued)

Command Function
Exit Returns you to the previous command level. See W
Flush

Use the flush command to set logging off, clear the messages from the buffer, and
release the buffer memory for other use by the system.

Syntax:

flush buffer

List

Use the list command to list the ELS message buffering configuration.

Syntax:

list status

Example:

ELS Advanced> Tist status

------------------------------------- Configuration---------—-————cmmmmmmm -
Logging Status: OFF Wrap Mode:  ON Logging Buffer Size: 8500 Kytes
Stop-Event: APPN.2 Stop-String: netdn for intf 6

Additional Stop-Action: APPN DUMP

Has Stop Condition Occurred ? YES Messages currently in buffer: 1222

See ['Set” on page 193 for a description of the commands that change the values in
the display.

Log
Use the log command to select which messages will be logged to the message

buffer.

Syntax:

log event
group
range
subsystem

event subsystem.event#
Causes the specified message (subsystem.event#) to be logged to the
message buffer.

group groupname
Allows messages that were previously added to the specified group to be
logged to the message buffer.

range subsystemname first_event_number last_event_number

Where first_event_number is the number of the first event in the specified
event range, and last_event_number is the number of the last event of the
specified event range.

Causes the messages that are in the specified range for the specified
subsystem to be logged to the message buffer.
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Example:
log range gw 19 22

Causes the messages in events gw.19, gw.20, gw.21, and gw.22 to be
logged to the message buffer.

subsystem subsystemname
Allows messages associated with the specified subsystem to be logged to
the message buffer.

Nolog
Use the nolog command to remove messages from the defined list of messages

that are logged to the message buffer.

Syntax:

nolog event
group
range
subsystem

event subsystem.event#
Causes the specified message (subsystem.event#) not to be logged to the
message buffer.

group groupname
Allows messages that were previously added to the specified group not to
be logged to the message buffer.

range subsystemname first_event_number last_event_number

Where first_event_number is the number of the first event in the specified
event range, and last_event_number is the number of the last event of the
specified event range.

Causes the messages that are in the specified range for the specified
subsystem not to be logged to the message buffer.

Example:
log range gw 19 22

Causes the messages in events gw.19, gw.20, gw.21, and gw.22 not to be
logged to the message buffer.

subsystem subsystemname
Allows messages associated with the specified subsystem not to be logged
to the message buffer.

Read-file
Use the read-file command to read formatted ELS messages from a file on the
hard drive , ELSADV.LOG, created by the write-buffer command.

Note: If you enter this command and a hard drive is not available, you will receive
a message indicating the drive is unavailable.

Syntax:

read-file
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Set

Use the set command to change configured ELS message buffering options.
Syntax:

set logging [on or off]

stop action . . .
stop event subsystem.event#
stop string text
wrap [on or off]

logging [on or off]
Specifies whether message buffering will occur. This command will not take
affect until you allocate a buffer using the set buffer-size command. The
default is off.

stop action [appn-dump  or disk-offload or none or system-dump]
Specifies the additional action the system takes when the “stop event” (and
if specified, the “stop string”) occurs. The actions are:

appn-dump
Dumps the APPN protocaol, if it is active. The APPN dump will
indicate that the dump was taken as the result of a stop action.

disk-offload
Writes a formatted version of the buffer to a file on the hard drive .
If the file already exists, the new file replaces it. You can then use
the tftp file monitoring command to send the file to a remote host.

none No other action is taken after logging stops.

system-dump
Dumps the entire system. The system dump will indicate that the
dump was taken as the result of a stop action.

Default value: none

stop event [ subsystem.event# or none]
Specifies the event (subsystem.event#) that stops logging. If you have
specified a stop string, the text in the stop string must also match. When
the stop event occurs:

1. If no stop action has been specified (that is, none), the next five ELS
messages are logged. However, if a stop action (other than none) has
been specified, no additional ELS messages are logged.

2. Logging stops.
3. The system performs the specified “stop action.”

Logging remains stopped until the next time you issue the set logging on
command or the device reboots.

If you do not specify the stop event when you enter the command, the
system prompts you to enter the stop event. Specifying none disables the
stop event function.

Default value: none
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stop string text or none
Specifies the string to be used in conjunction with the “stop event” to stop
logging. If you have not specified a stop event, the system ignores the “stop
string.”

Text can be any ASCII string up to 32 characters in length. If you do not
specify text when you enter the command, the system will prompt you for
the string. Entering none clears the “stop string.”

Default value: none

wrap [on or off]
Specifies whether to stop the log when the buffer is full (off) or to log the
new messages at the beginning of the buffer (on).

Default value: on

Tftp
Use the tftp command to send the ELS message buffer to a remote host as a

formatted file.

Syntax:

tftp buffer [formatted | dest ip_address dest_filename
file dest_ip_address dest_filename

buffer [formatted | dest ip_address dest filename
Specifies that the ELS message buffer is to be sent to the remote host
indicated by dest_ip_address as file dest_filename. The buffer can be either
formatted.

View
Use the view command to view all of the messages or a specific number of
messages in the message buffer.

Syntax:
view all [scroll/noscroll]

last [scroll/noscroll number]

all scroll/noscroll
Displays all of the messages in the message buffer.

[scroll]
Specifies that the screen pauses until you hit the spacebar.

Note: If you are displaying a large number of messages, specify
scroll so you do not miss any critical messages.

noscroll
Specifies that the messages will scroll off the screen if the number
of messages exceeds the screen length.

last scroll/noscroll number
Display the last number messages in the message buffer.

[scroll]
Specifies that the screen pauses after displaying a full screen of
messages and waits for the user to hit the space bar to get the next
screen.
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Note: If you are displaying a large number of messages, specify
scroll so you do not miss any critical messages.

noscroll
Specifies that the messages will continuously scroll off the screen
with no scroll control until either all messages in the buffer (or the
last number of messages requested) have been displayed.

number
Specify a number from 1 to the total number of messages in the
message buffer. To display the total number of messages in the
buffer, use the list status monitoring command.

Write-buffer
Use the write-buffer command to write formatted ELS messages to the hard drive .

Note: If you enter this command and a hard drive is not available, you will receive
a message indicating the drive is unavailable.

Syntax:

write-buffer
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Chapter 12. Configuring and Monitoring Performance

This chapter describes how to use the Performance configuration and monitor
operating commands and includes the following sections:

Performance Overview

Configuring performance allows you to monitor your CPU load. In the idle (non-work
load) state, performance reflects operations that the device continuously performs
as a part of managing external interfaces. The CPU load registered in the idle state
is dependent upon:

* Number of protocols running.

* Number of interfaces/cards installed.

* Type of interfaces installed.

The performance function can be used as a tool for trend analysis, bottleneck
evaluation, and capacity planning. By collecting the CPU utilization information on
the device, a network manager can monitor:

* CPU load versus time of day.

* CPU load versus location of the device in the network.

* CPU load versus traffic throughput.

* CPU load versus user load (for example: TN3270 sessions, ISDN dial in clients)

Performance Reporting Accuracy

If you request a performance analysis when the 2216 first comes online, you will
see values that reflect an initialization state that has little or no network traffic, so it
is of little use in helping to balance your network load.

It is best to use performance reports that are generated under normal loads after
approximately 2 minutes of operation.

Accessing the Performance Configuration Environment

Use the following procedure to access the Performance monitor configuration

process.
1. At the OPCON prompt, enter talk 6. (For more detail on this command, see
EWhat is CONFIG?” on page 63.) For example:
* talk 6
Config>

After you enter the talk 6 command, the CONFIG prompt (Config>) displays on

the terminal. If the prompt does not appear when you first enter configuration,
press enter again.

2. At the CONFIG prompt, enter the perf command to get to the PERF Config>
prompt.
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Performance Configuration Commands
To configure Performance, enter the commands at the PERF Config> prompt.

Table 22. PERF Configuration Command Summary

Command Function
? (Help) Displays all the commands available for this command level or lists the
options for specific commands (if available). See [Getting Help” on page 1d.
Disable Disables the collection of CPU utilization statistics or Talk 2 ELS monitor
output.
Enable Enables the collection of CPU utilization statistics or Talk 2 ELS monitor
output.
List Lists the configuration.
Set Sets the reporting period.
Exit Returns you to the previous command level. See tExiting a Lower Level
Disable
Use the disable command to disable collection of CPU utilization statistics and
disable the talk 2 ELS monitor output.
Syntax:
disable cpu statistics
t2 output
Enable
Use the enable command to enable collection of CPU utilization statistics and
enable the talk 2 ELS monitor output.
Syntax:
enable cpu statistics
t2 output
List
Use the list command to display the performance monitor configuration.
Syntax:
list
Set
Use the set command to set the reporting period.
Syntax:
set time

time  Specifies the short window time.
Valid Values: 2 - 30 seconds

Default Value: 5

Accessing the Performance Monitoring Environment

Use the following procedure to access the Performance monitoring commands. This
process gives you access to the Performance monitoring process.
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1. At the OPCON prompt, enter talk 5. (For more detail on this command, see

Commands” on page 109.) For example:

* talk 5
+

After you enter the talk 5 command, the GWCON prompt (+) displays on the
terminal. If the prompt does not appear when you first enter configuration, press
enter again.

2. At the + prompt, enter the perf command to get you to the PERF Console>
prompt.
Example:

+ perf
PERF Console>

Performance Monitoring Commands
This section describes the Performance monitoring commands.

Table 23. PERF Monitoring Command Summary

Command Function
? (Help) Displays all the commands available for this command level or lists the
options for specific commands (if available). See lGetting Help” on page 1d.
Clear Clear the CPU utilization high water statistics and resets the reporting period
to a new cycle.
Disable Disables the collection of CPU utilization statistics or Talk 2 ELS monitor
output.
Enable Enables the collection of CPU utilization statistics or Talk 2 ELS monitor
output.
List Lists the configuration.
Report Displays a report of performance statistics.
Set Sets the reporting period.
Exit Returns you to the previous command level. See LExiting a | awer | evel
Disable
Use the disable command to disable collection of CPU utilization statistics and
disable the talk 2 ELS monitor output.
Syntax:
disable cpu statistics
t2 output
Enable
Use the enable command to enable collection of CPU utilization statistics and
enable the talk 2 ELS monitor output.
Syntax:
enable cpu statistics
t2 output
List

Use the list command to display the performance monitor configuration.

Syntax:
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list
Report
Use the report command to display performance monitor statistics.
Syntax:
report
Example:
PERF Console>report
KEY: SW = Short Window = 9 seconds
KEY: LW = Long Window = 9.0 minutes (60 x SW)
CPU UTIL : Most recent SW = 38%
Most recent LW = 33%
Highest for all SW's = 92%
Highest for all LW's = 52%
% of time cpu util (SW) was > 60% = 16%
% of time cpu util (SW) was > 70% = 15%
% of time cpu util (SW) was > 80% = 1%
% of time cpu util (SW) was > 90% = 0%
% of time cpu util (SW) was > 95% = 0%
Set
Use the set command to set the reporting period.
Syntax:
set time

time  Specifies the short window time.
Valid Values: 2 - 30 seconds

Default Value: 5
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Chapter 13. Getting Started with Network Interfaces

The chapters of this book describe how to configure and monitor network interfaces
and link layer protocols supported by the Router. The purpose of this chapter is to
give you some basic configuration and monitoring guidelines. This chapter also
provides you with basic procedures and information needed for monitoring the

interfaces via the GWCON interface command. This chapter includes the following
sections:

Before You Continue

Before you continue, make sure that you have familiarized yourself with the
procedures necessary for accessing the network interface configuration processes.

For more information on these procedures, refer to the sections that follow in this
chapter.

Network Interfaces and the GWCON Interface Command

When configuring network interfaces, you may find it necessary to display certain
information about specific interfaces. While some interfaces have their own console
processes for monitoring purposes, the router displays statistics for all installed
network interfaces when you use the interface command from the GWCON

environment. (Refer to Llnterface” on page 117)

Accessing Network Interface Configuration and Console Processes

The follow references contain the background information and examples of how to
access the configuration and console prompts for interfaces.

Pracess” on page 19 for complete information on accessing interface configuration
and console processes. Accessing these processes allows you to change and
monitor software configurable parameters for network interfaces used in your router.

Accessing Link Layer Protocol Configuration and Console Processes

Refer to I'Chapter 1. Getting Started” on page 3 for complete information on
accessing the protocol configuration and console processes. Accessing these

processes allows you to change and monitor configurable parameters for Link Layer
protocols supported by your router.
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Defining Spare Interfaces

There may be occasions when you will need to define interfaces on your device
that do not currently exist. You accomplish this dynamic reconfiguration  of a
device by defining spare interfaces while you are configuring the device and then
using the console process to activate the interfaces when they are present. See

lConfiguring Spare Interfaces” on page 66 and LActivate” on page 110 for details.

204 MAS V3.4 Software User’s Guide



Chapter 14. Configuring IEEE 802.5 Token-Ring Network
Interfaces

This chapter describes Token-Ring interfaces configuration and operational
commands. It includes the following sections:
« [Accessing the Interface Monitoring Process” on page 208

Accessing the Token-Ring Interface Configuration Process

To display the TKR config> prompt, enter the network command followed by the
interface number of the Token-Ring interface. For example:

Config>network 0
Token-Ring interface configuration
TKR Config>

Use the list devices command at the Config> prompt to display a list of interface
numbers configured on the router.

Note: Whenever you change a parameter, you must restart the router for the
changes to take effect.

Token-Ring Configuration Commands

This section describes the Token-Ring configuration commands. Enter the
commands at the TKR config> prompt. lists Token-Ring configuration
commands.

Table 24. Token-Ring Configuration Command Summary

Command Function

? (Help) Displays all the commands available for this command level or lists the
options for specific commands (if available). See LGetting Help” an pagd
fd

List Displays the selected Token-Ring interface configuration.

LLC Accesses the LLC configuration environment and subcommands.

Media Sets the media-type as shielded or unshielded.

Packet-size Changes packet-size defaults for all Token-Ring networks.

Set Sets the aging timer for the RIF cache and the physical (MAC) address.
Also sets full or half-duplex operational modes.

Source-routing Enables or disables source-routing on the interface.

Speed Sets the interface speed in Mbps.

Exit Returns you to the previous command level. See [Exiting a | ower | evel

List
Use the list command to display the current configuration for the Token-Ring
interface.

Note: If the MAC address is 0, the default station address is used.
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LLC

Media

Syntax:
list

Example:

Tist
Token-Ring configuration:

Packet size (INFO field): 2052

Speed: 16 Mb/sec
Media: Shielded

RIF Aging Timer: 120

Source Routing: Enabled

MAC Address: 000000000000
Packet size

Size of the Token-Ring packet.
Speed Speed of the network.
Media Type of media the network uses, shielded or unshielded.

RIF Aging Timer
Amount of time that the router holds the information contained in the
Routing Information Field (RIF).

Source Routing
Status of the source-routing feature, enabled or disabled.

MAC Address
Configured MAC address that was set with the set physical-address
command. If all zeros are displayed, the MAC address is the default
address.

Use the LLC command to access the LLC configuration environment. See fL1d

Caonfiguration Commands” on page 233 for an explanation of each of these

commands.

Syntax:
lic

Note: If APPN is not included in your router software load, you will receive the
following message if you try to use this command:

LLC configuration is not available for this network.

The LLC configuration environment is only available if APPN is included in
the software load.

Use the media command to change the network media type. The default media
type is STP cable. Valid media type values are shielded and unshielded. Enter the
media command followed by the media-type.

Syntax:

media media-type

Example:

media unshielded
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Packet-Size

Set

Configuring Token-Ring Network Interfaces

Use the packet-size command to change maximum packet-size for all Token-Ring
networks. Enter the packet-size command followed by the desired number of bytes.
Syntax:

packet-size bytes

Table 25. Token-Ring 4/16 Valid Packet Sizes

Network Data
Speed Values (# of bytes)

4 Mbps 516 to 4498
Note: If a value greater than 4498 is defined for a 4 Mb TR then the
software will set it to 4498. If the user does not specify a value, then the
default is 2052.

16 Mbps 516 to 18144
Note: If you do not specify a value, then the default is 2052.

Note: If packet sizes are increased, buffer memory requirements will also increase.

Use the set command to set the Routing Information Field (RIF) timer and the
physical (MAC) address.

Syntax:
set physical-address
rif-timer

physical-address
Indicates whether you want to define a locally administered address for the
Token-Ring interface’s MAC sublayer address, or use the default factory
station address (indicated by all zeroes). The MAC sublayer address is the
address that the Token-Ring interface uses to receive and transmit frames.

Note: Pressing Return leaves the value the same. Entering 0 and pressing
Return causes the router to use the factory station address. The
default is to use the factory station address.

Valid values: Any 12-digit hexadecimal address.
Default value: burned-in address (indicated by all zeroes).

Example:

set physical-address
MAC address in 00:00:00:00:00:00 form []?

rif-timer
Sets the maximum amount of time (in seconds) that the information in the
RIF is maintained before it is refreshed. The default is 120.

Example:

set rif-timer
RIF aging timer value [120]? 120
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Source-routing

Speed

Use the source-routing command to enable or disable end station source routing.
Source routing is the process by which end stations determine the source route to
use to cross source routing bridges. Source routing allows the IP, IPX, and
AppleTalk Phase 2 protocols to reach nodes on the other side of the source routing
bridge.

This switch is completely independent of whether this interface is providing source
routing via the SRT forwarder. The default setting is enabled.

Some stations cannot properly receive frames with a Source Routing RIF on them.
This is especially common among NetWare drivers. Disabling source routing in this
situation will allow you to communicate with these stations.

Source routing should be enabled only if there are source-routing bridges on this
ring that you want to bridge IP, IPX, and AppleTalk Phase 2 packets through.
Source routing must also be enabled so LLC test response messages can be
returned.

Syntax:

source-routing enable

disable

Use the speed command to change data speed. The default speed is 4 Mbps.
Enter the speed command followed by the speed-value (in Mbps).

Syntax:

speed speed-value

speed-value
The speed to which you are setting the token-ring interface.

Valid values: 4 or 16 Mbps
Default value: 4 Mbps

Accessing the Interface Monitoring Process

To display the Token-Ring monitoring prompt (TKR>), enter the network command
followed by the interface number of the Token-Ring interface. For example:

+network 0
TKR>

Use the list devices command at the Config> prompt to display a list of interface
numbers configured on the router.

Follow the procedure described in tAccessing the Network Interface Canfiguration

Process” on page 19 to access the interface monitoring process for the interface
described in this chapter. Once you have accessed the desired interface monitoring
process, you can begin entering monitoring commands.
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Token-Ring Interface Monitoring Commands

Dump

This section summarizes the Token-Ring monitoring commands. Enter commands
at the TKR> monitoring prompt. [able 24 lists the monitoring commands.

Table 26. Token-Ring Monitoring Command Summary

Command Function

? (Help) Displays all the commands available for this command level or lists
the oEtions for specific commands (if available). See

Dump Displays a dump of the RIF cache.

LLC Displays the LLC monitoring prompt.

Exit Returns you to the previous command level. See m

When source routing is enabled in the tkr config> process, you can use the dump
command to request a dump of the RIF cache contents.

Syntax:
dump

Example:

dump
MAC address State Usage  RIF
0000C90B1A57  ON_RING  Yes 0220

MAC address
Displays the MAC address of the Token-Ring interface.

State Displays one of the interface states:
On_ring - indicates that a RIF was found for a node on the ring.
Have_route - indicates that a RIF was found for a node on a remote
ring.
No_route - is displayed for a brief period of time as an explorer frame is
sent out and the router is waiting for a return.

Discovering - indicates that the router sent an explorer frame to
rediscover the RIF.

St_route - indicates that a route obtained from a Spanning tree explorer.

Usage Indicates that a RIF was used in a packet. The number is arbitrary and has
no functional significance.

RIF Displays a code that indicates the RIF in hexadecimal.

Note: The RIF is displayed only if Source Route Bridging is enabled on the
Token-Ring interface.

* NetBIOS RIF data can be displayed using the following sequence of
commands: talk 5, protocol ASRT, name-caching, list cache rifs.

« Data Link Switching RIF data can be displayed using the following
sequence of commands: talk 5, protocol disw, list llc2 session all.
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LLC

Use the LLC command to access the LLC monitoring prompt. LLC commands are

entered at this new prompt. See ELLC Monitoring Commands” on page 234 for an

explanation of each of these commands.

Syntax:

3

Token-Ring Interfaces and the GWCON Interface Command

While Token-Ring interfaces have their own monitoring processes for monitoring
purposes, the router also displays complete statistics for installed network interfaces
when you use the interface command from the GWCON environment.

Statistics Displayed for 802.5 Token-Ring Interfaces
The following statistics display when you enter the interface <net#> command for a
Token-Ring interface from the GWCON environment.

Self-Test Self-Test Maintenance
Nt Nt' Interface Slot-Port Passed Failed Failed
0 0 TKR/0 Slot: 1 Port: 1 1 0 0

Token-Ring/802.5 MAC/data-1ink on Token-Ring interface

Physical address 08005AFEQ106
Microcode Level wwl9cg
Network speed 16 Mbps

Max packet size (INFO) 2052
Handler state Ring open

Last Reported Ring status SERR | CO

# times Signal lost 0 # times Beaconing 0
Hard errors 0 Lobe wire faults 0
Auto-removal errors 0 Removes received 0
Ring recovery actions 0

Line errors 0 Burst errors 0
ARI/FCI errors 0 Inputs dropped 0
Frame copy errors 0 Token errors 0
Lost frames 0

Input overflows 0 Driver output errors 0

The following section describes general interface statistics:
Nt Global interface number
Nt Applies only to dial circuits

Interface
Interface name and Number of this interface within interfaces of type “intrfc”

Port Port number
Slot Slot number

Self-Test: Pass
Number of times self-test succeeded

Self-Test: Falil
Number of times self-test failed

Maint: Fail
Number of maintenance failures
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The following section describes the statistics displayed that are specific to the
Token-Ring interfaces:

Physical address
Specifies the physical address of the Token-Ring interface.

Network speed
Specifies the speed of the Token-Ring network that connects to the
interface. The Network Speed counter displays the number of packets that
the interface can pass per second.

Max packet size (info)
Displays the maximum packet size configured for that interface. The Max
Packet Size counter displays the maximum length, in bytes, of a packet that
the interface transmits or receives. This counter is user-defined.

Handler state
Displays the current state of the Token-Ring handler. The Handler state
counter displays the state of the handler after the self-test runs.

Last ReportedRing status
Last Ring Status of the Token Ring interface.

SIGL SIGNAL_LOSS The interface has detected a loss of signal on the
ring.

HERR HARD_ERROR The interface is presently transmitting or receiving
beacon frames on the ring.

SERR SOFT_ERROR The interface has transmitted a report error MAC
frame.

BEAC TRANSMIT_BEACON The interface is transmitting beacon
frames to or from the ring.

LWF LOBE_WIRE_FAULT The interface has detected an open or
short circuit in the cable between the interface and the wiring
concentrator. The interface is closed and is at the state following
initialization.

ARMV AUTO_REMOVAL_ERROR The interface has failed the lobe
wrap test, which resulted from the beacon auto-removal process,
and has removed itself from the ring. The interface has closed and
is at the state following initialization.

RMVD REMOVED_RECEIVED The interface has received a remove
ring station MAC frame request and has removed itself from the
ring. The interface is closed and is at the state following
initialization.

Cco COUNTER_OVERFLOW  One of the following error counters has
incremented from 254 to 255: Line, ARI/FCI, Frame Copy, Lost
Frames, Burst, Lobe wire faults, Removes received. This display
shows these error counters.

SSTA SINGLE_STATION The interface has sensed that it is the only
station on the ring.

RR RING_RECOVERY The interface observes claim Token MAC
frames on the ring. The interface may be transmitting the claim
Token frames. This status remains until the interface transmits a
ring purge frame.
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# of times signal lost
Specifies the total number of times that the router was unable to transmit a
packet due to loss of signal.

Hard errors
Displays the number of times the interface transmits or receives beacon
frames from the network.

Auto-removal errors
Displays the number of times the interface, due to the beacon auto-removal
process, fails the lobe wrap test and removes itself from the network.

Ring recovery actions
Displays the number of times the interface detects claim token medium
access control (MAC) frames on the network.

Line errors
The Line Errors counter increments when a frame is repeated or copied
and the Error Detected Indicator (EDI) is zero for the incoming frame:

One of the following conditions must also exist:

* A token with a code violation exists.

* A frame has a code violation between the starting and ending delimiter.
* A Frame Check Sequence (FCS) error occurs.

ARI/FCI errors
The ARI/FCI (Address Recognized Indicator/Frame Copied Indicator) Errors
counter increments if the interface receives either of the following:

An Active Monitor Present (AMP) MAC frame with the ARI/FCI bits equal
to zero and a Standby Monitor Present (SMP) MAC frame with the
ARI/FCI bits equal to zero.

More than one SMP MAC frame with the ARI/FCI bits equal to zero,
without an intervening AMP MAC frame.

This error indicates that the upstream neighbor copied the frame but is
unable to set the ARI/FCI bits.

Frame copy errors
Displays the number of times the interface in receive/repeat mode
recognizes a frame addressed to its specific address but finds the address
recognize indicator (ARI) bits not equal to zero. This error indicates a
possible line hit or duplicate address.

Lost frames
Displays the number of times the interface is in transmit mode (stripping)
and fails to receive the end of a transmitted frame.

Input overflows
Specifies the number of frames that were received that were larger than the
input buffer size. Frames that are too large to fit into a single input buffer
are discarded.

# times beaconing

Displays the number of times the interface transmits a beacon frame to the
network.

Lobe wire faults
Displays the number of times the network detects an open or short circuit in
the cable between the interface and the wiring concentrator.
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Removes received
Displays the number of times the interface receives a remove ring station
MAC frame request and removes itself from the network.

Burst errors
Displays the number of times the interface detects the absence of
transitions for five half-bit times between the start delimiter (SDEL) and the
end delimiter (EDEL) or between the EDEL and the SDEL.

Inputs dropped
Displays the number of times an interface in repeat mode recognizes a
frame addressed to it but has no buffer space available to copy the frame.

Token errors
The token errors counter increments when the active monitor detects a
token protocol with any of the following errors:

The MONITOR_COUNT bit of token with nonzero priority equals one.

The MONITOR_COUNT bit of a frame equals one. No token or frame is
received within a 10-ms window.

The starting delimiter/token sequence has a code violation in an area
where code violations must not exist.

Token-Ring Dynamic Reconfiguration Support

This section describes dynamic reconfiguration (DR) as it affects Talk 6 and Talk 5
commands.

CONFIG (Talk 6) Delete Interface

Token Ring supports the CONFIG (Talk 6) delete interface command with the
following consideration:

When the interface is removed, the source routing record is deleted, and higher
number records are renumberd.

GWCON (Talk 5) Activate Interface

Token Ring supports the GWCON (Talk 5) activate interface command with no
restrictions.

All Token Ring interface-specific commands are supported by the GWCON (Talk 5)
activate interface command.

GWCON (Talk 5) Reset Interface

Token Ring supports the GWCON (Talk 5) reset interface  command with the
following consideration:

If the maximum packet size has been set higher than the size for user data, the
2216 must be rebooted.

All Token Ring interface-specific commands are supported by the GWCON (Talk 5)
reset interface  command.
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Chapter 15. Configuring and Monitoring the Fast Token-Ring
Network

Fast Token-Ring FasTR uses the existing IBM 2216 ATM adapters as fast
token-ring adapters. It supports IP routing, DLSw, APPN, and SRB (Source Route
Bridging).

This chapter describes FasTR network configuration and operational commands for
FasTR. It includes the following sections:

Accessing the FasTR Interface Configuration Process

To display the FasTR config> prompt, enter the network command followed by the
interface number of the FasTR interface. For example:

Config>network 0
Fast Token-Ring interface configuration
FasTR Config>

Use the list devices command at the Config> prompt to display a list of interface
numbers configured on the router.

Note: Whenever you change a parameter, you must restart the router for the
changes to take effect.

FasTR Configuration Commands

This section describes the FasTR configuration commands. Enter the commands at
the FasTR config> prompt. ffanle 27 lists FasTR configuration commands.

Table 27. FasTR Configuration Command Summary

Command Function

? (Help) Displays all the commands available for this command level or lists the
options for specific commands (if available). See LGetting Help” an pagd
fd

List Displays the selected FasTR interface configuration.

LLC Accesses the LLC configuration environment and subcommands.

Media Defaults to fiber. No input allowed.

Packet-size Sets maximum packet-size for FasTR networks.

Set Sets the aging timer for the RIF cache and the physical (MAC) address.

Source-routing Enables or disables source-routing on the interface.

Speed Defaults to 155 Mbps. No input allowed.

Exit Returns you to the previous command level. See [Exiting a | ower | evel

List

Use the list command to display the current configuration for the FasTR interface.

Note: If the MAC address is 0, the default station address is used.
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Syntax:
list
Example:
list
Fast Token-Ring configuration:
Packet size (INFO field): 2052
Speed: 155Mbps
Media: Fiber
RIF Aging Timer: 120
Source Routing: Enabled
MAC Address: 000000000000
Packet size Maximum FasTR packet size.
Speed Speed of the network, 155Mbps.
Media Type of media the network uses, fiber.

RIF Aging Timer  Amount of time that the router holds the information contained in the
Routing Information Field (RIF).
Source Routing Status of the source-routing feature, enabled or disabled.

MAC Address Configured MAC address that was set with the set physical-address
command. If all zeros are displayed, the MAC address is the default
address.

LLC

Use the LLC command to access the LLC configuration environment. See fd

Configuration Commands” an page 233 for an explanation of each of these

commands.

Syntax:

lic
Example:
11c
LLC config>
Note: If APPN is not included in your router software load, you will receive the
following message if you try to use this command:
LLC configuration is not available for this network.
The LLC configuration environment is only available if APPN is included in
the software load.
Media
The default media type is fiber. No input allowed.
Packet-Size

Use the packet-size command to set the maximum packet-size for FasTR
networks. Enter the packet-size command followed by the desired number of bytes.

Note: If the packet size is increased, buffer memory requirements will also
increase.

Syntax:
packet-size #bytes

Example:
packet-size 4399
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Source-routing

Configuring the FasTR Network

Use the set command to set the Routing Information Field (RIF) timer and the
physical (MAC) address.

Syntax: set
physical-address

rif-timer

physical-address
Indicates whether you want to define a locally administered address for the
FasTR interface’s MAC sublayer address, or use the default factory station
address (indicated by all zeroes). The MAC sublayer address is the address
that the FasTR interface uses to receive and transmit frames.

Note: Pressing Return leaves the value the same. Entering O and pressing
Return causes the router to use the factory station address. The
default is to use the factory station address.

Valid values: Any 12-digit hexadecimal address.

Default value: burned-in address (indicated by all zeroes).

Example:
set physical-address
MAC address in 00:00:00:00:00:00 form []?

rif-timer
Sets the maximum amount of time (in seconds) that the information in the
RIF is maintained before it is refreshed. The default is 120.

Example:
set rif-timer
RIF aging timer value [120]7 120

Use the source-routing command to enable or disable end station source routing.
Source routing is the process by which end stations determine the source route to
use to cross source routing bridges. Source routing allows the IP protocol to reach
nodes on the other side of the source routing bridge.

This switch is completely independent of whether this interface is providing source
routing via the SRT forwarder. The default setting is enabled.

Some stations cannot properly receive frames with a Source Routing RIF on them.
This is especially common among NetWare drivers. Disabling source routing in this
situation will allow you to communicate with these stations.

Source routing should be enabled only if there are source-routing bridges on this
ring that you want to bridge IP packets through. Source routing must also be
enabled so LLC test response messages can be returned.

Syntax: source-routing
enable

disable

Example: source-routing enable
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Speed

The default speed is 155 Mbps. No input allowed.

Accessing the Interface Monitoring Process

To display the token-ring monitoring prompt (TKR>), enter the network command
followed by the interface number of the FasTR interface. For example:

+network 0
TKR>

Use the list devices command at the Config> prompt to display a list of interface
numbers configured on the router.

Follow the procedure described in lChapter 13 _Getting Started with Networld
Interfaces” on page 203 to access the interface monitoring process for the interface

described in this chapter. Once you have accessed the desired interface monitoring
process, you can begin entering monitoring commands.

FasTR Interface Monitoring Commands

This section describes the FasTR monitoring commands. Enter commands at the
TKR> monitoring prompt. [ahle 24 lists the monitoring commands.

Table 28. FasTR Monitoring Command Summary

Command Function

? (Help) Displays all the commands available for this command level or lists
the oEtions for specific commands (if available). See

Dump Displays a dump of the RIF cache.

LLC Displays the LLC monitoring prompt.

Exit Returns you to the previous command level. See W

Dump

When source routing is enabled in the FasTR config> process, you can use the
dump command to request a dump of the RIF cache contents.

Syntax:
dump
Example:
dump
MAC address State Usage RIF
0000C90B1A57 ~ ON_RING  Yes 0220
MAC address Displays the MAC address of the FasTR interface.
State Displays one of the interface states:

On_ring - indicates that a RIF was found for a node on the ring.
Have_route - indicates that a RIF was found for a node on a
remote ring.

No_route - is displayed for a brief period of time as an explorer
frame is sent out and the router is waiting for a return.
Discovering - indicates that the router sent an explorer frame to
rediscover the RIF.

St_route - indicates that a route obtained from a Spanning tree
explorer.
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Usage Indicates that a RIF was used in a packet. The number is arbitrary
and has no functional significance.
RIF Displays a code that indicates the RIF in hexadecimal.

Note: The RIF is displayed only if Source Route Bridging is enabled
on the FasTR interface.

* NetBIOS RIF data can be displayed using the following sequence
of commands: talk 5, protocol ASRT, name-caching, list cache
rifs.

» Data Link Switching RIF data can be displayed using the following
sequence of commands: talk 5, protocol dlsw, list llc2 session
all.

LLC

Use the LLC command to access the LLC monitoring prompt. LLC commands are

entered at this new prompt. See ELLC Monitoring Commands” an page 236 for an

explanation of each of these commands.

Syntax:
lic

Example:
1c

LLC user monitoring
LLC>

FasTR Interfaces and the GWCON Interface Command

While FasTR interfaces have their own monitoring processes for monitoring
purposes, the router also displays complete statistics for installed network interfaces
when you use the interface command from the GWCON environment.

Statistics Displayed for FasTR Interfaces

The following statistics display when you enter the interface <net #> command for
a FasTR interface from the GWCON environment.

+1 0
Self-Test Self-Test Maintenance
Nt Nt' Interface Slot-Port Passed Failed Failed
0 0 TKR/0 Slot: 1  Port: 1 1 0
0

Token-Ring/802.5 MAC/data-1ink on Fast Token Ring interface

Physical address 000000019100

Network speed 155 Mbps

Max packet size (INFO) 2052

Handler state Ring open

Hdr Thresh: 0 Bad CRC: 0

Bad Length: 0 Max Len Exc.: 0

Rcv Timeout: 0 Fwd Aborts: 0

Nonzero CPI: 0

Cells Rcvd: © NUD Rcvd: 0

NUD Bad CRC: 0 Bad HEC: 0
LCD Events:

AALO No Buf: 0 AAL5 No Buf: 0

NUD No Buf: 0

Rx No Sysbuf: 0 Tx No Chrmbf: 0
GPDMA Events:

Tx DMA Error: 0 Rx DMA Error: 0

Buf Overflow: 0 Virt Mem Res: 0

Lost Events: 0 I11. Events: 0

+
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The following section describes general interface statistics:

Nt
Nt’
Interface

Slot-Port
Self-Test: Pass
Self-Test: Fail

Maintenance Failed

Global interface number

Applies only to dial circuits

Interface name and Number of this interface within interfaces of type
intrfc

Slot number and Port number

Number of times self-test succeeded

Number of times self-test failed

Number of maintenance failures

The following section describes the statistics displayed that are specific to the

FasTR interfaces:

Physical address
Network speed

Max packet size (info)

Handler state

Hdr Thresh
Bad CRC
Bad Length
Max Len Exc.
Rcv Timeout

Fwd Aborts

Nonzero CPI
Cells Received
NUD Rcvd
NUD Bad CRC
Bad HEC

LCD Events
AALO No Buf
AAL5 No Buf
NUD No Buf
Rx No Sysbuf

Tx No Chrmbuf

GPDMA Events
Tx DMA Error
Rx DMA Error
Buf Overflow
Virt Mem Res
Lost Events

Ill. Events
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Specifies the physical address of the FasTR interface.

Specifies the speed of the FasTR network that connects to the
interface. The Network Speed counter displays the number of
packets that the interface can pass per second.

Displays the maximum packet size configured for that interface. The
Max Packet Size counter displays the maximum length, in bytes, of
a packet that the interface transmits or receives. This counter is
user-defined.

Displays the current state of the FasTR handler. The Handler state
counter displays the state of the handler after the self-test runs.
Packet header thresholds exceeded.

Packets received with bad CRC.

Packets received with bad length.

Packets received exceeding maximum length.

Timeouts on received packet reassembly.

Received packets terminated with a forward abort.

Packets received with CPI field not set to zero.

Cells received (not packets).

Non-user data fields received.

Non-user data fields received with bad CRC_10.

Cells received with bad Header Error Check.

AALO cells dropped due to lack of pools buffers.

AALS cells dropped due to lack of pools buffers.

Non-user data dropped due to lack of pools buffers.

Packets received but dropped because no system buffers were
available.

Transmit packets dropped because no adapter buffers were
available.

Transmit DMAs with errors.

Receive DMAs with errors.

Received packets that exceeded the real buffer size.

Virtual Memory resource events, writing cells into virtual memory.
Events lost because the receive queue was full.

Unrecognized events.



Chapter 16. Using FDDI

This chapter describes how to set software-configurable information for the Fiber
Distributed Data Interface (FDDI) in the router.

This chapter contains the following sections:

Fiber Distributed Data Interface (FDDI) Overview

Fiber Distributed Data Interface (FDDI) is described by the ANSI X3T9.5 and I1ISO
9314 committees as a dual counter-rotating ring that operates at a defined speed of
100 Mbps.

In many ways, FDDI is similar to the IEEE 802.5 token-ring, although there are
differences, some of which are described in LDifferences Between EDDI and

Token-Ring” on page 223,

Token-Passing Ring Network

FDDI is defined as a token-passing protocol. Each station has the chance to
transmit data when a token passes. A station can decide how many frames it will
transmit using an algorithm that permits “bandwidth” allocating.

FDDI also allows a station to transmit many frames without releasing the token in a
way that is similar to the IEEE 802.5 token-ring standard.

An FDDI ring network consists of a set of stations/devices connected as a serial
string of stations/devices and transmission media to form a physically closed loop.
Information is transmitted sequentially as a stream of suitably encoded signals from
one active station/device to the next active one.

Each station/device generally regenerates and repeats each token and can serve
as the means of attaching one or more stations/devices to the network.

Primary and Secondary Rings

FDDI defines two rings:

* The primary ring, which is similar to the main ring path in a token-ring network.

* The secondary ring, which is similar to the backup ring path in a token-ring
network.

Each ring path consists of two fibers, each fiber transmitting one signal; one is
pushed and one is pulled in a device. Each fiber is equivalent to a pair of copper
conductors. The physical approach in terms of fiber optics is similar to physical fiber
optic token-ring paths.

Attachment of Devices

FDDI permits many attachment units:
» Stations or devices

* Concentrators

* Bridges

These units can be attached to FDDI networks in various ways, similar to those for
token-ring networks.
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Differences Between FDDI and Token-Ring
The main differences between FDDI and token-ring techniques are:

* A device can be attached directly to rings without a concentrator, such as a
multi-station access unit (MSAU) on a token ring.

* A device can be attached to either or both of the primary and secondary rings.

FDDI defines two device classes, A and B, to differentiate between devices that
attach to one ring or both rings, as described in the next section.

Device Classes A and B
FDDI defines two device classes:
» A Class A device attaches to both rings directly.

It can be a station, called a Class A station or Dual Access Station (DAS), or it
can be a Concentrator, called a Dual Access Concentrator (DAC)

* A Class B device attaches to only one of the rings directly or through a
concentrator.

It can be a station, called a Class B station or Single Access Station (SAS), or it
can be a Concentrator, called a Single Access Concentrator (SAC)
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Figure 14. FDDI Network Diagram. This diagram shows Single Access Stations (SAS), Dual Access Stations (DAS),
Single Access Concentrators (SAC), and Dual Access Concentrators (DAC) in one Main Ring Path of an FDDI

network.
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Chapter 17. Configuring and Monitoring FDDI

This chapter describes the FDDI interface configuration and operational commands.
It includes the following sections:

Accessing the FDDI Configuration Commands

You can access FDDI configuration from Talk 6. To do so, enter the add device
command to add an FDDI interface to the network and assign an interface number
to it, and then use the network command to access the FDDI interface as shown in
the following example:

Config> add device fddi

SK-NET FDDI device in slot 0 port 1 as interface #2
Use "net 2" to configure SK-NET FDDI parameters

Config> network ?

0 :CHARM ATM Adapter

1 :ATM Token Ring LAN Emulation: elanl
2 :SK-NET FDDI

Config> network 2
FDDI Interface Configuration
FDDI Config>

This will get you to the FDDI Config> prompt.

When you are finished, enter Exit to return to the previous prompt level.

FDDI Configuration Commands

This section describes the FDDI configuration commands as shown in [ahle 2d.
Enter the commands from the FDDI Config> prompt.

Table 29. FDDI Configuration Command Summary
Command Function

? (Help) Displays all the commands available for this command level or lists
the options for specific commands (if available). See

List Displays the selected FDDI configuration.

LLC Provides access to the LLC configuration environment.

Set Sets FDDI parameters.

Exit Returns you to the previous command level. See [Exiting a 1 owel
List

Use the list command to display the current configuration for the FDDI.

Syntax:

list all

all Lists all of the output for the various parameters that follow.

FDDI Config [4]>LIST ALL
FDDI configuration:

Locally Admin. Address: 40:00:00:12:34:56

© Copyright IBM Corp. 1997, 1999 225



Configuring FDDI

T _Max (in ms):
T Min (in ms):
Requested Target Rotation Time (in ms):
Valid transmission expiration timer (in us):
Link Error Rate Alarm Port A:
Link Error Rate Cutoff Port A:
Link Error Rate Alarm Port B:
Link Error Rate Cutoff Port B:

165 (default)

5 (default)

165 (default)

2500 (default)
100-8 (default)

100-7 (default)

100-8 (default)

100-7 (default)

PMF password:

Use the LLC command to access the LLC configuration environment. See fLd

Canfiguration Commands” an page 233 for an explanation of LLC command.

Use the set command to configure FDDI.

User data:
LLC
Syntax:
lic
Set
Syntax:
set

ler port# type

ler
physcial-address
pmf
tmax
tmin
treq
tvx
userdata
Sets the alarm and cutoff values for port A and port B as follows:

ler a alarm
Sets the alarm values for port A.

ler a cutoff
Sets the cutoff values for port A.

ler b alarm
Sets the alarm values for port B.

ler b cutoff
Sets the cutoff values for port B.

Valid values and defaults

Alarm or Cutoff alid Values Default
Alarm 4to 15 8
Cutoff 4t0 15 7

physical-address
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Indicates whether you want to define a locally administered address
for FDDI interface’s MAC sublayer address, or use the default
factory station address (indicated by all zeroes). The MAC sublayer
address is the address that the FDDI interface uses to receive and
transmit frames.




pmf

tmax

tmin

treq

tvx

userdata

Configuring FDDI

Note: Pressing Return leaves the value the same. Entering 0 and
pressing Return causes the router to use the factory station
address. The default is to use the factory station address.

Valid values: Any 12-digit hexadecimal address.
Default value: burned-in address (indicated by all zeroes).

Example:

set physical-address
MAC address in 00:00:00:00:00:00 form []?40:00:00:12:34:56

Sets the PMF Password (maximum of 8 characters).

Sets the Maximum Token Rotation Time (in milliseconds) that this
station can accept. Commonly referred to in FDDI specifications as
T_Max.

Valid values: 5 to 165 milliseconds
Default: 165 milliseconds

Sets the Minimum Token Rotation Time (in milliseconds) that this
station can accept. If the negotiated TTRT is less than this value,
then the adapter will not provide proper service to the layers above
it. Commonly referred to in FDDI specifications as T_Min.

Valid values: 5 to 165 milliseconds
Default: 5 milliseconds

Sets the Requested Target Token Rotation Time (in milliseconds)
that this station will bid during initialization. Commonly referred to in
FDDI specifications as T_Req.

Valid values: 5 to 165 milliseconds
Default: 165 milliseconds

Sets the Valid transmission timer expiration (in microseconds). This
timer is reset every time a valid frame or nonrestricted token is
seen by the station. If the timer expires, it indicates that traffic is not
circulating properly on the ring and therefore the claim process is
started. Commonly referred to in FDDI specifications as TVX.

Valid values: 2500 to 10 000 microseconds
Default: 2500 microseconds.

Sets the User data (maximum of 32 characters).

Accessing FDDI Monitoring Commands

You can access FDDI configuration from Talk 5 by entering the network command
to access the FDDI interface as shown in the following example:

network ?

0 :CHARM ATM Adapter
1 :ATM Token Ring LAN Emulation: elanl

2 :SK-NET FDDI

network 2
FDDI Interface

FDDI>

This will get you to the FDDI> prompt.
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When you are finished, enter Exit to return to the previous prompt level.

FDDI Monitoring Commands
The monitoring commands for FDDI are:

Table 30. FDDI Monitoring Command Summary

Command Function
? (Help) Displays all the commands available for this command level or lists
the options for specific commands (if available). See

List Displays the FDDI adapter information

LLC Displays the LLC monitoring prompt.
Srt-stat Displays the FDDI bridging statistics.
Exit Returns you to the previous command level. See w

List
Use the list command to display the current FDDI configuration parameters.
Syntax:
list
Example:
FDDI> list
MAC Address: 40:00:00:12:34:56
Bridging Disabled
LLC
Use the LLC command to access the LLC configuration environment. See ELLJ
Configuration Commands” on page 233 for an explanation of LLC command.
Syntax:
lic
Srt-stat

Use the srt-stat command to display the hardware assisted bridged statistics on
this interface.

Syntax:

srt-stat

Example:
srt-stat
Port Supports: Transparent Bridging Only

Frames received: 806
Bytes received: 34588
Maximum size of filter table in adapter: 4088
Number of entries in filter table: 0
Number of dynamic entries in filter table: 0

FDDI Interfaces and the GWCON Command

While the FDDI interfaces have their own monitoring processes for monitoring, the
router also displays complete statistics for installed network interfaces when you
use the interface command from the GWCON environment.

228 MAS V3.4 Software User’s Guide



Monitoring FDDI

Statistics Displayed from FDDI Interfaces

The following statistics are displayed when you enter the interface net# command
for a FDDI interface from the GWCON environment.

Self-Test Self-Test Maintenance
Nt Nt' Interface Slot-Port Passed Failed Failed
0 0 FDDI/O Slot: 1 Port: 1 1 0 0

TEEE 802.2/FDDI MAC/data-link on SK-NET FDDI interface
Address: 00:60:94:C4:00:40
UNA: 00:00:5A:02:2D:1E -> DNA: 00:00:5A:02:2D:1E
ECM State Machine: IN
PCM State Machine Port A: SIGNAL
PCM State Machine Port B: ACTIVE
CFM State Machine Port A: ISOLATED
CFM State Machine Port B: CONCATENATED

CF State Machine: C_WRAP_B

MAC Current Path: PRIMARY

RMT State Machine: RING_OP

TVX expired ct: 0

Beacon ct: 0

Claim ct: 0

RingOp ct: 1

PHYA:LEM_Ct: LEM_Reject_Ct: 0 LCT fails: 40

0

Alarm: 10°-8 Cutoff: 10°-7 Estimate: 10°-15

PHYB:LEM_Ct: 0 LEM_Reject Ct: 0 LCT fails: 40
Alarm: 10°-8  Cutoff: 10°-7 Estimate: 10°-15

Frames:211764, Errors:0, Losts:0, Xmts:144058, Copied:171046, Not Copied:0

The following section describes general interface statistics:
Nt Global interface number
Nt Applies only to dial circuits

interface
Interface name and number of this interface within interfaces of type intrfc.

Port Port number
Slot Slot number

Self-Test Passed
Number of times self-test succeeded.

Self-Test Failed
Number of times self-test failed.

Maintenance Failed
Number of maintenance failures.

The following section describes the statistics displayed that are specific to the FDDI
interfaces:

Address
Specifies the physical address of the FDDI interface.

UNA  Specifies the physical address of the upstream neighbor.
DNA  Specifies the physical address of the downstream neighbor.

ECM State Machine
Entity Coordination Management controls the management of the media
interface, including all the ports at the node. It also controls the optical
bypass.
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ouT

IN

TRACE
LEAVE
PATH-TEST
INSERT
CHECK
DEINSERT

PCM State Machine
Physical Connection Management controls the management of the physical
connection between a port being managed and another port in the adjacent
node.

OFF
BREAK
TRACE
CONNECT
NEXT
SIGNAL
JOIN
VERIFY
ACTIVE
MAINT

CFM State Machine
Configuration Management manages the configuration of MACs and ports
within a node.

ISOLATED
LOCAL
SECONDARY
PRIMARY
CONCATENATED
THRU

CF State Machine
Attachment configuration.

ISOLATED
LOCAL_A
LOCAL_B
LOCAL_AB

MAC Current Path
Current path which this MAC is inserted.

ISOLATED
LOCAL
SECONDARY
PRIMARY

RMT State Machine.
Ring Management controls the timing of the MAC management frames.

TSOLATED
NON_OP
RING_OP
DETECT_BEACON
NON_OP_DUP
RING_OP_DUP
DIRECTED
RM-TRACE
DETECT_CLAIM
DETECT_IDLE

TVX expired ct
Number of times TVX expired.

Beacon ct
Number of times beacon state entered.
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Claim ct
Number of times claim state entered.

RingOp ct
Number of times ring has entered operational state.

LEM_Ct
Link error monitor error count.

LCT fails
Count of consecutive times the link confidence test has failed.

Alarm Estimate at which a link connection will generate an alarm.
Cutoff Estimate at which a link connection will be broken.

Estimate
Long term average link error rate.

Frames
Number of frames received.

Errors Number of frames detected in error.
Losts Number of format errors during reception.
Xmts  Number of frames transmitted.

Copied
Number of frames copied.

Not Copied
Number of frames not copied.

T_Notify
Neighbor notification timer.

SMT frames in
Number of SMT frames received.

SMT frames out.
Number of SMT frames sent.
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This chapter describes how to configure specific LLC interfaces in the router by
using either the interface commands or the GWCON interface command.

Logical Link Level can be thought of as a “sub-protocol”. It is not accessed directly
from either the Talk 6 (configuration) or the Talk 5 (monitoring) environment.
Instead, it is accessed from the Token Ring, Point-to-Point (PPP), or Frame Relay
protocols by entering an LLC command.

This chapter includes the following sections:

Accessing the Interface Configuration Process

Access the configuration commands for the protocol you wish to configure over
LLC:

+ Token Ring, as described in EChapter 14_Canfiguring IEEE 802 5 Token-Ring
Network Interfaces” on page 204

+ Point-to-Point, as described in EChapter 43_1lsing Paint-to-Paint Pratacol
lnterfaces” on page 581
* Frame Relay, as described in LC.ha.ple_rAJ_LLsmg_Eta.me_Rela;LLn.te_Ltac&_ad

+ FDDI, as described in EChapter 16 Using EDDI” on page 227

Each of these prompt levels has an LLC command. Enter LLC to access the LLC
configuration commands and perform LLC configuration. When you are finished,
enter Exit to return to the prompt level for the protocol you are configuring.

LLC Configuration Commands

LLC configuration is required when you need to pass packets over an SNA network.
To enter these commands, you must first enter the LLC configuration environment

(see tAccessing the Token-Ring Interface Configuration Process” on page 205).

This section summarizes and then explains all of the LLC configuration commands.
These commands, shown in [ahle 21, enable you to configure LLC when you need
to pass packets over a SNA network.

Table 31. LLC Configuration Command Summary

Command Function

? (Help) Displays all the commands available for this command level or lists
the options for specific commands (if available). See

List Displays the selected LLC configuration.

Set Sets the timers associated with LLC, and the size of the transmit
and receive windows.

Exit Returns you to the previous command level. See [Exiting a | owel
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List

Set

Use the list command to display the current configuration for the LLC.

Syntax:

list

Example:

list
Reply Timer (T1): 1 seconds
Receive ACK Timer (T2): 100 milliseconds
Inactivity Timer (Ti): 30 seconds
Max Retry value (N2):
Rcvd I-frames before ACK (N3): 1
Transmit Window (Tw): 2
Receive Window (Rw): 2
Acks needed to increment Ww (Nw): 1
Reply Timer (T1)
This timer expires when the LLC fails to receive a required acknowledgment
or response from the other LLC station.

Receive ACK Timer (T2)
This timer is used to delay sending of an acknowledgment for a received
[-format frame.

Inactivity Timer (Ti)
This timer expires when the LLC does not receive a frame for a specified
time period. When this timer expires the LLC transmits an RR until the
other LLC responds or the N2 retry count is exceeded. Default is 30
seconds.

Max Retry value (N2)
The maximum number of retries by the LLC protocol. Default is 8.

Rcvd I-frames before ACK (N3)
This value is used with the T2 timer to reduce acknowledgment traffic for
received I-frames. This counter sets a specified value and decrements each
time an I-frame is received. When this counter reaches 0 or the T2 timer
expires, an acknowledgment is sent. Default is 1.

Receive Window (Rw)
Indicates the maximum number of unacknowledged sequentially numbered
I-frames that an LLC can receive from a remote host.

Transmit Window (Tw)
Indicates the maximum number of I-frames that can be sent before
receiving an RR.

Acks needed to increment Ww (Nw)
This field is set to a default value of 1.

Use the set command to configure the LLC.

Attention: Changing LLC parameters from the defaults can affect how the LLC
protocol works.

Syntax:

set n2-max-retry count

n3-frames-rcvd-before-ack count
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nw-acks-to-inc-window count
rw-receive-window count
t1l-reply-timer seconds
t2-receive-ack-timer seconds
ti-inactivity-timer seconds
tw-transmit-window count

n2-max-retry
The maximum number of retries by LLC protocol. For example, N2 is the
maximum number of times the LLC transmits an RR without receiving an
acknowledgment when the inactivity timer expires. Default is 8. Minimum is
1. Maximum is 127.

Example:
set n2-max-retry
Max Retry value (N2) [8]?

n3-frames_rcvd-before-ack
This value is used with the T2 timer to reduce acknowledgment traffic for
received I-frames. Set this counter to a specified value. Each time an
I-frame is received, this value decrements. When this counter reaches 0 or
the T2 timer expires, an acknowledgment is sent. Default is 1. Minimum is
1. Maximum is 255.

Example:
set n3-frames_rcvd-before-ack
Number I-frames received before sending ACK(N3) [1]?

rw-receive-window
Indicates the maximum number of unacknowledged sequentially numbered
I-frames that an LLC can receive from a remote LLC peer. This value must
be equal to or less than 127.

Example:

set rw-receive-window

Receive Window (Rw), 127 Max. [2]?
nw-acks-to-inc-ww

This field is set to a default value of 1.

t1-reply-timer
This timer expires when the LLC fails to receive a required acknowledgment
or response from the other LLC station. When this timer expires, an RR is
sent with the poll bit set and T1 is started again. If the LLC receives no
response after the configured maximum number of retries (N2), the link
underneath is declared inoperative. Default is 1. Minimum is 1. Maximum is
256.

Example:
set tl-reply-timer
Reply Timer (T1) in sec. [1]?

t2-receive-ack-timer
This timer is used to delay sending of an acknowledgment for a received
I-format frame. This timer is started when an I-frame is received. The timer
is reset when an acknowledgment is sent. If this timer expires, LLC2 sends
an acknowledgment as soon as possible. Set this value so that it is less
than that of T1. This insures that the remote LLC2 peer receives the
delayed acknowledgment before the T1 timer expires. Default is 1 (100 ms).
Minimum is 1. Maximum is 2560.
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Example:

set t2-receive-ack-timer
Receive Ack timer (T2) in 100 millisec. [1]?

Note: If this timer is set to 1 (the default) it will not run (for example,
n3-frames_rcvd-before-ack =1).

ti-inactivity-timer
This timer expires when the LLC does not receive a frame for a specified
time period. When this timer expires the LLC transmits an RR until the
other LLC responds or the N2 retry count is exceeded. Default is 30
seconds. Minimum is 1 second. Maximum is 256 seconds.

Example:
set ti-inactivity-timer
Inactivity Timer (Ti) in sec. [30]?

tw-transmit-window
Sets the maximum number of I-frames that can be sent before receiving an
RR. Assuming that the other end of the LLC session can actually receive
this many consecutive I-frames, and the router has enough heap memory to
keep copies of these frames until an acknowledgment is received,
increasing this value may increase the throughput. Default is 2. Minimum is
1. Maximum is 127.

Example:

set tw-transmit-window
Transmit Window (Tw), 127 Max. [2]?

Accessing the Interface Monitoring Process

Access the monitoring commands for the protocol you wish to monitor over LLC:

+ Token Ring, as described in EChapter 14_Configuring IEEE 802 5 Token-Ring
Network Interfaces” on page 205

+ Point-to-Point, as described in EChapter 44_Configuring and Manitoring
Bo . tart 2ol

+ Frame Relay, as described in [Chapter 42 Canfiguring and Monitaring Eramg
Relay Interfaces” on page 5259

+ FDDI, as described in EChapter 16 Using EDDI” on page 221

Each of these prompt levels has an LLC command. Enter LLC to access the LLC
monitoring commands to monitor LLC. When you are finished, enter Exit to return
to the prompt level for the protocol you are monitoring.

LLC Monitoring Commands

This section summarizes and then explains all of the LLC monitoring commands.
These commands, shown in [fable 23, let you monitor the LLC while passing
packets over an SNA network.

Table 32. LLC Monitoring Command Summary

Command Function

? (Help) Displays all the commands available for this command level or lists
the oEtions for specific commands (if available). See

Clear-counters Clears all statistical counters.

List Displays interface, SAP, and session information.

236 MAS V3.4 Software User’s Guide



Clear-Counters

List
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Table 32. LLC Monitoring Command Summary (continued)

Command Function

valid for the life of the session.
Exit Returns you to the

7

Set Allows the user to dynamically configure LLC parameters that are

previous command level. See m

Use the clear-counters command to clear all the LLC statistical counters.

Syntax:

clear-counters

Use the list command to display interface, service access point (SAP), and session

information.

Syntax:

list interface
sap . ..
session

interface
Displays all SAPs opened on this interface.

Example:

list interface
SAP Number of Sessions
F4 1

sap sap_number
Displays information for the specified SAP on the interface.

Example:

list sap

SAP value in hex (OFE) [1]? F4

Interface 0, TKR/0
Reply Timer(T1) 1 sec
Receive ACK Timer (T2) 100 millisec
Inactivity Timer (Ti) 30 sec
MAX Retry Value (N2) 8

MAX I-field Size (N1) 2052

Rcvd I-frames before ACK (N3) 1
Transmit Window Size (Tw) 2

Acks Needed to Inc Ww (Nw) 1

Frame Xmt  Rcvd
UI-frames 4 5
TEST-frames 0 1
XID-frames 0 0
I-frames 291 26
RR-frames 81 291
RNR-frames 0 0
REJ-frames 0 0
SABME-frames 1 0
UA-frames 0 1
DISC-frames 0 0
DM-frames 0 0
FRMR-frames 0 0
I-frames discarded by LLC 0
I-frames Refused by LLC user 0

Cumulative number of sessions
Number of active sessions
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Session ID Remote
(int-sap-id)  Local MAC Remote MAC SAP  State
00F40000 00:00:C9:08:41:DB  10:00:5A:F1:02:37 F4 OPENED
SAP value in hex (OFE)

The SAP value of the session.

Interface
The interface number and type over which the session is running.

Reply Timer (T1)
Indicates the time it takes for this timer to expire when the LLC fails
to receive an acknowledgment or response from the other LLC
station.

Receive ACK Timer (T2)
Indicates the time delay the LLC uses before sending an
acknowledgment for a received I-frame.

Inactivity Timer (Ti)
Indicates the time the LLC waits during inactivity before issuing an
RR.

MAX Retry Value (N2)
The maximum number of retries by the LLC protocol.

MAX I-field Size (N1)
Maximum amount of data (in bytes) allowed in the I-field of an
LLC2 frame.

Rcvd I-frame before ACK (N3)
Indicates the value that is used with T2 timer to reduce
acknowledgment traffic for received I-frames.

Transmit Window Size (Tw)
Indicates the maximum number I-frames that can be sent before
receiving an RR.

Acks Needed to Inc Ww (Nw)
This field is set to a default value of 1.

Frames Xmt and Rcvd
Counter that displays the total number of frame types transmitted
(Xmt) and (Rcvd).

I-frames discarded by LLC
Counter that displays the total number of I-frames discarded by the
LLC, usually because the sequence number is out of sequence.

I-frames refused by LLC user
Counter that displays the number of I-frames discarded by the
software above the LLC. For example, DLSw (Data Link Switching).

Cumulative number of sessions
The total number of sessions that were opened over this SAP.

Number of active sessions
The total number of currently active sessions that are running over
the interface.

Session ID (int-sap-id)
The session ID for the monitoring interface.

Local MAC
The router’s LLC MAC address.
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Remote MAC
The remote LLC’s MAC address.

Remote SAP
The remote SAP of the LLC connection.

Remote State
The finite state(s) that results from interaction between the LLC
peers. There are 21 states that are described below.

Link_Closed
The remote LLC peer is not known to the local LLC peer and is considered
as not existing.

Disconnected
The local LLC peer is known to the other peer. This LLC peer can send and
receive XID, TEST, SABME, and DISC commands; and XID TEST, UA, and
DM responses.

Link_Opening
The state of the local LLC peer after sending a SABME or UA in response
to a received SABME.

Disconnecting
The state of the local LLC after sending a DISC command to the remote
LLC peer.

FRMR_Sent
The local LLC peer has entered the frame reject exception state and has
sent a FRMR response across the link.

Link_Opened
The local LLC peer is in the data transfer phase.

Local_Busy
The local LLC peer is unable to receive additional I-frames.

Rejection
A local LLC peer that has received one or more out-of-sequence I-frames.

Checkpointing
The local LLC peer has sent a poll to the remote LLC peer and is waiting
for an appropriate response.

CKPT_LB
A combination of checkpointing and local busy states.

CKPT_REJ
A combination of the checkpointing and rejection states.

Resetting
The local LLC peer has received a SABME and is reestablishing the link.

Remote_Busy
The state that occurs when an RNR is received from the remote LLC peer.

LB RB
A combination of local_busy and remote_busy states.

REJ LB
A combination of rejection and local_busy states.

REJ_RB
A combination of rejection and remote_busy states.
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CKPT_REJ_LB
A combination of checkpointing, rejection, and local_busy states.

CKPT_CLR
A combination state resulting from the termination of a local_busy condition
while the LLC peer is CKPT_LB.

CKPT_REJ_CLR
A combination state resulting from the transfer of an unconfirmed local busy
clear while the link station is in the CKPT_REJ_LB state.

REJ_LB_RB
A combination of the rejection, local_busy, and remote_busy states.

FRMR_Received
The local LLC peer has received an FRMR response from the remote LLC
peer.

Session
Displays information on the specified LLC session that is open on the
interface.

Example:

list session
Session Id: [0]? 00-F4-0000

Interface0, TKR/0

Remote MAC addr 10:00:5A:F1:02:37
Source MAC addr 00:00:C9:08:35:47
Remote SAP F4

Local SAP F4

RIF (089E 0101 0022 0010)
Access Priority 0

State LINK_OPENED
Replay Timer 1 sec

Receive ACK Timer (T2) 100 millisec
Inactivity Timer (Ti) 30 sec

MAX I-field Size (N1) 2052

MAX Retry Value (N2) 8

Rcvd I-frames before ACK (N3) 1

Transmit Window Size (Tw) 2
Working Transmit Size (Ww) 2
Acks Needed to Inc Ww (Nw) 1
Current Send Seq (Vs) 9
Current Rcv Seq (Vr) 7
Last ACK'd sent frame (Va) 9
No. of frames in ACK pend q 0

No. of frames in Tx pend q 0

Local Busy NO

Remote Busy NO

Pol1 Retry count 8

Appl output flow stopped NO

Send process running YES

Frame Xmt  Rcvd
I-frames 1456 2678
RR-frames 502 403
RNR-frames 0
REJ-frames 0

I-frames discarded by LLC
I-frames Refused by LLC user

oo

Session Id
Indicates the session ID number.

Interface
Indicates the number of the interface over which this session is
running.

Remote MAC addr
Indicates the MAC address of the remote LLC peer.

Source MAC addr
Indicates the MAC address of the local LLC.
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Remote SAP
The remote side SAP of the LLC connection.

Local SAP
The local side SAP of the LLC connection.

RIF The actual RIF of the frame.

Access Priority
Priority of the packet. 07 for upper layer control.

State The finite state(s) that results from interaction between the LLC
peers. Refer to the list sap command on page B3 for more
information.

Receive ACK timer (T2)
Indicates the time delay the LLC uses before sending an
acknowledgment for a received I-frame.

Inactivity timer (Ti)
Indicates the time the LLC waits during inactivity before issuing an
RR.

MAX I-field size (N1)
Maximum size of the data field (in bytes) of a frame. Default is the
size of the interface.

MAX Retry Value (N2)
The maximum number of times the LLC transmits an RR without
receiving an acknowledgment

Rcvd I-frames before ACK (N3)
Indicates the value that is used with T2 timer to reduce
acknowledgment traffic for received I|-frames.

Transmit window size (Tw)
Indicates the maximum number of I-frames that can be sent before
receiving an RR.

Working transmit size (Ww)
The maximum number of I-frames that are sent before receiving an
RR.

Acks Needed to Inc Ww (Nw)
This field is set to a default value of 1.

Current send seq (Vs)
Send state variable (Ns value for the next I-frame to be
transferred).

Current Rcv seq (Vr)
Receive state variable (next in-sequence Ns to be accepted).

Last ACK'd sent frame (Va)
Acknowledged state variable (last valid Nr received).

No. of frames in ACK pend q
Number of transmitted I-frames waiting for acknowledgment.

No. of frames in transmit pend q
Number of frames waiting to be transmitted.

Local Busy
The local side of the LLC connection is sending RNRs.
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Set

Remote Busy
The remote side of the LLC is receiving RNRs.

Poll Retry count
Indicates the current value of the retry of the counter (counts down)
in the LLC protocol.

Appl output flow stopped
The LLC has told the application to stop giving it outgoing data
frames.

Send process running
This process runs concurrently with all other frame actions and
takes I-frames in the transmit queue and sends them.

Frames Xmt and Rcvd
Displays the total number of frame types transmitted (Xmt) and
(Rcvd).

I-frames discarded by LLC
Counter that displays the total number of I-frames discarded by the
LLC, usually because the sequence number is out of sequence.

I-frames refused by LLC user
Counter that displays the number of I-frames discarded by the
software above the LLC. For example, DLSw (Data Link Switching).

Use the set command to dynamically configure the LLC parameters on a current
LLC session. Any changes that you make to the parameters are effective for the life
of session. These parameters are the same as those listed in LSet” on page 234

Attention: Changing LLC parameters from the default can affect how the LLC
protocol works.

Syntax:

set

n2-max_retry count
n3-frames-rcvd-before-ack count
nw-acks-to-inc-ww count
t1l-reply-timer seconds
t2-receive-ack-timer seconds
ti-inactivity-timer seconds

tw-transmit-window seconds

n2-max_retry

The maximum number of retries by LLC protocol. For example, N2 is the
maximum number of times the LLC transmits an RR without receiving an
acknowledgment when the inactivity timer expires. Default is 8. Minimum is
1. Maximum is 127.

n3-frames-rcvd-before-ack

This value is used with the T2 timer to reduce acknowledgment traffic for
received I-frames. Set this counter to a specified value. Each time an
I-frame is received, this value is decremented. When this counter reaches 0
or the T2 timer expires, an acknowledgment is sent. Default is 1. Minimum
is 1. Maximum is 255.
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nw-acks-to-inc-ww
This field is set to a default value of 1.

t1-reply-timer
This timer expires when the LLC fails to receive a required acknowledgment
or response from the other LLC station. When this timer expires, an RR is
sent with the poll bit set and T1 is started again. If the LLC receives no
response after the configured maximum number of retries (N2), the link
underneath is declared inoperative. Default is 1. Minimum is 1. Maximum is
256.

t2-receive-ack-timer
This timer is used to delay sending of an acknowledgment for a received
I-format frame. This timer is started when an I-frame is received and reset
when an acknowledgment is sent. If this timer expires, LLC2 sends an
acknowledgment as soon as possible. Set this value so that it is less than
that of T1. This insures that the remote LLC2 peer receives the delayed
acknowledgment before the T1 timer expires. Default is 1 (100 ms).
Minimum is 1. Maximum is 2560.

Note: If this timer is set to 1 (the default) it will not run (for example,
n3-frames-rcvd-before-ack=1 ).

ti-inactivity-timer
This timer expires when the LLC does not receive a frame for a specified
time period. When this timer expires the LLC transmits an RR until the
other LLC responds or the N2 timer expires. Default is 30 seconds.
Minimum is 1 second. Maximum is 256 seconds.

tw-transmit-window
Sets the maximum number of I-frames that can be sent before receiving an
RR. Assuming that the other end of the LLC session can actually receive
this many consecutive I-frames, and the router has enough heap memory to
keep copies of these frames until an acknowledgment is received,
increasing this value may increase the throughput. Default is 2. Minimum is
1. Maximum is 127.
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Chapter 19. Using the Ethernet Network Interface

This chapter describes how to use the Ethernet interface. It includes EDisplaying

Ethernet Statistics through the Interface Command’].

Displaying Ethernet Statistics through the Interface Command

You can also use the interface command from the GWCON environment to display
the following statistics.

+ interface 4
Self-Test Self-Test Maintenance

Nt Nt' Interface Slot-Port Passed Failed Failed
4 4 Eth/0 Slot: 4 Port: 1 3 1 0
Ethernet/IEEE 802.3 MAC/data-link on Ethernet interface
Physical address AADO04000318
PROM address 10005AFF0016
Microcode Level Uul7c

Input statistics:

failed, packet too long 0 failed, CRC error 1
failed, alignment error 0 failed, FIFO over-run 0
buffer full warnings 0 packets missed 1
internal mac rx errors 0
Output statistics:
initially deferred 12 single collision 1
multiple collisions 1  total collisions 4
failed, excess collisions 0 failed, FIFO under-run 0
failed, carrier check 0 CD heartbeat error 0
These statistics have the following meaning:
Nt Global network number.
Nt' This field is for the serial interface card. Disregard the output.
Interface

Interface name and its instance number.
Port Port number
Slot Slot number

Self-Test: Passed
Number of self-tests that succeeded.

Self-Test: Failed
Number of self-tests that failed.

Maintenance: Failed
Number of maintenance failures.

Physical address
The Ethernet address of the device currently in use. This may be the
PROM address or an address overwritten by some other protocol.

PROM address
The permanent unique Ethernet address in the PROM for this Ethernet
interface.

Input statistics:

failed, packet too long or failed, frame too long
The Failed, Packet Too Long counter increments when the interface
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receives a packet that is larger than the maximum size of 1518 bytes for an
Ethernet frame. This data is exported via SNMP as the
dot3StatsFrameToolLongs counter.

failed, CRC error or failed, FCS (Frame Check Sequence) error
The Failed, CRC (Cyclic Redundancy Check) Error counter increments
when the interface receives a packet with a CRC error. This data is
exported via SNMP as the dd3StatsFCSErrors counter.

failed, framing error or failed, alignment error
The Failed, Framing Error counter increments when the interface receives a
packet whose length in bits is not a multiple of eight.

failed, FIFO over-run or failed, FIFO overrun
The Failed, FIFO (First In, First Out) Overrun counter increments when the
Ethernet chipset is unable to store bytes in the local packet buffer as fast
as they come off the wire.

buffer full warnings
The Buffer Full Warnings counter increments each time the local packet
buffer is full.

packets missed
The Packets Missed counter increments when the interface attempts to
receive a packet, but the local packet buffer is full. This error indicates that
the network has more traffic than the interface can handle.

internal mac rcv errors
Receive errors that are not late, excessive, or carrier check collisions. This
data is exported via SNMP as the dot3StatsIinternalMacReceiveErrors
counter. This statistic is the sum of the FIFO Overruns.

Output statistics:

initially deferred or deferred transmission
The Initially Deferred counter increments when the carrier sense
mechanism detects line activity causing the interface to defer transmission.
This data is exported via SNMP as the dot3StatsDeferredTransmissions
counter.

single collision
The Single Collision counter increments when a packet has a collision on
the first transmission attempt, and then successfully sends the packet on
the second transmission attempt. This data is exported via SNMP as the
dot3StatsSingleCollisionFrames counter.

multiple collisions
The Multiple Collisions counter increments when a packet has multiple
collisions before being successfully transmitted. This data is exported via
SNMP as the dot3MultipleCollisionFrames counter.

total collisions
The Total Collisions counter increments by the number of collisions a packet
incurs.

failed, excess collisions
The Failed, Excess Collisions counter increments when a packet
transmission fails due to 16 successive collisions. This error indicates a
high volume of network traffic or hardware problems with the network. This
data is exported via SNMP as the dot3StatsExcessiveCollisions counter.
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failed, FIFO underrun
The Failed, FIFO Underrun counter increments when packet transmission
fails due to the inability of the interface to retrieve packets from the local
packet buffer fast enough to transmit them onto the network.

failed, carrier check or failed, carrier sense error
The Failed, Carrier Check counter increments when a packet collides
because carrier sense is disabled. This error indicates a problem between
the interface and its Ethernet transceiver. This data is exported via SNMP
as the dot3StatsCarrierSenseErrors counter.

CD heartbeat error or SQE test error
The CD (Collision Detection) Heartbeat Error or SQE (Signal Quality Error)
counter increments when the interface sends a packet but detects that the
transceiver has no heartbeat. The packet is treated as successfully
transmitted because some transceivers do not generate heartbeats. This
data is exported via SNMP as the dot3StatsSQETestErrors counter.
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Chapter 20. Configuring and Monitoring the Ethernet Network
Interface

This chapter describes Ethernet interface configuration and operational commands.
It includes the following sections:

‘ B : ”

Accessing the Ethernet Interface Configuration Process

Use the following procedure to access the configuration process. This process gives
you access to an Ethernet interface’s configuration process.

1. At the OPCON prompt, enter talk 6. (For more detail on this command, see
EWhat is the QPCQON Pracess?” on page 31.) For example:

* talk 6
Config>

The CONFIG prompt (Config>) displays on the console. If the prompt does not
appear when you first enter configuration, press Return again.

2. At the CONFIG prompt, enter the list devices command to display the network
interface numbers for which the router is currently configured.

3. Record the interface numbers.

4. Enter the network command and the number of the Ethernet interface you want
to configure. For example:

Config> network 0
ETH Config>

The Ethernet configuration prompt (ETH Config>), is displayed.

Ethernet Configuration Commands

This section summarizes and then explains the Ethernet configuration commands.
Enter the commands at the ETH config> prompt.

Table 33. Ethernet Configuration Command Summary
Command Function

? (Help) Displays all the commands available for this command
level or lists the options for specific commands (if

available). See EGetting Help” on page 10.

Connector-Type Sets the connector type.

IP-Encapsulation Sets the IP encapsulation as Ethernet (type X'0800'),
IEEE (802.3 with SNAP) or both.

List Displays the current connector-type, NetWare IPX
encapsulation, and IP encapsulation.

Physical-Address Sets the physical MAC address.

Exit Returns you to the previous command level. See m

Connector-Type

Use the connector-type command to set the connector type.2216s support AUI
(10BASES5) and RJ-45 (10BASE-T) connectors, and auto-config options.
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Syntax:

gonnector-type name

IP-Encapsulation

List

Use the IP-encapsulation command to select Ethernet (Ethernet type X'0800'),
IEEE 802.3 (Ethernet 802.3 with SNAP), or both. The default is Ethernet.

The option both enables the 2216 to use Ethernet encapsulation to transmit to
hosts that have Ethernet encapsulation and to use IEEE 802.3 encapsulation to
transmit to hosts that have IEEE 802.3 encapsulation. If your Ethernet LAN includes
some hosts that use one type of encapsulation and some that use the other,
entering both enables all of them to communicate.

The option both applies only to unicast frames. If you enter both , you are prompted
to enter either ethernet or ieee-802.3 for broadcast and multicast frames.

Syntax:

IP-encapsulation
* ethernet
* ieee-802.3
* both

Example:

Eth Config [1]>ip-encapsulation both
How would you Tike IP broadcast/multicast frames to be sent (ETHER/IEEE-802.3) [ETHER]?

Use the list command to display the current configuration for the Ethernet interface,
including the connector-type, IPX encapsulation type, and IP encapsulation type.

Syntax:
list all
Example:
Tist all
Connector type: AUI (10BASE5)
IP Encapsulation: ETHER
MAC Address: 023456789A56

Physical-Address

Use the physical-address command to set the physical (MAC) address.
Syntax: physical-address address

physical-address
This command lets you indicate whether you want to define a locally
administered address for the Ethernet interface’s MAC sublayer address, or
use the default burned-in address (indicated by all zeros). The MAC
sublayer address is the address that the Ethernet interface uses to receive
and transmit frames.

Note: Pressing Enter leaves the value the same. Entering O causes the
router to use the burned-in address. The default is to use the
burned-in address.
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Valid Values: Any 12-digit hexadecimal address.

Default Value: burned-in address (indicated by all zeros).

Example:
physical-address

MAC address in 00:00:00:00:00:00 form []? 12:15:00:FA:00:FE

Accessing the Ethernet Interface Operating Process

To monitor information related to the Ethernet Network Interface, access the
interface monitoring process by doing the following:

1.

At the OPCON prompt, enter talk 5. For example:
* talk 5

The GWCON prompt (+) is displayed on the console. If the prompt does not
appear when you first enter GWCON, press Return again.

At the GWCON prompt, enter the configuration command to see the protocols
and networks for which the router is configured. For example:

+ configuration

See page ['Caonfiguration” on page 112 for sample output of the configuration

command.

Enter the network command and the number of the Ethernet interface. In this
example:

+ network 0
ETH>

The Ethernet monitoring prompt is displayed. You can now view information
about the Ethernet interface by entering monitoring commands.

Ethernet Interface Monitoring Commands

Collisions

This section summarizes and exEIains the Ethernet monitoring commands. Enter

commands at the ETH> prompt.

lists the monitoring commands.

Table 34. Ethernet monitoring command Summary

Command Function

? (Help) Displays all the commands available for this command level or lists

Collisions Displays collision statistics for the specified Ethernet interface.
Exit Returns you to the previous command level. See m

the options for specific commands (if available). See

This command shows the counts of transmissions for packets that incurred
collisions before successful transmission. Counters are given for packets sent after
the collision XXXXx packets sent after 15 collisions. Increasing numbers of packets
transmitting with collisions and higher numbers of collision per packet are signs of
transmitting onto a busy Ethernet.

These counters are cleared by the OPCON clear command. This data is exported
via SNMP as the dot3CollTable counter.
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Syntax:

collisions

Example:

Eth> coll

Transmitted with
Transmitted with
Transmitted with
Transmitted with
Transmitted with
Transmitted with
Transmitted with
Transmitted with
Transmitted with
Transmitted with
Transmitted with
Transmitted with
Transmitted with
Transmitted with
Transmitted with

collisions:
collisions:
collisions:
collisions:
collisions:
collisions:
collisions:
collisions:
collisions:
collisions:
collisions:
collisions:
collisions:
collisions:
collisions:

—
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—
—
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Ethernet Dynamic Reconfiguration Support

This section describes dynamic reconfiguration (DR) as it affects Talk 6 and Talk 5
commands.

CONFIG (Talk 6) Delete Interface

Ethernet supports the CONFIG (Talk 6) delete interface command with no
restrictions.

GWCON (Talk 5) Activate Interface

Ethernet supports the GWCON (Talk 5) activate interface command with no
restrictions.

All Ethernet interface-specific commands are supported by the GWCON (Talk 5)
activate interface command.

GWCON (Talk 5) Reset Interface

Ethernet supports the GWCON (Talk 5) reset interface  command with no
restrictions.

All Ethernet interface-specific commands are supported by the GWCON (Talk 5)
reset interface  command.
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This chapter describes how to use the 10/100-Mbps Ethernet interface. It includes
the following sections:

Displaying 10/100-Mbps Ethernet Statistics

You can use the interface command from the GWCON environment to display the
following statistics.

+i 0

Self-Test Self-Test Maintenance
Net  Net' Interface Slot-Port Passed Failed Failed
0 0 Eth/0 Slot: 1 Port: 1 1 0 0

Ethernet/IEEE 802.3 MAC/data-link on 10/100-Ethernet interface

Encapsulation type Ethernet
Physical address 002035030008
PROM address 002035030008
Actual address 002035030008
Adapter Level 0
Configured Duplex: Auto-Negotiation
Actual Duplex: Half Duplex
Configured Speed: Auto-Negotiation
Actual Speed: 100 Mbps
Input statistics:
failed, packet too long 0 failed, CRC error 0
failed, alignment error 0 failed, receive overflow 0
*receive collision 0 +*missed frame 0
xxframes filtered 0 receive underrun 0
receive error 0
Qutput statistics:
one retry 0 single collision 0
multiple collisions 0 failed, transmit underflow 0
failed, excess collisions 0 failed, loss of carrier 0
late collisions 0 more than one retry 0
buffer error 0 total collisions 0
excessive deferral 0 deferred 0
memory error 0
Connection statistics:
disconnects 0 false carrier sense 0
* cannot be cleared.
*x cleared automatically when read.
These statistics have the following meaning:
Nt Global network number.
Nt’ This field is for the serial interface card. Disregard the output.
Interface

Interface name and its instance number.

Self-Test: Passed
Number of self-tests that succeeded.
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Self-Test: Failed
Number of self-tests that failed.

Maintenance: Failed
Number of maintenance failures.

Physical address
The Ethernet address of the device currently in use. This may be the
PROM address or an address overwritten by some other protocol.

PROM address
The permanent unique Ethernet address in the PROM for this Ethernet
interface.

Link Status
The current link status, either up or down.

Configured duplex
The value configured for duplex. Values can be Half Duplex, Full Duplex, or
Auto-Negotiation. This value applies to 10/100-Mbps Ethernet only.

Actual duplex
The value at which the adapter is presently operating. It might be different
from the value configured, depending on the switch capability. If the adapter
is not Up, the value displayed will be Unknown. Otherwise the value can be
Half Duplex or Full Duplex.

Whenever the link partner (switch or hub) does not participate during the
negotiation phase, *** will follow the actual duplex mode value. When *** is
indicated the operational duplex value should be verified on the switch or
hub for consistency.

Most hubs (unlike switches) can only support half-duplex mode, and are not
capable of negotiation. As such the *** indication will usually be displayed
when the interface is connected to a hub.

A message will also be logged via the ELS system whenever a possibility of
a mis-match in duplex mode exists.

Note: If the link partner (switch or hub) to which the interface is connected
does not respond during the negotiation phase, the two may result in
operating in different duplex modes. That is, the interface may be
operating in half-duplex, while the switch port is operating in full
duplex mode. A mismatch in the duplex mode can result in severe
performance degradation. See [10/100-Mhps Fthernet Configuration
Commands” on page 263 for important information regards speed

and duplex configurations.

Configured speed
The value configured for speed. Values can be 10 Mbps, 100 Mbps, or
Auto-Negotiation.

Actual speed
The speed at which the adapter is presently operating. If the adapter is not
Up, the value displayed will be Unknown. Otherwise the value can be 10
Mbps or 100 Mbps .

Input statistics:

failed, packet too long or failed, frame too long
The Failed, Packet Too Long counter increments when the interface
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receives a packet that is larger than the maximum size of 1518 bytes for an
Ethernet frame. This data is exported via SNMP as the
dot3StatsFrameToolLongs counter.

failed, CRC error or failed, FCS (Frame Check Sequence) error
The Failed, CRC (Cyclic Redundancy Check) Error counter increments
when the interface receives a packet with a CRC error. This data is
exported via SNMP as the dd3StatsFCSErrors counter.

failed, alignment error
The Failed, Framing Error counter increments when the interface receives a
packet where the length in bits is not a multiple of eight. This value applies
to 10/100-Mbps Ethernet only.

failed, receive overflow
Overflow error indicates that the receiver has lost all or part of the incoming
frame, due to an inability to move data from the receive FIFO into memory
buffer before the internal FIFO overflowed.

receive collision
Indicates the total number of collisions encountered by the receiver support
on the adapter.

Note: This counter cannot be cleared by the clear statistics command
because it is maintained on the adapter. The test network command
is the only way to reset this counter.

missed frame
Indicates the number of incoming receive frames lost due to unavailability of
a receive buffer in the system. This error indicates that the system is not
processing received frames as fast as they are being received from the
local network.

Note: This counter cannot be cleared by the clear statistics command
because it is maintained on the adapter. The test network command
is the only way to reset this counter.

frames filtered
Indicates the number of incoming frames that were discarded by the
adapter. This counter is updated only when bridging is enabled.

Note: This counter is maintained on the adapter, and is cleared every time
it is read. This counter will be cleared by the interface statistics and
the test network commands.

receive underrun
Indicates the number of times the adapter did not have a second buffer to
store a long frame (requiring more than one buffer).

receive error
This hardware counter is incremented for each packet in which a receive
error is detected. If there are one or more receiver error conditions during a
valid packet reception (that is, no collision occurred during packet
reception), the counter is incremented once at the end of packet reception.

Output statistics:

single collision
The Single Collision counter increments when a packet has a collision on
the first transmission attempt, and then successfully sends the packet on
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the second transmission attempt. This data is exported via SNMP as the
dot3StatsSingleCollisionFrames counter. This value applies to 10/100-Mbps
Ethernet only.

multiple collisions
The Multiple Collisions counter increments when a packet has multiple
collisions before being successfully transmitted. This data is exported via
SNMP as the dot3MultipleCollisionFrames counter. This value applies to
10/100-Mbps Ethernet only.

failed, transmit underflow
Transmit underrun indicates that transmitter has truncated a message
because it could not read data from the memory fast enough. It also
indicates that the FIFO on the adapter has emptied out before the end of
the frame was reached. IFO into memory buffer before the internal FIFO
overflowed.

failed, excess collisions
The Failed, Excess Collisions counter increments when a packet
transmission fails due to 16 successive collisions. This error indicates a
high volume of network traffic or hardware problems with the network. This
data is exported via SNMP as the dot3StatsExcessiveCollisions counter.
This value applies to 10/100-Mbps Ethernet only.

failed, loss of carrier
Loss of carrier is set when the carrier is lost during transmission. The
adapter does not retry upon loss of carrier. It will continue to transmit the
whole frame until done.

late collisions
A late collision indicates that a collision has occurred after the first channel
slot time has elapsed. The adapter does not retry on late collisions.

more than one retry
More than one retry indicates that more than one retry was needed to
transmit a frame.

buffer error
Buffer error occurs if there is a memory corruption problem in the system,
or under certain FIFO underflow conditions on the adapter.

total collisions
The Total Collisions counter increments by the number of collisions a packet
incurs.

excessive deferral
Excessive deferral indicates that the transmitter on the adapter has
experienced Excessive Deferral on this a transmit frame, where Excessive
Deferral is defined in the ISO 8802-3 (IEEE/ANSI 802.3) standard.

deferred
Deferred indicates the number of times the adapter had to defer while trying
to transmit a frame. This condition occurs if the DMA channel is busy when
the adapter is ready to transmit.

memory error
Memory errors occur when the adapter is not given access to the system
interface bus within the programmable length of time. This error will
normally occur during transmit operations, indicating transmit underrun.

Connection statistics
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disconnects
Indicates the number of times that the interface and its link partner
(switch or hub) were disconnected from each other.

false carrier sense
Indicates the number of times the interface encountered a false
carrier event. The counter freezes when full (at X'FFFF).

These statistics have the following meaning:

Nt Global network number.
Nt’ This field is for the serial interface card. Disregard the output.
Interface

Interface name and its instance number.

Self-Test: Passed
Number of self-tests that succeeded.

Self-Test: Failed
Number of self-tests that failed.

Maintenance: Failed
Number of maintenance failures.

Physical address
The Ethernet address of the device currently in use. This may be the
PROM address or an address overwritten by some other protocol.

PROM address
The permanent unique Ethernet address in the PROM for this Ethernet
interface.

Actual address

Configured duplex
The value configured for duplex. Values can be Half Duplex, Full Duplex, or
Auto-Negotiation. This value applies to 10/100-Mbps Ethernet only.

Actual duplex
The value at which the adapter is presently operating. It might be different
from the value configured, depending on the switch capability. If the adapter
is not Up, the value displayed will be Unknown. Otherwise the value can be
Half Duplex or Full Duplex.

Whenever the link partner (switch or hub) does not participate during the
negotiation phase, *** will follow the actual duplex mode value. When *** is
indicated the operational duplex value should be verified on the switch or
hub for consistency.

Most hubs (unlike switches) can only support half-duplex mode, and are not
capable of negotiation. As such the *** indication will usually be displayed
when the interface is connected to a hub.

A message will also be logged via the ELS system whenever a possibility of
a mis-match in duplex mode exists.

Note: If the link partner (switch or hub) to which the interface is connected
does not respond during the negotiation phase, the two may result in
operating in different duplex modes. That is, the interface may be
operating in half-duplex, while the switch port is operating in full
duplex mode. A mismatch in the duplex mode can result in severe
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performance degradation. See [110/100-Mbps Fthernet Configuration
Commands” on page 263 for important information regards speed

and duplex configurations.

Configured speed
The value configured for speed. Values can be 10 Mbps, 100 Mbps, or
Auto-Negotiation. This value applies to 10/100-Mbps Ethernet only.

Actual speed
The speed at which the adapter is presently operating. If the adapter is not
Up, the value displayed will be Unknown. Otherwise the value can be 10
Mbps or 100 Mbps .

Input statistics:

failed, packet too long or failed, frame too long
The Failed, Packet Too Long counter increments when the interface
receives a packet that is larger than the maximum size of 1518 bytes for an
Ethernet frame. This data is exported via SNMP as the
dot3StatsFrameToolLongs counter.

failed, CRC error or failed, FCS (Frame Check Sequence) error
The Failed, CRC (Cyclic Redundancy Check) Error counter increments
when the interface receives a packet with a CRC error. This data is
exported via SNMP as the dd3StatsFCSErrors counter.

failed, alignment error
The Failed, Framing Error counter increments when the interface receives a
packet where the length in bits is not a multiple of eight. This value applies
to 10/100-Mbps Ethernet only.

failed, receive overflow
Overflow error indicates that the receiver has lost all or part of the incoming
frame, due to an inability to move data from the receive FIFO into memory
buffer before the internal FIFO overflowed.

receive collision
Indicates the total number of collisions encountered by the receiver support
on the adapter.

Note: This counter cannot be cleared by the clear statistics command
because it is maintained on the adapter. The test network command
is the only way to reset this counter.

missed frame
Indicates the number of incoming receive frames lost due to unavailability of
a receive buffer in the system. This error indicates that the system is not
processing received frames as fast as they are being received from the
local network.

Note: This counter cannot be cleared by the clear statistics command
because it is maintained on the adapter. The test network command
is the only way to reset this counter.

frames filtered
Indicates the number of incoming frames that were discarded by the
adapter. This counter is updated only when bridging is enabled.

Note: This counter is maintained on the adapter, and is cleared every time
it is read. This counter will be cleared by the interface statistics and
the test network commands.
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receive underrun
Indicates the number of times the adapter did not have a second buffer to
store a long frame (requiring more than one buffer).

receive error
This hardware counter is incremented for each packet in which a receive
error is detected. If there are one or more receiver error conditions during a
valid packet reception (that is, no collision occurred during packet
reception), the counter is incremented once at the end of packet reception.

Output statistics:

one retry
Indicates that exactly one retry was needed to transmit a frame. This data is
exported via SNMP as the dot3StatsDeferredTransmissions counter. This
value applies to 10/100-Mbps Ethernet only.

single collision
The Single Collision counter increments when a packet has a collision on
the first transmission attempt, and then successfully sends the packet on
the second transmission attempt. This data is exported via SNMP as the
dot3StatsSingleCollisionFrames counter. This value applies to 10/100-Mbps
Ethernet only.

multiple collisions
The Multiple Collisions counter increments when a packet has multiple
collisions before being successfully transmitted. This data is exported via
SNMP as the dot3MultipleCollisionFrames counter. This value applies to
10/100-Mbps Ethernet only.

failed, transmit underflow
Transmit underrun indicates that transmitter has truncated a message
because it could not read data from the memory fast enough. It also
indicates that the FIFO on the adapter has emptied out before the end of
the frame was reached. IFO into memory buffer before the internal FIFO
overflowed.

failed, excess collisions
The Failed, Excess Collisions counter increments when a packet
transmission fails due to 16 successive collisions. This error indicates a
high volume of network traffic or hardware problems with the network. This
data is exported via SNMP as the dot3StatsExcessiveCollisions counter.
This value applies to 10/100-Mbps Ethernet only.

failed, loss of carrier
Loss of carrier is set when the carrier is lost during transmission. The
adapter does not retry upon loss of carrier. It will continue to transmit the
whole frame until done.

late collisions
A late collision indicates that a collision has occurred after the first channel
slot time has elapsed. The adapter does not retry on late collisions.

more than one retry
More than one retry indicates that more than one retry was needed to
transmit a frame.

buffer error
Buffer error occurs if there is a memory corruption problem in the system,
or under certain FIFO underflow conditions on the adapter.
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total collisions
The Total Collisions counter increments by the number of collisions a packet
incurs.

excessive deferral
Excessive deferral indicates that the transmitter on the adapter has
experienced Excessive Deferral on this a transmit frame, where Excessive
Deferral is defined in the ISO 8802-3 (IEEE/ANSI 802.3) standard.

deferred
Deferred indicates the number of times the adapter had to defer while trying
to transmit a frame. This condition occurs if the DMA channel is busy when
the adapter is ready to transmit.

memory error
Memory errors occur when the adapter is not given access to the system
interface bus within the programmable length of time. This error will
normally occur during transmit operations, indicating transmit underrun.

Connection statistics

disconnects
Indicates the number of times that the interface and its link partner
(switch or hub) were disconnected from each other.

false carrier sense
Indicates the number of times the interface encountered a false
carrier event. The counter freezes when full (at X'FFFF").

Auto-negotiation on the 10/100-Mbps Ethernet Interface

Specifying values other than auto for speed or duplex on the 10/100-Mbps Ethernet
interface or its link partner (switch port) can result in duplex mode mismatch or link
activation failures.

Link activation failures due to configuration mismatches will occur on the IBM 2216
whenever the speed configured at both ends are not identical.

When either speed or duplex value is auto-negotiate, both speed and duplex will be
negotiated with the link partner and its configured speed or duplex will be used.

Configuring Values Other than Auto for Duplex

The IBM 2216 10/100-Mbps Ethernet interfaces will alert you whenever there is a
possibility of a mismatch in the duplex mode between the switch and the router.
When auto-negotiation is not configured on both ends, there is no definite way for
either end to determine the duplex mode in use at the remote end, and the switch
and the router interface can be operating with non-identical duplex modes.

Depending on the switch implementation, the switch port may operate at half
duplex, when you have configured full duplex. As such, there is always a possibility
of a mismatch to occur between the switch port and the router interface. The IBM
2216 will alert you whenever there is such a possibility, but some switches do not
give such an indication.
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Configurations That May Result in Link Activation Failure on the IBM
2216

The primary cause of the link activation failure is mis-atched speeds.

To avoid link activation failure, configure auto for speed and duplex on the IBM
2216 and the switch port.

Note: These results may vary depending on the switch manufacturer and model.

Table 35. Configurations That May Result in Link Failure on the IBM 2216

IBM 2216 Hub/Switch
Auto HDX*
10 100
Auto FDX*
10 100
Auto HDX
100 10
Auto FDX
100 10
HDX HDX
10 100
HDX FDX
10 100
HDX HDX
100 10
HDX FDX
100 10
FDX HDX
10 100
FDX FDX
10 100
FDX HDX
100 10
FDX FDX
100 10

* HDX = Half Duplex =~ FDX = Full Duplex

Configurations That May Result in Mismatched Duplex Modes During
Operation

The primary cause of the mismatched duplex modes is the disabling of
auto-negotiation on the switch port and/or the IBM 2216 interface.
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To avoid mismatches in duplex mode, configure auto for speed and duplex on the
IBM 2216 and the switch port.

Note: These results may vary depending on the switch manufacturer and model.

Table 36. Configurations That May Result in Mismatched Duplex Modes During Operation

Configuration Result
IBM 2216 Hub/Switch BM 2216 Hub/Switch

Auto FDX* HDX* FDX
Auto 10 10 10
Auto FDX HDX FDX
Auto 100 100 100
HDX FDX HDX FDX
Auto 10 10 10
HDX FDX HDX FDX
Auto 100 100 100
Auto FDX HDX FDX
10 10 10 10
Auto FDX HDX FDX
100 100 100 100
HDX FDX HDX FDX
10 10 10 10
FDX HDX FDX HDX
Auto 10 10 10
FDX HDX FDX HDX
Auto 100 100 100
HDX FDX HDX FDX
100 100 100 100
FDX HDX FDX HDX
10 10 10 10
FDX HDX FDX HDX
100 100 100 100

* HDX = Half Duplex = FDX = Full Duplex
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Ethernet Network Interface

This chapter describes the 10/100-Mbps Ethernet interface configuration and

operational commands. It includes the following sections:

110/100-Mbps Fthernet Configuration Commands|

° ‘ - T H 9|
« LAccessing the Fthernet Interface Manitaring Pracess” on page 266
° € - H H ”

110/100-Mbps Fthernet Interface Monitaring Commands” on page 267

Accessing the Interface Configuration Process

Use the following procedure to access the configuration process. This process gives
you access to an Ethernet interface’s configuration process.

1. At the OPCON prompt, enter configuration . (For more detail on this command,

refer to L

* configuration

Config>

2" .) For example:

The CONFIG prompt (Config>) displays on the console. If the prompt does not
appear when you first enter configuration, press enter again.

2. At the CONFIG prompt, enter the list devices command to display the network
interface numbers for which the device is currently configured.

3. Record the interface numbers.
4. Enter the network command and the number of the Ethernet interface you want

to configure. For example:

Config> network 0

Ethernet interface configuration

ETH Config>

The Ethernet configuration prompt (ETH Config>), is displayed.

10/100-Mbps Ethernet Configuration Commands

This section describes the 10/100-Mbps Ethernet configuration commands. Enter
the commands at the ETH config> prompt.

Table 37. Ethernet Configuration Command Summary

Command

Function

? (Help)

Duplex
IP-Encapsulation
List
Physical-Address

Speed
Exit

Displays all the commands available for this command
level or lists the options for specific commands (if
available). See EGetting Help” on page 10.

Sets the duplex mode. (For 10/100-Mbps Ethernet only.)
Sets the IP encapsulation as Ethernet (type X’0800’),
IEEE (802.3 with SNAP), or both.

Displays the current connector-type, and IP
encapsulation.

Sets the physical MAC address.

Sets the link speed.

Returns you to the previous command level. See m
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Duplex

Use the duplex command to set the duplex mode. This command is for
10/100-Mbps Ethernet only.

Note: The default value of auto is recommended. The value half-duplex or
full-duplex should be specified only if auto-negotiation does not result in
successful activation of the interface or desired duplex mode. Note when you
see the command syntax that the command for half-duplex or full-duplex is
written with an underline between the words, for example, half_duplex.

If a value other than auto is specified, ensure that the same value is
configured on the switch port. After configuring the switch port to match the
duplex specified on the 10/100-Mbps Ethernet interface, disable and test the
interface.

Verify that the actual duplex mode shown on the interface status panel
matches the operational value on the switch port.

The interface may enter the Up state with mismatched duplex mode.
Operating with mismatched duplex modes on the interface and switch port
can cause severe performance degradation.

See [Configuring Values Qther than Auto for Duplex” an page 260 for |

information about duplex mode.

Syntax:

duplex half_duplex
full_duplex
auto

Half_duplex

The interface will not transmit while receiving or receive while transmitting.

Full_duplex
The interface will transmit and receive simultaneously.

Auto  The interface will automatically select half duplex or full duplex depending
on the link partner’'s capability.

IP-Encapsulation

Use the IP-encapsulation command to select Ethernet (Ethernet type X'0800",
IEEE 802.3 (Ethernet 802.3 with SNAP), or both. The default is Ethernet.

The option both enables the 2216 to use Ethernet encapsulation to transmit to
hosts that have Ethernet encapsulation and to use IEEE 802.3 encapsulation to
transmit to hosts that have IEEE 802.3 encapsulation. If your Ethernet LAN includes
some hosts that use one type of encapsulation and some that use the other,
entering both enables all of them to communicate.

The option both applies only to unicast frames. If you enter both , you are prompted
to enter either ethernet or ieee-802.3 for broadcast and multicast frames.

Syntax:

IP-encapsulation
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* ethernet
* ieee-802.3
* both

Example:

Eth Config [1]>ip-encapsulation both
How would you Tike IP broadcast/multicast frames to be sent (ETHER/IEEE-802.3) [ETHER]?

Use the list command to display the current configuration for the 10/100-Mbps
Ethernet interface.

Syntax:
list all
Example:
Tist all
Eth Config [2]>1ist all
Connector type: RJ45 (10BASET)
IP Encapsulation: ETHER
MAC Address: 023456789A56

| Physical-Address

Speed

Use the physical-address command to set the physical (MAC) address.

Syntax:
physical-address address

physical-address
This command lets you indicate whether you want to define a locally
administered address for the Ethernet interface’s MAC sublayer address, or
use the default burned-in address (indicated by all zeros). The MAC
sublayer address is the address that the Ethernet interface uses to receive
and transmit frames.

Note: Pressing Enter leaves the value the same. Entering O causes the
device to use the burned-in address. The default is to use the
burned-in address.

Valid Values: Any 12-digit hexadecimal address.

Default Value: burned-in address (indicated by all zeros).

Example:

physical-address
MAC address in 00:00:00:00:00:00 form []? 12:15:00:FA:00:FE
Use the speed command to set the speed used by this interface.
Note: For 10/100-Mbps Ethernet, the default value of auto is recommended. The

values of ten and hundred should be specified only if auto-negotiation does
not result in successful activation of the interface or desired speed.
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If a value other than auto is specified, ensure that the same value is
configured on the switch port. After configuring the switch port to match the
speed specified on the 10/100-Mbps Ethernet interface, disable and test the
interface.

If the interface and switch (or hub) port are not configured for identical
speed, the interface will not attain the Up state.

See = =
for information about auto-negotiation.

Syntax:
speed ten
hundred
auto
Ten The 10/100 Mbps interface will operate at 10 Mbps.
Hundred

The 10/100 Mbps interface will operate at 100 Mbps

Auto  The 10/100 Mbps interface will automatically select the speed (10 Mbps or
100 Mbps) depending on the link partner’s capability.

Accessing the Ethernet Interface Monitoring Process

To monitor information related to the 10/100-Mbps Ethernet Network Interface,
access the interface monitoring process by doing the following:

1. Atthe OPCON prompt, enter console . For example:

* console

The GWCON prompt (+) is displayed on the console. If the prompt does not
appear when you first enter GWCON, press enter again.

2. At the GWCON prompt, enter the configuration command to see the protocols
and networks for which the device is configured. For example:

+ configuration

See [Configuration” on page 119 for sample output of the configuration

command.
3. Enter the network command and the number of the Ethernet interface as
shown in the following example:

+ network 0
ETH>

The Ethernet monitoring prompt is displayed. You can now view information
about the Ethernet interface by entering monitoring commands.
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10/100-Mbps Ethernet Interface Monitoring Commands

Collisions

This section summarizes the 10/100-Mbps Ethernet monitoring commands. Enter
commands at the ETH> prompt.

Table 38. Ethernet Monitoring Command Summary

Command Function

? (Help) Displays all the commands available for this command level or lists
the oEtions for specific commands (if available). See

Collisions Displays collision statistics for the specified Ethernet interface.

Exit Returns you to the previous command level. See

This command displays the counts of transmissions for packets that incurred
collisions before successful transmission. Counters are displayed for packets sent
after 15 collisions. An increased number of packets transmitted with collisions and
higher numbers of collisions per packet are signs of transmitting onto a busy
Ethernet.

These counters are cleared by the OPCON CLEAR command. This data is
exported via SNMP as the dot3CollTable counter.

Syntax:

collisions

Example:
Eth> coll
Transmitted with 1 collisions:0
Transmitted with 2 collisions:0
Transmitted with 3 collisions:0
Transmitted with 4 collisions:0
Transmitted with 5 collisions:0
Transmitted with 6 collisions:0
Transmitted with 7 collisions:0
Transmitted with 8 collisions:0
Transmitted with 9 collisions:0
Transmitted with 10 collisions:0
Transmitted with 11 collisions:0
Transmitted with 12 collisions:0
Transmitted with 13 collisions:0
Transmitted with 14 collisions:0
Transmitted with 15 collisions:0

Ethernet Dynamic Reconfiguration Support

This section describes dynamic reconfiguration (DR) as it affects Talk 6 and Talk 5
commands.

CONFIG (Talk 6) Delete Interface

Ethernet supports the CONFIG (Talk 6) delete interface command with no
restrictions.

GWCON (Talk 5) Activate Interface

Ethernet supports the GWCON (Talk 5) activate interface command with no
restrictions.

All Ethernet interface-specific commands are supported by the GWCON (Talk 5)
activate interface command.
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GWCON (Talk 5) Reset Interface

Ethernet supports the GWCON (Talk 5) reset interface  command with no
restrictions.

All Ethernet interface-specific commands are supported by the GWCON (Talk 5)
reset interface  command.
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Note: See the glossary for definitions of the acronyms and terms used in this
chapter.

The IBM 2216 implements the LAN Emulation Over ATM: Version 1.0 Specification
which is widely accepted as the industry standard for multivendor multiprotocol
interoperability. This chapter introduces basic LAN emulation (LE) concepts in the
context of the IBM 2216 implementation. It begins by examining the motivation for
installing emulated LANs (ELANS).

LAN Emulation Benefits

LAN emulation protocols allow ATM networks to provide the appearance of Ethernet
and Token-Ring LANs. Although LAN emulation does not exploit all of the benefits
of ATM, it is useful in migrating to ATM technology and lowering network
management costs. It enables you to utilize high-speed ATM links and still protect
your software and hardware investments.

Software investments are protected because application interfaces are unchanged
(LAN emulation is implemented within the data link control layer, which is below the
device driver interface of end stations). Hardware investments are protected with
forwarding engines that bridge LAN and ATM networks so that existing adapters
and wiring can continue to be used.

LAN emulation allows incremental installation of ATM adapters in stations with
high-bandwidth requirements, for example, servers and engineering or multimedia
workstations. Physical and logical views of a simple LAN emulation example are

illustrated in Eigure 15 on page 270,
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Simple LAN Emulation Network
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Figure 15. Physical and Logical Views of a Simple LAN Emulation Network

The network management benefits of emulated LANs (ELANs) come from
increased flexibility in handling moves, adds, and changes. Membership in an ELAN
is not based on physical location; instead, logically-related stations are grouped to
form an ELAN (stations can also be members of multiple ELANS).

As long as ELAN memberships are retained, no reconfiguration is needed when
stations move to new physical locations. Similarly, no wiring modifications are
needed to move stations from one ELAN to another.

LAN Emulation Components

270

The following components implement an ELAN:

LAN emulation (LE) clients (LECs)
LAN emulation components that represent users of the Emulated LAN.

LE configuration server (LECS)

A LAN emulation service component that centralizes and disseminates
configuration data.

LE server (LES)

A LAN emulation service component that resolves LAN destinations to ATM
addresses.
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Broadcast and Unknown Server (BUS)
A LAN emulation service component responsible for the delivery of
multicast and unknown unicast frames.

The LES, BUS, and LECS are collectively referred to as the LE service
components. Each ELAN has a dedicated LES and BUS. LE clients reside in end
systems, either in ATM-attached hosts or in bridges or LAN switches. The bridges
or LAN switches represent hosts that are connected to Ethernet or Token-Ring
LANSs. LE clients provide a MAC-level service to higher level software. Either
Ethernet IEEE 802.3 or IEEE 802.5 Token-Ring LANs can be emulated, but all
stations on an ELAN must be of the same type.

The function that bridges between Token-Ring or Ethernet LAN segments and
ELANSs is called a Proxy LEC. To emulate a LAN, LE clients request services from
the LECS, LES, and BUS. The following sections briefly review ATM addressing and
pertinent Interim Local Management Interface (ILMI) functions. You need to
understand these concepts before you can understand how the LE components
function in the network.

Addressing in ATM

ATM uses 20-byte hierarchical addressing:

End System
Identifier Selector
— Network Prefix——m— ’_ (EST) _‘ [

1 13 14 19 20

The first 13 octets of an ATM address are the Network Prefix. Each switch in your
ATM network must have a unique Network Prefix. ATM switches use the Network
Prefix to route VCC setup requests the destination ATM switch. End systems, like
this router, retrieve their Network Prefix from their ATM switch when they activate.

Octets 14-19 of an ATM address are the End System Identifier (ESI). Each end
system attached to the same switch must use a disjoint set of ESls. When an end
system activates, it attempts to register its ESIs with its ATM switch using the
Interim Local Management Interface (ILMI).

The ILMI defines a set of SNMP-based procedures used to manage the interface
between an end system and an ATM switch. End systems use ILMI to:

* Obtain the network prefix from the switch

» Register their ESls with the switch

* Dynamically determine the UNI version of the ATM switch

* LECs may get a list of LECS addresses from the switch

The switch forces all of its registered ESls to be unique.

Octet 20 of an ATM address is the selector.
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ESI

End stations obtain their Network Prefix from the switch and form their own
addresses by appending an ESI and selector. These addresses must then be
registered with the switch, which rejects the registration if the ATM address is not
unique.

Each ATM interface on the router has a universally administered, or burned-in, MAC
address. You can use the MAC address as an ESI for some or all of the router’s
ATM addresses. Alternatively, you can define up to 64 locally administered ESIs on
each interface. If every end system uses its universally administered MAC address
as its ESI, then ATM addresses are guaranteed to be unique. This eases the
configuration burden. However, using locally administered ESls can ease problem
determination. You can use any combination of universal or locally administered
ESls.

One way to obtain a unique ATM address is to use a burned-in IEEE MAC address
as the ESI and to locally choose a unique selector. By default, the router uses the
MAC address of the ATM interface as the ESI in its ATM addresses. Additional ESls
can be configured on each ATM interface.

Each ESI can have up to 255 associated selectors (0x00 through Oxff). The range
of selectors is partitioned into two subranges, a configured selector range and an
automatically assigned selector range. The ATM interface parameter
max-configured-selector gives the upper bound on the configured selector range.

The ATM components on the router have various ways of choosing a selector.
Some components require you to explicitly configure a selector from the configured
selector range. LES/BUSs are an example of such a component. Other
components, such as Classical IP clients, allow the selector to be automatically
assigned at run-time. You do not have to choose the selector because the router
does this when it activates. This selector is not guaranteed to be consistent across
router restarts. Automatic selector assignment is useful only for those ATM
components whose ATM address does not have to be already known by other
network devices.

You must configure ATM before you configure emulated LANSs, bridging or routing.

ATM Addresses of LAN Emulation Components

In general, ATM addresses must be uniqgue among LAN emulation components. The
only exception is that a LES and BUS serving the same ELAN can share an ATM
address, as is the case on the router.

LAN emulation components are configured for a particular ATM interface. You can
decide to use the burned-in MAC address as the ESI portion of the ATM address of
the component or you can select one of the locally-administered ESIs that have
been defined for the ATM interface. Multiple LE components can share the same
ESI if they have unique selectors. By default, the configuration interface assigns
each LE component a unique selector value for the configured ESI; however, you
can override this assignment and explicitly configure a particular selector value.

An ATM interface parameter determines the number of selectors per ESI reserved
for explicit assignment. The remainder are available for dynamic assignment by the
ATM interface at run-time. LE components use only the selectors reserved for
explicit assignment; by default, 200 of the 256 possible selectors per ESI are
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reserved for explicit assignment. Run-time selector assignment is beneficial when
you do not need to control the assigned selector, for example, when you are
configuring clients in Classical IP that are not paired with an ARP server.

While ATM addresses must be unique among LE components, LE components can
use the same ATM addresses as non-LE components, such as Classical IP servers.

Overview of Related ILMI Functions

ILMI defines a set of SNMP-based procedures used to manage the user-network
interface (UNI) between an ATM end system and an ATM switch. The following
three ILMI functions are particularly relevant to LAN emulation:

1. ATM address registration, which is described in tAddressing in ATM” od

2. Dynamic determination of the signaling version being run at the switch
3. Acquisition of the LECS ATM addresses

As mentioned in lAddressing in ATM” on page 271, ATM address registration is a

joint effort between ATM end systems and switches. ATM addresses must be
registered with the switch before calls can be placed or received.

By default, the ATM interfaces of a router use ILMI procedures to query the switch
MIB in an attempt to determine the signaling version (UNI 3.0 or 3.1) being run at
the switch. If the query succeeds, the ATM interface runs the same UNI version as
the switch; if the query fails, the ATM interface runs UNI 3.0. Alternatively, you can
override the default and explicitly configure the UNI version that will run on the ATM
interface.

Manual Configuration of the Signaling Version

You need to configure the signaling version manually if the ATM switch runs UNI 3.1
and has no UNI Version MIB variable. In this case, the ATM interface cannot
dynamically determine the UNI version. Because the ATM interface in the router
uses UNI 3.0 by default, you should manually configure the ATM interface to use
UNI 3.1.

Locating the LECS Using ILMI

ILMI is the method of choice for locating the LECS. The ILMI MIB at the ATM switch
includes a list of LECS ATM addresses that can be retrieved by LE clients. This
method is useful because the LECS ATM addresses need only be configured at
ATM switches, not at LE clients, and there are fewer switches than LE clients.
Clients attempt to connect to the first LECS on this list. If the connection fails, they
try the next LECS address in succession until a connection is established.

Overview of the LECS Function

LE clients are not required to use the LECS, although it is recommended. If the
LECS is not used, each LE client must be configured with the ATM address of the
LES that serves its ELAN. The LECS reduces the network management burden by
serving as a centralized repository for configuration data, minimizing configuration of
the LE clients.

Note: At most, one LECS is configurable on each router.
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Clients connect to the LECS using well-defined procedures. The following steps are
attempted by a client, in order, until a virtual channel connection (VCC) to the LECS
is established:

1. Connect to the LECS using any configured LECS address information
(configuration of an LECS ATM address at LE clients is optional and is not
recommended).

2. Obtain a list of LECS addresses using ILMI and attempt to connect to each
LECS on the list, in order, until a VCC is established.

3. Establish a VCC to the well-known LECS ATM address as defined by the ATM
Forum.

As previously stated, ILMI is the preferred method for LE clients to locate the LECS.
The well-known LECS address is needed because some switches do not support
the ILMI method. Configuring the LECS address at the LE clients should be done
only when the switch does not support the ILMI method and the LE service does
not support the well-known LECS address.

The router and the IBM ATM switch support all three methods: the pre-configured
LECS address, ILMI connection, and the well-known LECS ATM address.

The LECS must provide initial configuration data to LE clients. The most crucial
piece of data is the ATM address of the LES. To provide this information to an LE
client, the LECS must be able to identify the LE client and to determine the correct
LES for that LE client. The LECS identifies an LE client using information in the
LE_CONFIGURATION_REQUEST frame sent by the LE client. The configuration
request can also contain information to identify the ELAN that the LE client is
seeking to join. The following information can be included in the configuration
request:

1. Primary ATM address of the LE client
This field is required and uniquely identifies the LE client.
2. LAN destination associated with the LE client

This field can contain a MAC address or a route descriptor that uniquely
identifies the LE client or it can be unspecified.

3. ELAN Name

This field can contain a hame identifying the requested ELAN or the requesting
LE client. In the router implementation, ELAN names are standard ASCII strings.
The ELAN name can be unspecified in the request.

4. ELAN Type

This field can specify that the LE client belongs to an Ethernet or Token-Ring
ELAN, or it can be unspecified. If the LE client specifies the type of ELAN, the
LECS cannot assign the client to an ELAN of a different type.

5. Maximum frame size supported by the LE client

This field can specify the upper bound on the size of a data frame that can be
processed by the LE client, or it can be unspecified. The LECS cannot assign a
client to an ELAN with a maximum frame size larger than that specified by the
client. If the ELAN allows frames too large for the client to handle, the client
cannot function on that ELAN.

Given this information, the LECS assigns the LE client to a LES. This is
accomplished through the use of policies and policy values. A policy is a criterion
that the LECS uses to make LE client-to-LES assignment decisions. A policy value
is a (value, LES) pair that indicates that the specified value should be assigned to
the specified LES. For example, a policy could be the MAC address of the LE
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client, and a policy value could be (MAC ADDR_A, LES_1). An LE client with MAC
ADDR_A will be assigned to LES_1 if the LE client has not already been assigned
to another LES because of a higher-priority policy. One set of policies and policy
values applies to all the ELANSs.

In accordance with the LE service MIB Specification of the ATM forum, these are
the six policies defined:

1. ATM address

2. MAC address

3. Route descriptor

4. ELAN type

5. Max frame size

6. ELAN name

Policies also have priorities. The LECS examines policies in prioritized order.
Policies with smaller values in the priority field are considered before policies with
larger values in the priority field. Policies with equal values in the priority field are
considered at the same time and ANDed together.

The LECS assigns an LE client to a LES when all of the policies at the current
priority level are satisfied and in agreement. The policies are satisfied when there is
a policy value that matches the corresponding field in the configuration request for
each policy at the current level. The policies are in agreement when the set of
matches include a LES that is common to all the policies. If these conditions are not
met, the LECS considers the policies at the next priority level. If the LECS is unable
to find a LES at any priority level, an unsuccessful configuration response is
returned to the LE client.

To understand the meaning of agreement of the policies, consider this example of
policies not in agreement. Suppose that the policies at priority 1 are a MAC address
and an ELAN name. One of the policy values is (X'400000121225', LES A) and
one is (ELAN 1, LES_B). If the LE client provides a LAN destination of
X'400000121225', the MAC address policy is satisfied. If the LE client provides an
ELAN name of ELAN 1, then the ELAN name policy is also satisfied. In this case
the policies at priority 1 are not in agreement because they refer to different LESs.
In this example, the LECS would examine the policies at the next priority level.

After determining the correct LES for an LE client, the LECS returns a configuration
response to the LE client that includes the following information: LES ATM address,
ELAN type, max frame size, and ELAN name. The configuration response can also
include type/length/value (TLV) parameters. TLVsS provide a method to download
optional or user-defined parameters to the LE client.

Sample Situations for Use of the LECS Assignment Policies
The following section offers examples of various LECS assignment policies.

ATM Address Policy

The LECS permits two types of ATM address policy values. The first type is a
variable length ATM address prefix. For example, the policy value
(3999999999999900000102, LES_A) means that all LE clients whose ATM address
begins with 3999999999999900000102 should be assigned to LES_A.

The second type of ATM address policy value is an ESI and Selector of an ATM
address. For example, the policy value (10002345003281, LES_A) means that the
LE client with an ESI of 100023450032 and a selector of 81 should be assigned to
LES A
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When given the ATM address of an LE client, the LECS searches first for a
matching ESI and selector. If no match is returned, the LECS searches for the ATM
address prefix policy value with the longest matching prefix. Thus, for example, the
above policy value (399999999999990000, LES_B).

ATM address ESI and selector policy values can be used to assign clients to LESs
in a manner independent of the LE clients physical location (the ESI and selector is
defined locally to the client). ATM address prefixes are the only policy values which
indicate any geographic information.

LAN Destination Policy

LE clients can be assigned to LESs based upon a MAC address or a route
descriptor. Because a LAN destination uniquely identifies an LE client in a manner
that is independent of geographic location, this policy is useful in ensuring that the
LE client is assigned to the correct ELAN regardless of its physical location, for
example, retaining the ELAN memberships of a workstation when it is moved from
one switch to another.

ELAN Name Policy
ELAN names are perhaps the most flexible of the assignment criteria. Some of the
ways that ELAN name policy values can be used are:

¢ Use the actual name of the ELAN

If LES_A serves Elan 1, then create the policy value (Elan 1, LES_A). LE clients
specifying Elan 1 in configuration requests will then be assigned to LES_A.

¢ Use aliases for the ELAN

For example, all LE clients belonging to members of the Accounting Department
could be configured to use the ELAN name Accounting, while those belonging to
the Engineering Department could use the ELAN name Engineering. Depending

upon the number of LE clients on the ELANS, these names could be directed to

the same ELAN by configuring these policy values:

(Accounting, LES A)
(Engineering, LES_A)

or to different ELANSs by configuring these policy values:

(Accounting, LES_A)
(Engineering, LES B)

This setup requires configuring the LE clients with the correct ELAN Name.
* Use names for the LE clients

Each LE client can be given its own name. For example, you could create the
policy values (Joe, LES_A) and (Mary, LES_A). Then, the LE clients configured
with these names would be directed to the same LES. This method requires
configuring the ELAN name at each LE client and at the LECS. However, it
allows Joe and Mary to move the client to a new location. Even though moving
causes the client to have a new ATM address or MAC address, as long as you
configure the new LE client with the same ELAN name, you retain membership in
the original ELAN. This technique also offers a moderate amount of security if the
names of each LE client are considered to be passwords.

ELAN Type Policy

ELAN type policy values are most useful for providing default ELANs. For example,
the following policy values would ensure that every LE client is assigned to one of
the LESs:
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(Token-ring ELAN Type, LES A)
(Ethernet ELAN Type, LES_B)
(Unspecified ELAN Type, LES C)

In general, policies used for providing default ELAN assignments should be given a
low priority, so that the more specific policies are considered first.

Max Frame Size Policy
The max frame size policy can also be used to provide default ELAN assignments.

Duplicate Policy Values

Duplicates occur when the same policy value is associated with multiple LESs for a
given policy. Duplicate policy values are allowed for the ELAN type and max frame
size policies, but are not allowed for other policies. Duplicate values are useful only
when combined with a different policy of the same priority.

For example, assume that there are three ELANs: an Ethernet ELAN with a max
frame size of 4544 bytes, a Token-Ring ELAN with a max frame size of 4544 bytes,
and another Token-Ring ELAN with a max frame size of 18190 bytes. LE clients
could be assigned to the appropriate ELAN by setting the ELAN type and max
frame size policies to the same priority level and defining the following policy

values:

(Ethernet ELAN Type, LES 1) (Max Frame Size = 4544, LES 1)
(Token-Ring ELAN Type, LES 2) (Max Frame Size = 4544,  LES 2)
(Token-Ring ELAN Type, LES_2) (Max Frame Size = 18190, LES 2)

More Information About TLVs

TLVs are defined on an ELAN basis; therefore, the same set of TLVs is returned to
all LE clients that are assigned to a particular ELAN. When a TLV is included in a
configuration response, the LE client must use the value specified in the TLV as an
operating parameter (if the LE client recognizes the ELAN type). A few examples of
situations where TLVs might be beneficial are as follows:

* When ELANSs are spread over large geographic locations, the default timeout
values for LE clients may be insufficient. These timeouts can be controlled for all
LE clients by specifying their value in a TLV at the LECS.

* By default, ELANs use best-effort connections to connect to the BUS. For ELANs
where BUS traffic is heavy, better performance can be obtained by using
reserved bandwidth connections to the BUS. The characteristics of the Multicast
Send VCC between the LE client and the BUS can be controlled with TLVs.

* ATLV can be used to download the ELAN segment number to source route
bridges.

In addition to fine-tuning the configuration, TLVs force all clients on the ELAN to
operate with consistent parameters. The IBM 2216 supports all ATM Forum-defined
TLVs along with arbitrary, user-defined TLVs.

Connecting to the LES

After obtaining the ATM address of the LES, the LE client initiates a Control Direct
VCC to the LES. When this VCC has been established, the LE client sends an
LE_JOIN_REQUEST to the LES. The LES responds by adding the LE client to the
appropriate point-to-multipoint Control Distribute VCC and returning an
LE_JOIN_RESPONSE. By default, the LES partitions proxy and non-proxy cllents
onto separate Control Distribute VCCs as illustrated in

however, you can configure the LES to use a single Control Distribute VCC for all
LE clients in order to reduce the number of point-to-multipoint VCCs that are
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required. Partitioning the VCCs is generally useful because it reduces the amount of
nuisance traffic that is sent to non-proxy clients. No LE_ ARP_REQUESTSs are sent
to non-proxy LE clients, as described in FAddress ResolutionT,

Non—Proxy LEC Proxy LEC

LES

Non—Proxy LEC \) Proxy LEC

- 7 Control Direct VCC

< Control Distribute VCC

Figure 16. Default Connections Between LE Clients and the LES

The following ATM connections are established between the LE client and the LES:

Control Direct VCC (bidirectional point-to-point)
From LE client to LES

Control Distribute VCC (point-to-multipoint)
From LES to LE client

Address Registration

LE clients register LAN destinations with the LES to ensure uniqueness and to
allow the LES to answer LE_ARP_REQUESTSs, which LE clients issue to learn the
ATM address associated with a particular LAN destination. Registrations include the
LAN destination and the ATM address that the LE client associates with the LAN
destination. A LAN destination can be either a MAC address or a route descriptor.

Proxy LE clients do not register the MAC addresses of stations on LAN segments
that they are bridging to the ELAN. On the other hand, non-proxy LE clients must
register all the LAN destinations that they represent. All route descriptors must be
registered, regardless of whether they are associated with a proxy or a non-proxy
LE client. Route descriptors are applicable only to proxy LECs that are performing
source route bridging. A route descriptor contains the bridge number of the proxy
LE client and the segment number of a ring that the LE client is bridging to that is
equivalent to one hop away.

Address Resolution

LAN communications are based upon source and destination MAC addresses. To
enable such communication on an ATM network, MAC addresses must be resolved
to ATM addresses. An LE client sends an LE_ARP_REQUEST to the LES to learn
the ATM address of a particular LAN destination. If the LAN destination is
registered, the LES responds with the ATM address associated with the LAN
destination. Otherwise, the request is forwarded to all proxy LE clients on the
Control Distribute VCC. There is no need to forward the request to non-proxy LECs
because all of their LAN destinations are registered; however, if the LES is
configured to use a single Control Distribute VCC, both proxy and non-proxy LE
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clients will receive the request. Control Distribute VCCs provide an efficient way for
the LES to distribute control frames to multiple LE clients.

Proxy LE clients respond to LE_ARP_REQUESTs for unregistered MAC addresses
that they represent. The LE_ARP_RESPONSE is sent to the LES on the Control
Direct VCC, and the LES forwards the response to the LE client that issued the
request.

Connecting to the BUS

After connecting to the LES, an LE client issues an LE_ ARP_REQUEST for the all
1s broadcast MAC address. The LES responds with the ATM address of the BUS.
The LE client then initiates the establishment of a Multicast Send VCC to the BUS.
The BUS responds by adding the LE client to the appropriate point-to-multipoint
Multicast Forward VCC. By default, the BUS partitions proxy and non-proxy clients
onto separate Multicast Forward VCCs; however, as was the case with the Control
Distribute VCC, you can configure the BUS to use a single Multicast Forward VCC
for all LE clients. m shows partitioned Multicast Forward VCCs.

Non—-Proxy LEC

Non—Proxy LEC /

S Multicast Send VCC

{ Multicast Forward VCC

Figure 17. Default Connection Between LE Clients (LECs) and BUS

Proxy LEC

BUS

A

Proxy LEC

This list is provided to help you clarify the ATM connections that are established
between the LE client and the BUS:

Multicast Send VCC (bidirectional point-to-point)
From LE client to BUS

Multicast Forward VCC (point-to-multipoint)
From BUS to LE client

BUS Functions

The BUS has two basic functions:
1. Distribute multicast frames to all the LE clients in the ELAN
2. Forward unicast frames to the appropriate destinations

An LE client sends unicast frames to the BUS if it does not have a direct
connection to the LE client that represents the destination. To avoid creating a
bottleneck at the BUS, the rate at which an LE client can send unicast frames to
the BUS is limited.

Chapter 23. Overview of LAN Emulaton 279



Overview of LAN Emulation

In the router implementation, the BUS has two modes of operation: partitioning the
unicast frame domain and not partitioning the unicast frame domain. If you partition
the unicast frame domain, the BUS uses two Multicast Forward VCCs. Otherwise,
the BUS uses a single Multicast Forward VCC.

If a single Multicast Forward VCC is used, the BUS operation is very simple; all
received frames are simply forwarded to all LE clients. If two Multicast Forward
VCCs are used, the BUS will not broadcast unicast frames to all LE clients; instead,
unicast frames destined for non-proxy LE clients will be transmitted directly to the
destination LE client on a Multicast Send VCC, and all other unicast frames will be
transmitted only to proxy LE clients, using the Proxy Multicast Forward VCC. When
two multicast VCCs are used, the router is considered to be in intelligent BUS
(IBUS) mode.

IBUS mode reduces nuisance unicast frames, which are unicast frames not
destined for the client; proxy clients do not receive unicast frames destined for
non-proxy clients, and non-proxy clients never receive nuisance unicast frames.
Network bandwidth devoted to nuisance frames is also reduced. On the other hand,
BUS processing requirements are increased and multicast frames must be
transmitted twice (once on each Multicast Forward VCC). In general, IBUS
operation is recommended; however, this option should be disabled in
configurations that have source route bridges that join the ELAN as non-proxies.

Establishing Data Direct VCCs

Data Direct VCCs connect two LE clients, and are used to exchange unicast frames
without involving the BUS. The LE client uses the address resolution procedures to
determine the ATM address associated with the required LAN destination. If the LE
client already has a Data Direct VCC to the ATM address (perhaps for another LAN
destination represented by the target LE client), unicast data frames are
subsequently transmitted on the existing VCC; otherwise, the LE client invokes the
signaling protocol to establish a new VCC.

The LE client maintains an LE_ARP cache containing LAN destination-to-ATM
address mappings. Entries in this cache are aged and must be periodically
refreshed. The entries are refreshed when a data frame is received from the LAN
destination. The LE client also attempts to refresh entries in the absence of data
traffic.

Utilization of Data Direct VCCs is also monitored and the VCCs are released if
there is no traffic for the VCC time-out period, which is configurable. Additionally,
Data Direct VCCs are released in a least-recently used manner when establishment
of a new Data Direct VCC fails due to insufficient resource availability.

Overview of Extensions for LAN Emulation

IBM has made value-add extensions to ATM Forum LAN Emulation available on the
router. These extensions offer improved performance, reliability, security, and
manageability:

Broadcast Manager (BCM)
This function can improve overall network performance by reducing ELAN
broadcasts.

Redundancy
The redundancy mechanism improves reliability by allowing backup servers
to take over if failures occur at primary servers.
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Security
Security is improved by letting the LECS control ELAN memberships.

BUS Monitor
This function enhances manageability by identifying the top users of the
BUS.

The following sections describe each of these extensions.

Broadcast Manager

Broadcast Manager (BCM) is an extension to LAN emulation that consists of IBM
enhancement of the LAN emulation BUS. Without BCM, the following events occur:

¢ A multicast frame sent to the BUS is forwarded to all LE clients on the ELAN.

* LE clients that include the proxy function to provide bridging support forward the
broadcast frame on to other LAN segments.

» All end stations receive and process every broadcast frame.

BCM can be enabled on individual ELANs for any of these protocols:
IP
IPX
NetBIOS

When BCM is enabled, a minimal amount of Layer 2 and Layer 3 information is
decoded for specific types of broadcast frames sent to the BUS. Whenever
possible, BCM transforms broadcast frames into unicast frames, and sends them
only to interested LE clients and end stations. BCM reduces both network traffic
and associated end-station overhead by filtering nuisance broadcast frames. These
functions can improve overall system performance and enable practical deployment
of larger ELANSs.

BCM Support for IP

When enabled for IP, BCM scans all IP ARP requests and replies to learn the
location of IP addresses in the IP subnet that contains this ELAN. The objective is
for BCM to take each broadcast ARP request frame and forward it as a unicast
frame directly to the LE client representing the target IP station. Both network traffic
and end-station processing time are reduced when the request is forwarded directly
to the appropriate LE client on the Multicast Send VCC instead of being broadcast
to all LE clients on the Multicast Forward VCCs. When the destination station is
located behind a bridge function, the LAN that the destination station belongs to
also benefits from the reduced broadcast traffic.

BCM Support for IPX

For IPX, BCM limits the scope of advertisements and other broadcast requests. IPX
routers and servers periodically broadcast their known network and service
information. IPX clients send broadcast requests to locate a particular service or
router. Generally, these broadcasts, called Routing Information Protocol (RIP) and
Service Advertising Protocol (SAP) packets, need to be received only by other IPX
routers and servers.

When it is enabled for IPX, BCM dynamically identifies the set of IPX routers and
servers based on advertisement transmissions, and only forwards RIP and SAP
advertisements and other broadcast requests to other IPX routers and servers. A
broadcast frame managed by BCM IPX is sent as a series of unicast frames to the
dynamically-learned set of IPX routers and servers.
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When BCM IPX Server Farm Detection is enabled, BCM IPX will detect an IPX
server farm when the number of IPX routers and servers discovered behind a given
LEC exceeds a configurable threshold, the BCM IPX Server Farm Threshold. When
a server farm is detected, BCM IPX broadcasts a managed frame to each LEC
representing a server farm, rather than transmitting multiple unicast frames to each
downstream IPX router and server in the server farm. BCM IPX can now
intelligently use the broadcast mechanism in areas of the network where it is
desirable to do so.

With BCM IPX enabled, any quiet device (that is, a device that does not transmit
IPX advertisements) that needs to receive IPX advertisements has to be configured
as a BCM static target. An example of such a device is a station running software
that discovers the IPX network topology by monitoring IPX advertisements.

If BCM IPX Server Farm detection is enabled and you wish to prevent a particular
LEC from being treated by BCM IPX as a Server Farm, configure a BCM static
target with the LEC’s ATM address and a MAC address of 00.00.00.00.00.00. This
forces BCM IPX to send frames managed by BCM as multiple unicast frames to
each downstream IPX router and server detected behind this LEC, even if the
number of routers and servers detected exceeds the BCM IPX Server Farm
Threshold.

BCM Support for NetBIOS

NetBIOS is considered to be a broadcast-abusive protocol and therefore an
excellent candidate for BCM. NetBIOS communication is based on names.
Transmitting stations can learn the MAC address associated with a particular
destination name by broadcasting a query or by having the frame multicasted to the
NetBIOS functional address. In the latter case, every NetBIOS device in the
network must receive the frame and determine whether the destination name on the
frame applies to itself. To make things even worse, NetBIOS devices tend to repeat
transmission of certain types of frames as much as 10 times. Historically, this was
to ensure that all devices receive the frame in cases where the network is heavily
congested.

The BCM strategy is to associate unique NetBIOS names with MAC addresses and
LE clients by learning names from NetBIOS frames sent to the BUS. After a unique
NetBIOS name is learned, subsequent NetBIOS broadcast frames destined for that
name are forwarded to a single LE client as a unicast frame. BCM also filters
certain NetBIOS frames that are broadcast repeatedly.

BCM provides support for NetBIOS Namesharing. That is, BCM NetBIOS handles
OS/2 LANServer stations with multiple LAN adapters sharing the same NetBIOS
name.

BCM Support for Source Route Bridging

Source Route Management (SRM) is an additional BCM feature that can be
configured for 802.5 ELANs. When enabled, this feature will further process frames
managed by BCM IP or BCM NetBIOS and, whenever possible, transform All
Routes Explorer (ARE) or Spanning Tree Explorer (STE) frames into Specifically
Routed Frames (SRF). Once a frame is transformed into an SRF, the frame no
longer needs to be transmitted onto each ring in the bridged network.

The Token-Ring topology behind each LE client is learned by recording the routing
information field (RIF) of frames received by the BUS. Because SRM dynamically
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learns Token-Ring topology information, an aging mechanism is used to remove
information that has not been refreshed recently.

To decide whether to enable BCM or SRM (or both), you should compare the net
system-wide benefit with the inevitable reduction in the rate at which packets are
forwarded when BCM or SRM is enabled.

Note: Broadcast Manager and Source Route Management are unavailable and
cannot be enabled if bus-mode is set to adapter or vce-splice.

LAN Emulation Reliability

A perceived lack of robustness has been one of the most widely proclaimed
criticisms of LAN emulation. While the ATM Forum is addressing this issue with
specifications for distributing the LE service, the router offers an answer in the
interim. m provides a framework for describing the MSS redundancy
solution.

Each LES/BUS may be independently configured for redundancy (the default is no

Primary
LECS

1 \ >< / LES/BUS
- 4 Redundancy

I ' i VCC

LECSZ / \ LE;CL%USJS

ILMI MIB /
LEC

Figure 18. LAN Emulation Redundancy

redundancy). If redundancy is enabled, the LES/BUS is configured to assume the
role of a primary or a backup LES/BUS. Unless it has been configured as a
redundant LES/BUS, the LES/BUS is primary. The primary LES/BUS is typically the
only LES/BUS visible to the LE clients. It is responsible for setting up and
maintaining an Enhanced Redundancy VCC to the backup LES. The presence of
this VCC and timely status messages indicate that the primary LES/BUS is
operational.

If the Enhanced Redundancy VCC is not present, the backup LES/BUS services
ELAN requests in the usual manner. If the backup LES/BUS is servicing the ELAN
when the Enhanced Redundancy VCC is established by the primary, the behavior is
determined by the setting of LES/BUS Peer Redundancy Support.

Enabling Peer Redundancy support allows clients to remain active on the backup
LES/BUS even after the Enhanced Redundancy VCC is established between the
primary and backup LES/BUS. When Redundancy support is enabled, but Peer

Redundancy is disabled, the backup terminates all its clients when the Enhanced
Redundancy VCC is established, always yielding to the primary LES/BUS. When
Redundancy and Peer Redundancy support are both enabled and the Enhanced
Redundancy VCC is up, the primary and backup LES/BUS periodically transmit
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status messages to one another containing the number of active clients. In the
event that the primary and backup LES/BUS each has active clients at the time
when the Enhanced Redundancy VCC is established, the LES/BUS with the lower
number of active clients terminates its clients, yielding to the LES/BUS with the
higher number of active clients. If the number of active clients is equal, the backup
LES/BUS yields to the primary. In order to give preference to the primary LES/BUS
in the race condition where primary and backup become operational at
approximately the same time, the backup will yield to the primary if the Enhanced
Redundancy VCC is established within one minute of the backup registering itself
with the ATM switch.

For simplicity, only the Primary LES/BUS has the Peer Redundancy option. Peer
Redundancy is disabled by default to maintain the redundancy behavior of prior
releases of router software.

For the redundancy protocol to be effective, LE clients must detect the failure of the
primary LES/BUS and connect to the backup. LE clients detect server failures by
means of released VCCs. Connection to the backup LES/BUS is accomplished
through the LECS.

Upon receiving an LE_ CONFIGURE_REQUEST, the LECS assigns the LE client to
the appropriate LES and ELAN. If this LES has no configured backup, then the
LECS returns the ATM address of the LES. If the LES is configured with a backup
LES, then the LECS returns either the primary or backup LES address.

The LECS returns the backup LES address if the backup LES exists on the same
MSS Server as the LECS and is currently serving the ELAN, if the primary LES
exists on the same MSS Server as the LECS and it is not currently serving the
ELAN, or if neither LES exists on the same MSS Server as the LECS and the client
was last assigned to the primary LES (within the past 5 minutes). Otherwise, it
returns the primary LES address to the LE client.

The LECS retains a short-term memory of all client assignments so that it can
alternately direct an LE client to a primary and backup LES. This simple heuristic
makes the correct assignment in the nominal case of no failure and is
self-correcting. At worst, the heuristic causes the LE client to repeat the
configuration phase of joining an ELAN.

LECS robustness can be achieved by establishing duplicate LECSs on multiple
platforms and including their ATM addresses in the ILMI database. LE clients will
then connect to the backup LECS if the primary is unavailable. could be on MSS
Server 1, while

LAN Emulation Security

Traditional LANs offer security in the sense that a physical connection implies that
two stations are on the same LAN. Because multiple emulated LANs can exist on a
single ATM network, stations that are not on the ELAN can be physically connected
to stations that are on the ELAN. This situation presents a security risk in that
unauthorized stations can connect to the LES and attempt to use its services.

To control ELAN membership, an MSS LES can be configured to validate
LE_JOIN_REQUESTs with the LECS. In this mode the LES forms an
LE_CONFIGURE_REQUEST on behalf of the LE client using information from the
LE_JOIN_REQUEST. These LE_CONFIGURE_REQUESTSs include the source LAN
destination, source ATM address, ELAN type, max frame size, and ELAN name
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from the LE_JOIN_REQUEST, along with an IBM Security TLV. The security
requests are transmitted to the LECS by a multiplexing component called the LECS
interface, and the LECS must validate the requests using its ELAN assignment
database before LE clients are allowed to join the ELAN.

A LECS interface is associated with an ATM interface, and all LESs configured on
the ATM interface use the same LECS interface. The LECS interface conserves
VCC resources by multiplexing security requests from multiple LESs onto a single
VCC to the LECS. The LECS interface locates the LECS dynamically using the
ILMI and well-known LECS address mechanisms. After the VCC to the LECS is
established, the LECS interface issues a local query to determine whether the
LECS is located on the same router. If the LECS is located on the same router, a
local interface is used to confirm requests to join without transmitting requests onto
the ATM network.

With the LECS interface, the router may ensure that an LE Client joins an ELAN
only if the LECS approves of the join. This shifts the security burden from the LES
to the LECS. Unfortunately, the LECS is also non-secure. The LECS accepts
connections and queries from any station without verification. An intruder station
may connect to the LECS and repeatedly query it for various configurations. The
intruder may also pose as some other station and download another station’s
configuration.

LECS Access Controls permit the user to configure a list of ATM address prefixes
which are not allowed access to the LECS configuration database. All LECS
connection attempts and LE_ CONFIGURE_REQUESTs from matching ATM
addresses are automatically rejected. When used in conjunction with the LECS
interface, a secure LANE environment is provided.

To maximize the security of an ELAN, the following steps are recommended:
1. At the LECS, use ATM addresses to assign clients to the LES. See FQuervievl

of the | FCS Function” on page 273 for more information.

2. Activate the LECS Interface on the router.
3. Activate the security option of the LESs.

4. Activate LECS Access Controls for any ATM address prefixes that should not be
allowed to access the LECS.

5. Use Address Screening at the ATM switches. This option causes switches to
validate that calling stations use their actual ATM addresses in the call setup.
Thus, stations cannot impersonate other stations.

These steps ensure that stations are correctly identified and that only authorized
[ stations join the ELAN.

I
| LAN Emulation Network to Network Interface (LNNI)

Key Configuration Parameters for LAN Emulation

This section briefly describes the required configuration parameters of the router
LAN emulation components. The ATM interface for the LAN emulation components
must be defined before the components can be created.

1. LEC:

To create an LE client, you only need to specify the ELAN type. If you define
two LE clients on a single ATM interface and bridge them together, then one of
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the LE clients must use a non-default MAC address. By default, LE clients use
the burned-in MAC address of the ATM interface. The default maximum frame

size is 1516 bytes for Ethernet LE clients and 4544 bytes for token-ring LE
clients.
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This chapter describes how to use the ATM interface. It includes the following
sections:

ATM and LAN Emulation

LAN emulation provides support for virtual Token-Ring and Ethernet LANs over an
ATM network. Refer to tHow to Enter Addresses for a discussion of ATM
addressing.

How to Enter Addresses

Enter addresses in two ways, depending upon whether the address represents (1)
an IP address, or (2) an ATM address, MAC address, or route descriptor, or MAC
address, as follows:

1.

IP address

Enter IP addresses in dotted decimal format, a 4-byte field represented by four
decimal numbers (0 to 255) separated by periods (.).

Example of IP Address:

01.255.01.00

ATM or MAC address or route descriptor

Enter ATM addresses, MAC addresses, and route descriptors as strings of
hexadecimal characters with or without optional separator characters between
bytes. Valid separator characters are dashes (-), periods (.), or colons (3).
Examples of ATM address, MAC address or route descriptor

A1FF01020304

or
Al1-FF-01-02-03-04

or
Al.FF.01.02.03.04
or
39.84.0F.00.00.00.00.00.00.00.00.00.03.10.00.5A.00.DE.AD.08
or
Al:FF:01:02:03:04
or even
Al1-FF.01:0203:04

Each type of address requires a different number of hexadecimal characters:
ATM 40

MAC 12

ESI 12

Route descriptor
4

This information applies to addresses entered for ATM, LAN emulation,
Classical IP and ARP over ATM, IPX over ATM, and ARP over ATM.
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ATM-LLC Multiplexing

Protocols that run natively over an ATM interface can use ATM-LLC multiplexing to
share ATM addresses and both SVC and PVC channels between users. ATM-LLC
is implicitly configured when the protocols are configured and can be monitored
using the ATM Config+ command prompt from t 5. There are no explicit
configuration options for the ATM-LLC multiplexing function. For example, if two
protocols which use ATM-LLC multiplexing are configured to use the same local
ATM address (local endpoint), this implicitly configures ATM-LLC to use the same
shared ATM address for both protocols.

See ATM-L | C Monitoring Commands” on page 303 for additional information.

Sharing of ATM addresses or SVC/PVC channels is not possible between protocols
that use the ATM-LLC multiplexing function and those that do not use the ATM-LLC
multiplexing function (such as Classical IP). Currently, Server Cache
Synchronization Protocol (SCSP) and APPN are the only two protocols that use the
ATM-LLC multiplexing function.

ATM Virtual Interface Concepts

An ATM Virtual Interface (AVI) creates the appearance of multiple ATM interfaces
when, in fact, there is only one physical ATM interface. One or more AVIs can be
configured for each physical ATM interface on the device. AVIs have the following
characteristics:

* Each AVI must be defined on one (and only one) physical ATM interface. ATM
real interface (ARI) will be used to mean a physical ATM interface.

* One or more AVIs can be configured on each ARI on a device.

* Higher layer protocols treat ARIs and AVIs equally. The protocols see the total
number of ATM interfaces as the sum of the number of ARIs and AVIs configured
on the device.

* Protocols can be configured on each ATM interface (real or virtual) independently
of other interfaces.

For example, one can configure IP on interface 0 (which is a real ATM interface)
with IP address 9.1.1.1 and another instance of IP with address 9.2.1.1 on
interface 1 (which is an AVI). Whether an interface is a real ATM interface or a
virtual interface configured on a real interface makes no difference to the protocol
(IP in the example). In addition, whether virtual interface 1 is configured on top of
real ATM interface O or some other physical ATM interface is also transparent to
the protocols.

Advantages of Using ATM Virtual Interfaces
Major advantages of using the ATM Virtual Interfaces are:

» Using the ATM Virtual Interface feature increases the number of protocol
instances that can be supported on a physical ATM interface.

The actual number of AVIs that can be configured on an ARI is limited by
physical resources, such as memory, available on the device. The total number
of interfaces that can be created depends on the data packet size for the
interfaces and is limited to a maximum number of 253 per device.

The use of AVIs significantly improves the configuration options for protocols
such as IPX that are limited to one instance or address per ATM interface. By
configuring an appropriate number of AVIs, several IPX addresses can be
supported on each physical ATM interface.
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* The ATM Virtual Interface feature is crucial for supporting multicast routing
protocols (such as MOSPF) over ATM networks.

In order for multicast to operate correctly, each logical subnet must be
configured on a different interface because multicast routing protocols typically
function in such a way that a packet coming in from a device interface will never
be sent out over the same interface. Thus, if more than one subnet is configured
on an interface and a source in one subnet sends a multicast packet to a
member in another subnet defined on the same interface, this member will never
receive the packet.

By creating an individual virtual interface for each subnet, packet multicasting can
be performed successfully. Typically, the number of ATM interfaces on a device
will be limited, in turn limiting the number of subnets that can be correctly
configured for multicast operation. However, by creating as many AVIs as needed
(according to the number of subnets that are required to be configured on the
device), the number of physical ATM interfaces will no longer limit the number of
subnets that can be configured on a device for correct multicast operation.

For example, the “one-armed” router cannot support multicast traffic over
interfaces other than ELANSs without the AVI feature, because incoming packets
will never be sent out the same interface and will be discarded instead.

» Creating multiple AVIs on an ARI and configuring each different protocol instance
(for example, each IP subnet) on a different AVI on the same ARI, can improve
performance.

For example, when multiple subnets are configured on a single physical ATM
interface, the interface will have to reduce the maximum transmission unit or
MTU (the maximum packet size that can be sent or received over that interface)
to the smallest MTU of all subnets sharing the same interface. However, if
multiple AVIs are created on that ARI and each IP subnet is configured on a
different AVI, every subnet can continue to use its existing MTU size without
consideration of other subnets configured on the same physical ATM interface.
This avoids possible reduction in throughput and delays due to packet
fragmentation and reassembly caused by MTU size reduction.

Another performance improvement can be achieved by distributing the number of
protocol addresses configured on a physical interface over different virtual
interfaces configured on the same physical interface. The per-interface protocol
lists get shortened, resulting in faster searches and reduced processing time.

Disadvantages of using ATM Virtual Interfaces
The disadvantages of using ATM Virtual Interfaces are:

* Because AVIs do not have any physical resources of their own, each virtual
interface may have fewer Virtual Connections (VCs) than a single physical
interface. The available resources (in this example VCs) are partitioned among
the different virtual interfaces configured on a single ARI and the ARI itself.

In the current implementation, resource allocation is on demand. Each physical
ATM interface has a pool of resources that are available for use by all AVIs and
the single ARI itself.

Note: Because all resources are shared among the ARI and all its AVIs, an ESI
added on an ARI is automatically available to all AVIs configured on the ARI.
You should not assign the same ESI and selector combination to two
different protocol clients using the same ARI even though they are
configured on different AVIs.
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Limited PVC sharing is allowed across the ARI and the AVIs configured on
the ARI. PVC sharing is limited to different protocol instances. Multiple
instances of the same protocol are not allowed to share the same PVC.
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This chapter describe the ATM interface configuration and operational commands. It
includes the following sections:

Accessing the ATM Interface Configuration Process

Use the following procedure to access the configuration process.

1. Atthe OPCON prompt, enter talk 6. (For more detail on this command, refer to
IA/hat is the QPCQON Process?” on page ’21|) For example;

* talk 6
Config>

The CONFIG prompt (Config>) displays on the console. If the prompt does not
appear when you first enter configuration, press Return again.

2. At the CONFIG prompt, enter the list devices command to display the network
interface numbers for which the device is currently configured.

3. Record the interface numbers. If ATM is not specified as an interface, then
create an ATM interface by using the add device command at the Config>
prompt.

4. Enter the network command and the number of the ATM interface you want to
configure. For example:

The ATM configuration prompt (ATM Config>), is displayed.

ATM Configuration Commands

This section summarizes the ATM configuration commands. Enter the commands at
the ATM config> prompt.

Table 39. ATM Configuration Command Summary
Command Function

? (Help) Displays all the commands available for this command level or
lists the options for specific commands (if available). See

Interface Displays the ATM Interface Config> prompt from which you can
list, change, or configure the ATM Interface.
* Add an ESI.

List the current configuration or list ESls.

Remove an ESI.

Set parameters of the ATM network.

Enable or disable an ESI.

Exit
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Table 39. ATM Configuration Command Summary (continued)

Command Function
Le-client Displays the LE Client Config> prompt from which you can list,
change, or configure the LAN Emulation Client Interface as

described in EChapter 26 Using | AN Emulation Clients” anl
hage 208.

e Add a LAN Emulation Client (LEC) for a token-ring or Ethernet
emulated LAN.

* Configure a LEC by network #. This command displays the LE
Config> prompt, from which you can configure a specific LAN
Emulation Client (LEC).

e List LAN Emulation Clients (LECs).

* Remove a LAN Emulation Client (LEC).
Virtual ATM Displays the ATM Virtual Interface Config> prompt from which
you can list, add, or remove the ATM Virtual Interface as

described in LAIMMLtuaJ_LDIedace_C.aaﬁgJ.maMn_Cmnma.ads_ad

Exit Returns you to the previous command level. See W

ATM Interface Configuration Commands

Add

This section summarizes and then explains the commands for configuring a specific
ATM interface.

Enter the commands at the ATM INTERFACE> prompt.

Table 40. ATM INTERFACE Configuration Command Summary

Command Function
? (Help) Displays all the commands available for this command level or
lists the options for specific commands (if available). See

Add Adds an ESI.
List Lists the current configuration or list ESIs.
Qos Displays the ATM I/F 0 Q0S Config> prompt from which you

can configure Quality of Service as described in

Remove Removes an ESI.

Set Sets parameters of the ATM network.
Disable Disables an ESI.

Enable Enables an ESI.

”

Exit Returns you to the previous command level. See m

Use the add command to add an ESI to your ATM configuration.

Octets 14-19 of an ATM address are the End System Identifier (ESI). Each end
system attached to the same switch must use a disjoint set of ESlIs. When an end
system activates, it attempts to register its ESIs with its ATM switch using ILMI. The
switch forces all of its registered ESIs to be unique.

Syntax:
add esi esi-address

esi esi-address
Address of End System ldentifier.
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Valid Values:  Any 12 hexadecimal digits

Default Value:
none

Use the list command to list the configuration of this ATM device or to list the set of
configured ESls.
Syntax:
list configuration
esi

configuration
Lists the ATM device configuration. For an explanation of the listed fields,

see 'Set” on page 294.

Example: Tist con

ATM Configuration

Interface (net) number = 0
Maximum VCC data rate Mbps = 155
Maximum frame size = 9234

Maximum number of callers = 209

Maximum number of calls = 1024

Maximum number of parties to a multipoint call = 512
Maximum number of Selectors that can be configured = 200
UNI Version = UNI 3.0

Packet trace = OFF

esi Lists the ESls in the ATM configuration.

Example: Tist esi
ATM INTERFACE> 1ist esi

ESI EnabTed
000000000009 YES
000000000100 YES

QoS Configuration

Remove

Use the qos-configuration command to display the ATM I/F 0 Q0S Config> prompt
from which Eou can configure Quality of Service as described in

Syntax:

gos-configuration

Use the remove command to remove an ESI from your ATM configuration. All ATM
components using this ESI should be reconfigured to use a different ESI. An ATM
component that attempts to use a removed ESI may not activate on the next device
restart.

Syntax:

remove esi esi-address
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esi esi-address
Address of End System ldentifier.

Valid Values:  Any 12 hexadecimal digits

Default Value:
none

Set

Use the set command to specify ATM network parameters.

Syntax:

set max-callers
max-calls
max-config-selectors

max-data-rate

max-frame
max-mp-parties
network-id
trace
uni-version

max-callers

Sets the maximum number of entities on the device that use the ATM
interface. Each LEC , Classical IP Client, and 1483 bridge interface qualifies
as a user of the ATM interface. Increasing this parameter allows more users
of the interface and uses more system memory.
Valid Values:

An integer in the range 64 — 1024
Default Value:

209

Example:
ATM INTERFACE> set max-callers 25

max-calls

Sets the maximum number of switched virtual circuits (SVCs) that can exist
on this ATM device. Every point-to-point and point-to-multipoint SVC uses
system resources. This parameter helps limit the system resources
reserved for signaling and switched connections. Increasing this parameter
will allow more simultaneous SVCs. However, more system memory will be
required to manage these connections.
Valid Values:

An integer in the range 64 - 10500
Default Value:

1024

Example:
ATM INTERFACE> set max-calls 500

max-config-selectors
Sets the maximum number of selectors under your specific control.
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The selector is used to distinguish different users on the same end system.
VCC setup requests are routed in the following hierarchical fashion: ATM
switches route to the destination ATM switch using the Network Prefix, the
destination ATM switch routes to the destination end system using the ESI,
and the end system notifies the destination user based on the selector.

Each ESI can have up to 255 associated selectors (0x00 through Oxff). The
range of selectors is partitioned into two subranges, a configured selector
range and an automatically assigned selector range. The ATM interface
parameter max-configured-selector gives the upper bound on the configured
selector range.

The ATM components on the device have various ways of choosing a
selector. Some components require you to explicitly configure a selector
from the configured selector range. Other components, such as Classical IP
clients, allow the selector to be automatically assigned at run-time. You do
not have to choose the selector because the device does this when it
activates. This selector is not guaranteed to be consistent across device
restarts. Automatic selector assignment is useful only for those ATM
components whose ATM address does not have to be already known by
other network devices.

The relative sizes of the selector range can be modified to conform to the
types and numbers of ATM users on the device.
Valid Values:
0 — 255 (0x00 — OxFF)
Default Value:
200

Note: The selector is byte 20 of a 20-byte ATM address.

Example:
ATM INTERFACE> set max-config-selectors 225

max-data-rate speed

Sets the default and upper bound for VCC traffic parameters of most LANE
and CIP connections. For example, this is the default PCR for best-effort
VCCs initiated by LE Clients. Signaled SCRs and PCRs cannot exceed this
limit. The default value should be satisfactory in most situations. An
example of a situation where it is beneficial to change this value would be if
the majority of the stations use 25-Mbps adapters. In this case, it may be
desirable to limit the data rate on VCCs to 25 Mbps so that the lower speed
stations are not overwhelmed with frames from the device. The units for this
parameter are Mbps.
Valid Values:

25

100

155
Default Value:

155

Example:
ATM INTERFACE> set speed 155

max-frame
Sets the maximum number of octets permitted in any data frame sent or
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received on the ATM interface. System memory is allocated based upon this
parameter. Increasing the max-frame requires more system memory, but
allows processing of larger frames.

All device entities using the ATM interface must use a maximum frame size
less than or equal to the max-frame-size of the ATM interface. This includes
all LECs and 1483 bridge interfaces.
Valid Values:

An integer in the range 512 - 31000
Default Value:

9234

Example:
ATM INTERFACE> set max-frame 1000

max-mp-parties

Sets the maximum number of leaves on a point-to-multipoint connection
initiated by the device. This parameter affects system memory allocation.
Increasing this value is necessary if the device must set up
point-to-multipoint connection(s) to a large number of destinations.
Valid Values:

An integer in the range 1 — 5000
Default Value:

512

Example:
ATM INTERFACE> set max-mp-parties 300

network-id
Sets the network id of the ATM interface. Multiple ATM interfaces should
have the same network id if there is ATM connectivity between the
interfaces.
Valid Values:
0 - 255
Default Value:
0

trace  Sets the packet tracing parameters on the interface. Packet tracing can be
enabled or disabled on a range of VPI/VCI values. Common VPI/VCI values
to trace are:
» 0/5 for signaling packets
* 0/16 for ILMI packets.
Valid Values:
on, off
Default Value:
off

You are prompted for the VPI/VCI range you want to trace.
Beginning VPI Valid Values:
0 - 255
Default Value:
0
Ending VPI Valid Values:
0 - 255
Default Value:
255
Beginning VCI Valid Values:
0 - 65535
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Default Value:
0
Ending VCI Valid Values:
0 - 65535
Default Value:
65535

Example:

ATM INTERFACE> set trace on

beginning of VPI range [0]? O

end of VPI range [255]? @

beginning of VCI range [0]? 5

end of VCI range [65535]? 5

uni-version

Sets the User Network Interface (UNI) version used by the ATM interface
with communicating with the attached ATM switch. If the UNI versions are
configured on the ATM switch and ATM device interface to a specific

version (not AUTO-DETECT), the UNI versions must match.

If the UNI version is configured as AUTO, the ATM device attempts to learn
the UNI version to use from the switch.

In UNI AUTO-DETECT mode, if the switch does not respond to the query
for UNI version, the default is UNI 3.0. If the switch responds with a value
other than UNI 3.0 or UNI 3.1, the default is UNI 3.1.
Valid Values:

[UNI 3.0]JUNI 3.1JAUTO-DETECT|None]
Default Value:

UNI 3.0

Note: Must be compatible with the ATM switch.

Example:
ATM INTERFACE> set uni-version 3.0

Enable

Use the enable command to enable an ESI in the configuration of your ATM device.
The ATM interface attempts to register only enabled ESIs when it activates.

Syntax:

enable esi esi-address

esi esi-address
Address of End System Identifiers.
Valid Values:
Any 12 hexadecimal digits
Default Value:
none

Example: enable esi
ATM INTERFACE> enable esi 00:00:00:00:00:09

Disable

Use the disable command to disable an ESI in the configuration. ATM components
using disabled ESIs will not become active on the next device restart.

Syntax: disable esi esi-address
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esi esi-address
Address of End System Identifiers.
Valid Values:
Any 12 hexadecimal digits
Default Value:
none

Example: disable esi
ATM INTERFACE> disable esi 00:00:00:00:00:09

Accessing the Virtual ATM Interface Configuration Process

From the ATM Config> prompt of a selected real ATM interface, use the Virtual ATM
command to enter the Virtual ATM configuration command mode.

ATM Virtual Interface Configuration Commands

Add

List

This section summarizes the ATM virtual interface configuration commands. Enter
the commands at the ATM virtual interface config> prompt.

Table 41. ATM Virtual Interface Configuration Command Summary

Command Function
? (Help) Displays all the commands available for this command level or
lists the options for specific commands (if available). See

Add Adds a virtual ATM interface.

List Lists the current configured virtual ATM interfaces.

Remove Removes the virtual ATM interface from the current
configuration.

Exit Returns you to the previous command level. See [Exiting 4

Use the add command to add an ATM virtual interface. A new ATM virtual interface
is added to the corresponding ATM real interface (the configuration menu from
which this ATM virtual interface configuration menu is accessed). The net/interface
number assigned to the newly created ATM virtual interface is displayed and it is
one number greater than the current largest interface number.

Syntax:
add

Example:

ATM Virtual Interface config> add
Added ATM Virtual Interface Net as interface 5 on physical ATM interface 0
ATM Virtual Interface config>

Use the list command to list configured ATM virtual interfaces defined on the
current real ATM interface.

Syntax:

list

Example:

298 MAS V3.4 Software User’s Guide



ATM Virtual Interface Configuration Commands (Talk 6)
ATM Virtual Interface config> list

ATM Virtual Interface Nets

ATM interface number = 0
ATM Virtual Interface Net interface number = 5

ATM Virtual Interface config>

Remove

Use the remove command to delete an ATM virtual interface. The virtual ATM
interface on the real ATM interface with the specified interface number will be
removed from the SRAM configuration records. If you do not specify an interface
number, the last ATM virtual interface on this real ATM interface will be deleted. If
you enter a question mark (?), all ATM virtual interfaces on the current real ATM
interface will be listed and you can select from that list the interface you want to
remove.

Syntax:
remove n

Example: remove 5

Virtual ATM 5 deleted successfully.
ATM Virtual Interface config>

Accessing the ATM Monitoring Process

Use the following procedure to access the ATM monitoring commands. This process
gives you access to an ATM’s monitoring process.

1. At the OPCON prompt, enter talk 5. (For more detail on this command, refer to

EWhat is the OPCON Process?” on page 311.) For example:

* talk 5
+

The GWCON prompt (+) is displayed on the console. If the prompt does not
appear when you first enter the console, press Return again.

2. Enter interface at the + prompt to display a list of configured interfaces.
3. Record the interface numbers.
4. Enter network followed by the number of the ATM interface.

+ network 1
ATM+

The ATM monitoring prompt (ATM+) is displayed.

ATM Monitoring Commands

This section summarizes the ATM monitoring commands for monitoring ATM
interfaces. Enter the commands at the ATM+ prompt.

Table 42. ATM monitoring command Summary

Command Function

? (Help) Displays all the commands available for this command level or
lists the options for specific commands (if available). See
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Table 42. ATM monitoring command Summary (continued)

Command
Interface

Atm-lic

Exit

Function

Displays the ATM Interface+ prompt from which you can
monitor the ATM Interface, as described in

Displays the ATM LLC+ prompt from which you can monitor
endpoints, a set of user clients, and a set of ATM channels.
Returns you to the previous command level. See [Exiting d

”

Interface

Displays the ATM Interface+ prompt, described in FATM Interface Manitoring
Commands (ATM INTEREACFE+ Prompt)’l.

Syntax:

interface

ATM-LLC

Displays the ATM-LLC+ prompt, described in LATM-11 C Monitoring Commands” or]
hage 303.

Syntax:

atm-llc

ATM Interface Monitoring Commands (ATM INTERFACE+ Prompt)

This section summarizes and then explains the commands for monitoring a specific

ATM interface.

Enter the commands at the ATM INTERFACE+ prompt.

Table 43. ATM INTERFACE monitoring command Summary

Command
? (Help)

List
Trace

Wrap
Exit

Function

Displays all the commands available for this command level or lists the
ogtions for specific commands (if available). See
Lists ATM addresses and VCCs.

Starts/Stops packet tracing on a specified VPI/VCI range. Trace can be
viewed by ELS.

Starts/Stops a loopback test on the VCC.

Returns you to the previous command level. See W

List

Use the list command to list various categories of ATM data.

Syntax:

list
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addresses

all

circuit

VCCS

Lists the ATM addresses, along with a descriptive name, in use on the
device.

Example:
ATM INTERFACE+ 1ist addresses

ATM Address Name

3999999999999900009999020000041347391804 LEC 1 'ethl'
3999999999999900009999020000041347391802 LES/BUS 'ethl'
Lists all of the following:

* Addresses

» Circuit statistics

* VCCs

* Reserved Bandwidth

Lists the statistics for a particular VCC by specifying the particular VCI-VPI
pair. You can also specify the circuit on the command line; for example: list
circuit 33.

Example:

ATM INTERFACE+ Tist circuit
VPI [0]?
VCI [32]733

216
216

Frames transmitted
Frames received

2 Bytes transmitted
2 Bytes received

Lists all the VCCs established by the device. The VCCs may be permanent
(PVC) or switched (SVC), point-to-point or point-to-multipoint, and each is
identified by a unique VPI/VCI. The trace command uses the VPI/VCI value
for a VCC to perform packet tracing over a particular VCC.

Example:

P-P point to point VCC

P-MP  point to multipoint VCC

ILMI  Interim Local Management Interface VCC
SAAL signaling VCC

Bx-y Internally bound VCC to VPI x, VCl y
Sx-y Internally spliced VCC to VPI x, VCl y

reserved-bandwidth

Lists the reserved bandwidth on the ATM Interface.

Example:

ATM INTERFACE+ Tist reserved-bandwidth
Line Rate : 155000 Kbps
Peak Reserved Bandwidth : None

Sustained Reserved Bandwidth : None

Use the trace command activate packet tracing over a specified range of VPI/VCI
values. You can view trace data by using ELS as described in I'View” on page 185.

Syntax:

yace

list
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Wrap

on
off
list Displays the current packet tracing options on the ATM interface.
Example:
ATM Interfacet+ trace
on | off | Tist []? list
Packet trace is ON
Range of VPIs to be traced: 0 - 0
Range of VCIs to be traced: 32 - 39
on Starts packet tracing on all active VCCs within the specified VPI/VCI range.

Example:

ATM Interfacet trace on
beginning of VPI range [0]?
end of VPI range [0]?
beginning of VCI range [32]?
end of VCI range [65535]?7 39

off Stops packet tracing on all VCCs.

Example:

ATM Interface+ trace off
ATM Interfacet+ trace list
Packet trace is OFF

Use the wrap command to perform a loopback data test on the ATM interface of
the adapter. Wrap can be issued on a per VC basis by specifying VPI-VCI pairs.
Data is looped back internally.

You can selectively start a wrap, stop a wrap, or display the current wrap settings.

If you stop or display a wrap, the following statistics will be displayed:
* Wrap transmits

* Wrap receives

* Wrap transmit errors

* Wrap receive errors

* Wrap receive timeouts

For display, the current wrap statistics are displayed.

For stop, the final wrap statistics are displayed.

Syntax:

wrap display
start
stop

display

Displays the current wrap settings.

start  Starts the wrap procedure and specifies the VPI-VCI length of pattern and
the pattern itself.

Example:

ATM Interface+ wrap start

VPI [0]?

VCI [32]?

wrap pattern length [32]?

Enter 32-byte wrap pattern: [ABCDEFGHIJKLMNOPQRSTUVWXYZ123456]7?
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stop  Stops the wrap procedure and displays final wrap statistics.

ATM-LLC Monitoring Commands

This section explains the commands for monitoring ATM LLC multiplexing.

Enter the commands at the ATM-LLC+ prompt.

Table 44. ATM LLC Configuration Command Summary

Command Function

? (Help) Displays all the commands available for this command level or lists the
options for specific commands (if available). See

List Lists various options
Exit Returns you to the previous command level. See w
LMW‘ l .
List
Use the list command to list various categories of ATM LLC monitoring data.
Syntax:
list endpoints
channels
endpoints
Lists the ATM addresses in use by protocols using the ATM-LLC
multiplexing function on the device. The endpoint is displayed as the End
System ldentifier and the Selector.
Example: Tist endpoints
ATM-LLC+ Tist endpoints
channels

Lists the channels in use by protocols using the ATM-LLC multiplexing
function on the device.

Example: Tist channels
ATM-LLC+ 1ist channels

ATM Virtual Interface Monitoring Commands

Monitoring the ATM virtual interface is done using the ATM LLC monitoring

commands. See [ATM-1 | C Monitoring Commands] for additional information.
ATM and Virtual ATM Dynamic Reconfiguration Support

This section describes dynamic reconfiguration (DR) as it affects Talk 6 and Talk 5
commands.

CONFIG (Talk 6) Delete Interface
ATM and Virtual ATM supports the CONFIG (Talk 6) delete interface command
with no restrictions.
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GWCON (Talk 5) Activate Interface

ATM and Virtual ATM supports the GWCON (Talk 5) activate interface  command
with the following consideration:

You cannot activate an ATM base net.

All ATM and Virtual ATM interface-specific commands are supported by the
GWCON (Talk 5) activate interface  command.

GWCON (Talk 5) Reset Interface

ATM and Virtual ATM supports the GWCON (Talk 5) reset interface command with
the following consideration:

You cannot reset an ATM base net.

All ATM and Virtual ATM interface-specific commands are supported by the
GWCON (Talk 5) reset interface  command.
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Chapter 26. Using LAN Emulation Clients

This chapter describes LAN Emulation Clients (LECs). It includes the following
sections:

LT : T =l

LAN Emulation Client Overview

On the router, LECs serve the purpose of “ports” or “interfaces” on traditional
routers and bridges. The router bridges and routes traffic between ports by
receiving and transmitting traffic through its LECs.

LEC has two prompt levels:

1. LE Client Config> lets you enter commands that control the environment of all
your LECs. The commands for this prompt level are described in

2. One of the commands, config , gets you to another prompt level, LEC Config>,
at which you can enter commands to configure a specific LEC.

An explanation of commands for LAN Emulation Clients follows.
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Clients

This chapter describes how to configure LAN Emulation Clients (LECs). It includes
the following sections:

Configuring LAN Emulation Clients

This section summarizes and explains the commands for configuring and using the
set of LE Clients on a particular ATM interface.

To get to the LE Client Config> prompt, enter le-c at the ATM Config> prompt as

described in EATM Canfiguration Commands” on page 291

Enter the commands at the LE Client Config> prompt under the ATM Config>

prompt, as described in FATM Configuration Commands” an page 291,

Table 45. LAN EMULATION Client Configuration Commands Summary

Command Function

? (Help) Displays all the commands available for this command level or lists the
options for specific commands (if available). See lGetting Help” on page 1d.

Add Adds a LEC for the following types of ATM Forum-compliant Emulated LANs
architectures:
» Ethernet
* Token Ring

Config Gets you to the LEC Config> prompt, from which you can configure a specific
LAN Emulation Client.

List Lists the LEC.

Remove Removes a LEC.

Exit Returns you to the previous command level. See LExiting a L awer | evel

Add

Use the add command to add a LEC for a Token-Ring or Ethernet emulated LAN.

Syntax:

add Ethernet

Token Ring
token-ring
Token-ring emulated LAN
Example: add token ring
LE Client Config> add token-ring
Added Emulated LAN as interface 3
ethernet

Ethernet emulated LAN

Example: add ethernet
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LE Client Config>

Config

List

Remove

LE Client Config> add ethernet
Added Emulated LAN as interface 2

Use the config command to get you to the LEC Config> prompt, from which you
can configure the details of a specific LAN Emulation Client.

Syntax:
config interface#

interface#
An integer number assigned by the router when the LEC was added to the
configuration. Use the list command to determine the interface number
assigned to the LEC.

Example: config

LE Client Config> config 3
ATM LAN Emulation Client configuration

Use the list command to list the LAN emulation clients.

Syntax:
list

Example:

LE Client Config> Tist
ATM Forum Compliant Emulated LANs
Physical ATM interface number = 0
LEC interface number = 1
Emulated LAN type
EmuTated LAN name

Token Ring Forum Compliant

Use the remove command to remove a LEC. You must specify the interface
number that was assigned when the LEC was added to the configuration. Use the
list command to determine the interface number assigned to the LEC.

Syntax:
remove interface#

interface#
An integer number assigned by the router.

Configuring an ATM Forum-Compliant LE Client

Use this process to access the appropriate LEC Config> prompt.:

1. Use the config command at the LE Client Config> prompt to access the
appropriate LEC interface number, or use the network configuration command
with the appropriate LEC interface number.

2. Enter the appropriate commands at either the Ethernet Forum Compliant LEC
Config> prompt or the Token Ring Forum Compliant LEC Config> prompt.
Commands in the following table apply to both Token-Ring and Ethernet LECs
except where indicated.

308 MAS V3.4 Software User’s Guide



Configuring Forum LE Clients

This section explains the commands for configuring an ATM Forum-compliant LAN

Emulation Client.

Table 46. LAN Emulation Client Configuration Commands Summary

Command
? (Help)
ARP-Configuration

Frame
IP-Encapsulation

List
LLC

QoS-Configuration

RIF-Timer

Set

Source-routing

Exit

Function
Displays all the commands available for this command level or
lists the options for specific commands (if available). See

0 ”

Allows you to configure the LE-ARP configuration for the ATM
Forum-compliant client

Sets the NetWare IPX encapsulation type.

Sets the IP encapsulation as Ethernet (type X'0800’) or IEEE
(802.3 with SNAP). Applies only to Ethernet LECs.

Lists the LAN Emulation Client configuration.

Accesses the LLC Config> configuration prompt for Token
Ring LECs.

Gets you to the elan-x LEC QoS Config> prompt from which
you can configure Quality of Service as described in

in Ising and Configuring

Sets the maximum amount of time that information in the RIF
is maintained before it is refreshed. Applies only to Token-Ring
LECs.

Sets the LAN Emulation Client parameters.

Used to enable or disable source-route bridging. Applies only
to Token-Ring LECs.

Returns you to the previous command level. See m

ARP Configuration

Use the arp-configuration

command to configure the static LE-ARP entries for the

ATM forum-compliant LAN Emulation Client.

Syntax:

arp-configuration

Example:

Token Ring Forum Compliant LEC Config> arp-configuration
ATM LAN Emulation Clients ARP configuration

Table 47. ATM LAN Emulation Client ARP Configuration Commands Summary

Command Function

? (Help) Displays all the commands available for this command level or
lists the options for specific commands (if available). See

Add Adds an LE-ARP cache entry using a MAC or route descriptor
ARP.

Config Sets cache entry QoS parameter values.

List Lists configured ARP cache entries.

Remove Removes an ARP cache entry.

Exit Returns you to the previous command level. See m

Add

Use the add command to add an ARP cache entry using the MAC address or a

route descriptor.
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MAC addresses, and route descriptors are entered as strings of hexadecimal
characters with or without optional separator characters between bytes. Valid
separator characters are dashes (-), periods (.), or colons (:).

Syntax:

add mac
route-descriptor

Example 1:

ARP config for LEC>add mac

MAC address of LE ARP Entry []? 123456789098

ATM address in 00.00.00.00.00.00:... form []? 390f000000000000000000000000123456789098
Destination Type - REMOTE or LOCAL [Remote]?

Example 2:

ARP config for LEC>add route 12.34
ATM address in 00.00.00.00.00.00:... form []? 390f000000000000000000001234567890988888

ARP config for LEC>

Config
Use the Config command to configure the permanent ARP cache entry QoS

parameters for the ATM forum-specific LAN Emulation Client.

Syntax:

config arp-entry-number

Example:

ARP config for LEC> config
ARP entry number [1]
Configure LEC ARP entry

Table 48. ATM LAN Emulation Client ARP Config Commands Summary
Command Function

? (Help) Displays all the commands available for this command level or
lists the options for specific commands (if available). See

Set Sets QoS parameter values.
Exit Returns you to the previous command level. See m
Set:

Use the Set command to configure the permanent ARP cache entry QoS
parameters for the ATM forum-specific LAN Emulation Client.

Syntax:

set max-reserved-bandwidth
traffic-type
peak-cell-rate
sustained-cell-rate
gos-class
max-burst-size

Example:

ARP entry 'identifier' config> set ?
MAX-RESERVED-BANDWIDTH
TRAFFIC-TYPE
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PEAK-CELL-RATE
SUSTAINED-CELL-RATE
QOS-CLASS
MAX-BURST-SIZE

See Eonfon — e o O Contomd

Eeatured for detailed information about the QoS parameters.

List

Use the list command to display information about ARP configuration.

Remove
Use the remove command to remove an configured MAC address or Route

Descriptor LE-ARP entry.

Select the ARP entry number to be removed from the list provided.

Syntax:

remove arp-entry-number

Use the frame command to set the NetWare IPX encapsulation type. The command
options differ depending on the type of LEC (Token-Ring or Ethernet). For
Token-Ring LECs, enter one of the following:

Option Description Syntax
Token-Ring using Uses the standard 802.2 IPX frame token-ring msb
MSB header with the noncanonical

Token-Ring using Uses the 802.2 IPX header with frame token-ring Isb

LSB the canonical address bit ordering
(LSB).
Token-Ring with  Uses the 802.2 format with a frame token-ring_snap msb
802.2 SNAP SNAP header and noncanonical
using MSB address bit ordering. This
encapsulation is used primarily in
bridging environments.
Token-Ring with  Uses the 802.2 format with a frame token-ring_snap Isb
802.2 SNAP SNAP header and canonical
using LSB address bit ordering.
Ethernet 2.0 Uses Ethernet version 2.0 protocol frame ethernet_lI

Ethernet 802.2 Uses Ethernet 802.3 with 802.2 SA frame ethernet_8022
Ethernet 802.3 Uses Ethernet 802.3 without any frame ethernet_802.3

Ethernet SNAP Uses 802.3, 802.2 with SNAP PID frame ethernet SNAP

Token-Ring address bit ordering
(MSB).

81-37.
EO.

802.2 header.

00-00-00-81-37.

Syntax:

frame

Note:

ipx-encapsulation type

The frame command cannot be used in the network configuration process to
set the IPX encapsulation unless the interface has been configured with IPX.
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The IPX encapsulation can also be set in the IPX configuration environment. Refer
to the chapter entitled “Configuring and Monitoring IPX" in the Protocol
Configuration and Monitoring Reference for details.

Example:
frame token_ring msb

IP-Encapsulation (for Ethernet ATM Forum-Compliant LEC only)

List

LLC

QoS

Use the IP-encapsulation command to select Ethernet (Ethernet type X'0800'),
IEEE 802.3 (Ethernet 802.3 with SNAP), or both.

The option both enables the2216 to use Ethernet encapsulation to transmit to hosts
that have Ethernet encapsulation and to use IEEE 802.3 encapsulation to transmit
to hosts that have IEEE 802.3 encapsulation. If your Ethernet LAN includes some
hosts that use one type of encapsulation and some that use the other, entering

both enables all of them to communicate.

The option both applies only to unicast frames. If you enter both, you are prompted
to enter either ethernet or ieee-802.3 for broadcast and multicast frames.

Syntax:

IP-encapsulation
* ethernet
* ieee-802.3
* both

Example:

Ethernet Forum Compliant LEC Config> ip-encapsulation both
How would you Tike IP broadcast/multicast frames to be sent (ETHER/IEEE-802.3) [ETHER]?

Use the list command to list the LE client configuration.

Syntax:

list

Logical Link Control can be thought of as a “sub-protocol”. It is not accessed
directly from either the Talk 6 (configuration) or the Talk 5 (console) environment.
Instead, it is accessed from the Token Ring LEC configuration menu by entering an
LLC command.

Use the llc command to access the LLC Config> prompt. SeellLC Canfiguratiod

Commands” an page 324 for more information.

Syntax:

lic

Use the gos-configuration command to get you to the LEC QoS Config> prompt
from which you can configure Quality of Service as described in iEui-_%rpEp

Configuration Commandsd in
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RIF-Timer (for Token-Ring Forum-compliant LEC only)

Use the RIF-Timer command to set the maximum amount of time that information
in the RIF is maintained before it is refreshed. Range is 0 to 4096. The default is

Set

120 seconds.

Syntax:

rif-timer

Example:
rif-timer 100

value

Use the set command to set LE Client parameters.

Syntax:

set

arp-aging-time
arp-cache-size
arp-queue-depth
arp-response-time
auto-config
best-effort-peakrate
bus-connect-retries
conn-completion-time
control-timeout
data-direct-timeout
data-direct-vcc-mode
elan-name
esi-address
flush-timeout
forward-delay
forward-disconnect-timeout
frame-size
initial-control-timeout
lecs-atm-address
les-atm-address
mac-address

multicast-send-avg

multicast-send-peak
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multicast-send-type
multiplier-control-timeout
path-switch-delay

reconfig-delay-min

reconfig-delay-max

retry-count

selector

trace

unknown-count

unknown-time

vce-timeout

arp-aging-time

Sets ARP aging time. This is the maximum time that a LEC will maintain an
entry in its LE_ARP cache in the absence of a verification of that
relationship. A larger aging time may result in a faster session setup time,

but may also use more memory and reacts slower to changes in network
configuration.

Valid Values:
An integer number of seconds in the range of 10 to 300.

Default Value:
300

Example:
LEC Config> set arp-aging-time 200

arp-cache-size
Sets the number of entries in the ARP cache. The size of the ARP cache
limits the number of simultaneous data direct VCCs. Larger ARP caches
require more memory, but permit the client to simultaneously converse with
a larger number of destinations.

Valid Values:
An integer number in the range of 10 to 65535.

Default Value:
5000

Example:

LEC Config> set arp-cache-size 10

arp-queue-depth
Sets the maximum number of queued frames per ARP cache entry. The
LEC enqueues frames when switching the data path from the Multicast
Send VCC to a Data Direct VCC. Frames passed to the LEC for
transmission will be discarded if the queue is full. A larger queue requires
more memory, but results in fewer discarded frames during the data path
switch.

Valid Values:
An integer number in the range of 0 to 10.
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Default Value:
5

Example:
LEC Config> set arp-queue-depth 10
arp-response-time
Sets expected ARP response time. This value controls how frequently an
unanswered LE ARP request is retried. Larger values result in fewer LE
ARPs, which causes less traffic and possibly increase the amount of time
before a Data Direct VCC is established.

Valid Values:
An integer number of seconds in the range of 1 to 30.

Default Value:
1 second

Example:
LEC Config> set arp-response-time 20
auto-config
Specifies whether this LEC uses LECS auto-config mode. Specify YES or

NO. The LEC may contact the LECS to obtain the address of its LES and
various other configuration parameters.

Valid Values:
If YES, then you do not have to configure the ATM address of the
LES.

If NO, then you must configure the ATM address of the LES using
the set les-atm-address command as described on page B1d.

Default Value:
NO

Example:
LEC Config> set auto-config yes

best-effort-peakrate
Sets the Best Effort Peak Rate. Used when establishing best effort multicast
send connections.

The maximum peak rate depends on the maximum data rate of the ATM
device.

Specify an integer from 1 to the maximum peak rate in kbps (the definition
is the maximum data rate) as follows:

* If ATM maximum data rate is 25 Mbps, the maximum peak rate is 25,000
kbps.

* If ATM maximum data rate is 155 Mbps, the maximum peak rate is
155,000 kbps.

Valid Values:
An integer number in the range of 1 - device maximum data rate.

Default Value:
155000

Example:
LEC Config> set best-effort-peakrate 24000
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bus-connect-retries
This parameter sets the maximum number of times that the LEC will
attempt to reconnect to the BUS before returning to the initial state.

Valid Values:
0-2

Default Value:
1

connection-completion-time
Sets the connection completion time. This is the time interval in which data
or a READY_IND message is expected from a calling party.

When a Data Direct VCC is established to the client, the LEC expects data
or a READY_IND message within this time period. The LEC will not
transmit frames over a Data Direct VCC established to it until receiving data
or a READY_IND. This parameter value controls the amount of time which
passes before the LEC issues a READY QUERY (in hopes of receiving a
READY_IND). Smaller values lead to faster response times, but also to
unnecessary transmissions.

Valid Values:
An integer number of seconds in the range of 1 to 10.

Default Value:
4

Example:

LEC Config> set connection-completion-time 5

control-timeout
This parameter sets the maximum cumulative control timeout of a request.

A current timeout value is initialized to the value of initial-control-timeout

If a response to a request is not received within the current timeout value,
the current timeout is multiplied by the value of the multiplier-control-
timeout and the request is reissued. Each time the current timeout value
expires, this process is repeated until the current timeout value exceeds the
value of control-timeout .

Valid Values:
An integer number of seconds in the range of 10 to 300.

Default Value:
30

Example:
LEC Config> set control-timeout 100

data-direct-timeout
Specifies the timeout value for the data direct VCC. This parameter limits
the time the Data Direct VCCs are left up without the LEC having a
connection to the LES/BUS. If the LEC rejoins a LES/BUS before the timer
expires, the time is stopped.

Valid Values:
10 - 300 seconds

Default Value:
30
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data-direct-vcc-mode
Specifies whether persistent Data Direct VCC mode is enabled or disabled.
When the Data Direct VCC mode is enabled, if the LEC loses its
connection to the LES/BUS, the Data Direct VCCs are not dropped and the
reconnect timeout timer is started. The LEC will continue to try to reconnect
to the LES/BUS. If the LEC cannot reconnect to the LES/BUS before the
data-direct-timeout expires, all Data Direct VCCs will be disconnected.

Valid Values:
yes or no

Default Value:
no

elan-name
Specifies name of the ELAN that the LEC wishes to join. This is the ELAN
name sent to the LECS in the configure request (if the LEC autoconfigures)
or to the LES in the join request. The LECS or LES may return a different
ELAN name in the response.

Valid Values:
Any character string length of 0 - 32 bytes.

Default Value:
Blank

Note: A blank name (0 length string) is valid.

Example:
LEC Config> set elan-name FUZZY

esi-address
Sets the ESI portion of the LEC’s ATM address.

Specify the ESI portion (octets 13 through 19) of the LEC’s ATM address.
The ESI and selector combination of the LEC must be unique among all
LAN emulation components on the device.

Valid Values:
Any 12 hexadecimal digits.

Default Value:
Burned-in ESI

Example:

set esi

Select ESI
(1) Use burned in ESI
(2) 11.22.33.44.55.66

Enter selection [1]?

flush-timeout
Sets the flush timeout. This is the time limit to wait to receive the
LE_FLUSH_RESPONSE after the LE_ FLUSH_REQUEST has been sent
before taking recovery action. During recovery, any queued frames are
dropped and a new flush request is sent.

When switching from the multicast send to a data direct data path, the
client sends a flush request over the multicast send VCC. Until a flush
response is received, or until the path switch delay expires, frames are
gueued for the destination.
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Valid Values:
An integer number of seconds in the range of 1 to 4.

Default Value:
4

Example:
LEC Config> set flush-timeout 3

forward-delay
Sets the forward delay. Entries in the LE ARP cache must be periodically
re-verified. The forward delay time is the maximum amount of time a remote
entry may remain in the cache during a network topology change. Larger
aging times may result in stale (invalid) entries, but also cause less
re-verification traffic.

Valid Values:
An integer number of seconds in the range of 4 to 30.

Default Value:
15

Example:
LEC Config> set forward-delay 10

forward-disconnect-timeout
This parameter sets the amount of time that a LEC will wait after losing its
last Multicast Forward VCC from the BUS before returning to the initial
state. This delay permits the BUS to attempt to reconnect to the client
without returning to the initial state.

Valid Values:
10 - 300 seconds

Default Value:
60

frame-size
Sets the frame size.

The value specified for frame-size must be equal to or less than the value
specified for ATM max-frame usirg@tﬁe ATM INTERFACE> set max-frame
command as described on page .

Valid Values:
1516

4544
9234
18190

Default Value:
If the ELAN type is token ring, the default is 4544.If the ELAN type
is Ethernet, the default is 1516.

Example:
LEC Config> set frame-size 4544

initial-control-timeout
This parameter sets the value of the initial control timeout used in the
control timeout algorithm described in R1d.
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Valid Values:
1-10

Default Value:
5

Example:

LEC Config> set initial-control-timeout 10

lecs-atm-address
Specifies the ATM address of the LECS.

If the client is set to auto configure, it attempts to connect to a LECS. If it is
unable to connect to a LECS, then it may try another LECS ATM address.
The LECS ATM addresses that are tried, in order, are:

1. This configured LECS address

2. Any LECS address obtained through ILMI

3. The well-known LECS address defined by the ATM Forum.

No default is provided.

Note: This command should be entered on one command line. It is shown
here on two lines because of spacing.

Example:
LEC Config> set lecs-atm-address
39.84.0F.00.00.00.00.00.00.00.00.00.01.10.00.5A.00.DE.AD.01
les-atm-address
Sets the LES ATM address. This command may be optional or required
depending upon the setting of lecs-auto-config as described in the set
auto-config command on page Bid.
» If auto-config is YES, the les-atm-address is not configurable.
» If auto-config is NO, then the les-atm-address is required.

Specify the ATM address of the LES. No default is provided.

Note: This command should be entered on one command line. It is shown
here on two lines because of spacing.

Example:
LEC Config> set les-atm-address
39.84.0F.00.00.00.00.00.00.00.00.00.01.10.00.5A.00.DE.AD.02
mac-address
Sets the MAC address for this LE client. You may specify that the client use
the burned-in MAC address of the ATM interface, or you may specify a
different MAC address. If you have two clients that are bridged together,
they should use different MAC addresses.

If you have two clients and each client has IPv6 configured, these clients
should use different MAC addresses.

This MAC address is registered with the LES when the client joins the
ELAN.

Valid Values:
Any valid MAC address.

Default Value:
none
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Example:

LEC Config> set mac-address
Use adapter address for MAC? [No]
MAC address []: 10.00.5a.00.00.01
multicast-send-avg

Sets the multicast send VCC average rate in kbps. Used by the LEC for
reserving bandwidth on the VCC to the BUS. It specifies the forward and
backward sustained cell rate used when setting up a reserved bandwidth
multicast send VCC.

This parameter is only applicable when the multicast-send-type is reserved
bandwidth. If multicast-send-avg equals multicast-send-peak, then a
constant bit rate (CBR) multicast send is signalled. Otherwise, a variable bit
rate (VBR) multicast send is signalled. Multicast-send-avg must be less
than or equal to multicast-send peak.

A reserved bandwidth multicast send VCC may improve data transfer rates
in congested networks, but reserving bandwidth and not using it wastes
network resources.

When the multicast-send-type is reserved, then multicast-send-avg and
multicast-send-peak must be specified.

Example:
LEC Config> set multicast-send-avg 4000

multicast-send-peak
Sets the multicast send peak rate in kbps. Used by LEC for reserving
bandwidth on the VCC to the BUS. It specifies the forward and backward
peak cell rate used when establishing a reserved bandwidth multicast send
VCC.

This parameter is only applicable when the multicast-send-type is reserved
bandwidth. If multicast-send-avg equals multicast-send-peak, then a
constant bit rate (CBR) multicast send is signalled. Otherwise, a variable bit
rate (VBR) multicast send is signalled. Multicast-send-avg must be less
than or equal to multicast-send peak.

A reserved bandwidth multicast send VCC may improve data transfer rates
in congested networks, but reserving bandwidth and not using it wastes
network resources.

When the multicast-send-type is reserved, then multicast-send-avg and
multicast-send-peak must be specified.

Example:
LEC Config> set multicast-send-peak 155

multicast-send-type
Sets the multicast send type. Specifies the method used by the LEC when
establishing the multicast send VCC.

If multicast-send-avg equals multicast-send-peak, then a constant bit rate
(CBR) multicast send is signalled. Otherwise, a variable bit rate (VBR)
multicast send is signalled. Multicast-send-avg must at least equal
multicast-send peak.

A reserved bandwidth multicast send VCC may improve data transfer rates
in congested networks, but reserving bandwidth and not using it wastes
network resources.

When the multicast-send-type is reserved, then multicast-send-no and
multicast-send-peak must be specified.
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Valid Values:
Best Effort or Reserved

Default Value:
Best Effort

Example:
LEC Config> set multicast-send-type best-effort

multiplier-control-timeout
This parameter sets the value of the control timeout multiplier used in the
control timeout algorithm described on page R1d.

Valid Values:
2-5

Default Value:
2

Example:

LEC Config> set multiplier-control-timeout 5

path-switch-delay
Sets the path switch delay.

The LEC must ensure that all frames sent through the BUS to a destination
have arrived at the destination before it can start using a Data Direct VCC.
This is accomplished using the flush protocol, or by waiting
path-switch-delay seconds after sending the last packet to the BUS. Smaller
values improve performance, but may result in out-of-order packets in a
heavily congested network.

Valid Values:
An integer number of seconds in the range of 1 to 8.

Default Value:
6

Example:
LEC Config> set path-switch-delay 5

reconfig-delay-min
This parameter sets the minimum delay time when LEC returns to the initial
state. This value must be = reconfig-delay-max .

Valid Values:
1 - the value of reconfig-delay-max

Default Value:
1

Example:
LEC Config> set reconfig-delay-min 5

reconfig-delay-max
This parameter sets the maximum delay time when LEC returns to the
initial state. This value must be = reconfig-delay-min .

Valid Values:
1-10

Default Value:
5
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Example:
LEC Config> set reconfig-delay-max 9

retry-count
Sets the retry count. This is maximum number of times that the LEC retries
an LE_ARP_REQUEST for a specific frame’s LAN destination. If no ARP
response is received after the specified number of retries, then the entry is
purged from the LE ARP cache.

Valid Values:
0,1,0r2

Default Value:
1

Example:
LEC Config> set retry-count 2

selector
Specifies the selector portion of the client's ATM address. The combination
of ESI and selector must be unique among all LANE components on the
device. By default, a unique selector is selected for the configured ESI.

Valid Values:
Any octet, in hexadecimal, that is not in use by another LANE
component with the same ESI.

Example:
LEC Config> set selector 01

trace Enables tracing for the LEC. To perform packet tracing, three steps are
required:
1. Enable packet tracing system (under ELS)
2. Enable tracing on the LEC subsystem (under ELS)
3. Enable packet tracing on the desired LECs (using this command).

Valid Values:
Yes or No

Default Value:
No

Example:

Token Ring LEC config>set trace

Trace packets on the LEC? [No]?yes

unknown-count

Sets the unknown frame count. This is the maximum number of frames for
a specific unicast MAC address or route descriptor that may be sent to the
BUS within the time specified by the unknown-time parameter. Larger
values decrease the number of discarded frames while increasing the load
on the BUS.

Valid Values:
An integer number of frames in the range of 1 to 255.

Default Value:
10

unknown-time
Sets the unknown frame time. This is the time interval during which the
maximum number of frames for a specific unicast MAC address or route
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descriptor (specified by the unknown-count parameter) may be sent to the
BUS. Larger values increase the number of discarded frames while
decreasing the load on the BUS.

Valid Values:
An integer number of seconds in the range of 1 to 60.

Default Value:
1

Example:

LEC Config> set unknown-time 5

vce-timeout
Sets the VCC timeout. Data direct VCCs over which no traffic has been
sent for this period of time should be released.

Valid Values: 0 to 31536000 seconds (1 year).
Default Value: 1200

Note: This parameter is meaningful only for SVC connections.

Example:
LEC Config> set vcc-timeout 1000

Source-Routing (for Token-Ring Forum-Compliant LEC only)

Use the source-routing command to enable or disable end station source-routing.
Source routing is the process by which end stations determine the source route to
use to cross source routing bridges. Source routing allows the IP, IPX, and
AppleTalk Phase 2 protocols to reach nodes on the other side of the source route
bridge.

This function of the device is not changed whether source routing is enabled or
disabled. The default setting is enabled.

Some stations cannot properly receive frames with Source Routing RIF on them.
This is especially common among NetWare drivers. Disabling source routing in this
situation will allow you to communicate with these stations.

Source routing should be enabled only if there are source-routing bridges on this
ring through which you want to bridge IP, IPX, and AppleTalk Phase 2 packets.
Source routing must also be enabled so that LLC test response messages can be

returned.

Syntax:

source-routing enable
disable

Example:

source-routing disable
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LLC Configuration Commands

This section summarizes and then explains all of the LLC commands. These
commands, shown in [lahle 49, let you monitor the LLC while passing packets over
an SNA network.

Table 49. LLC Command Summary

Command Function

? (Help) Displays all the commands available for this command level or lists
the options for specific commands (if available). See

List Displays configuration information.
Set Allows the user to dynamically configure LLC parameters that are
valid for the life of the session.

Exit Returns you to the previous command level. See m
List

Use the list command to display configuration information.

Syntax:

list
Set

Use the set command to dynamically configure the LLC parameters on a current
LLC session. Any changes that you make to the parameters are effective for the life

of session.

Attention: Changing LLC parameters from the default can affect how the LLC
protocol works.

Syntax:

set n2-max_retry count
n3-frames-rcvd-before-ack count
nw-acks-to-inc-ww count
rw-receive-window seconds
tl-reply-timer seconds
t2-receive-ack-timer seconds
ti-inactivity-timer seconds

tw-transmit-window seconds

n2-max_retry
The maximum number of retries by LLC protocol. For example, N2 is the
maximum number of times the LLC transmits an RR without receiving an
acknowledgment when the inactivity timer expires. Default is 8. Minimum is

1. Maximum is 127.

n3-frames-rcvd-before-ack
This value is used with the T2 timer to reduce acknowledgment traffic for
received I-frames. Set this counter to a specified value. Each time an
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I-frame is received, this value is decremented. When this counter reaches 0
or the T2 timer expires, an acknowledgment is sent. Default is 1. Minimum
is 1. Maximum is 255.

nw-acks-to-inc-ww
This field is set to a default value of 1.

rw-receive-window
Sets the number of I-frames that can be received before an RR is
transmitted. Default is 2. Minimum is 1. Maximum is 127.

t1-reply-timer
This timer expires when the LLC fails to receive a required acknowledgment
or response from the other LLC station. When this timer expires, an RR is
sent with the poll bit set and T1 is started again. If the LLC receives no
response after the configured maximum number of retries (N2), the link
underneath is declared inoperative. Default is 1. Minimum is 1. Maximum is
256.

t2-receive-ack-timer
This timer is used to delay sending of an acknowledgment for a received
I-format frame. This timer is started when an I-frame is received and reset
when an acknowledgment is sent. If this timer expires, LLC2 sends an
acknowledgment as soon as possible. Set this value so that it is less than
that of T1. This insures that the remote LLC2 peer receives the delayed
acknowledgment before the T1 timer expires. Default is 1 (100 ms).
Minimum is 1. Maximum is 2560.

Note: If this timer is set to 1 (the default) it will not run (for example,
n3-frames-rcvd-before-ack=1 ).

ti-inactivity-timer
This timer expires when the LLC does not receive a frame for a specified
time period. When this timer expires the LLC transmits an RR until the
other LLC responds or the N2 timer expires. Default is 30 seconds.
Minimum is 1 second. Maximum is 256 seconds.

tw-transmit-window
Sets the maximum number of I-frames that can be sent before receiving an
RR. Assuming that the other end of the LLC session can actually receive
this many consecutive I-frames, and the device has enough heap memory
to keep copies of these frames until an acknowledgment is received,
increasing this value may increase the throughput. Default is 2. Minimum is
1. Maximum is 127.

Accessing the LEC Monitoring Environment

Use the following procedure to access the LEC monitoring commands. This process
gives you access to the LEC monitoring process.

1. Atthe OPCON prompt, enter talk 5. (For more detail on this command, refer to
tWhat is the QPCQON Pracess?” on page 31.) For example:

* talk 5
+

After you enter the talk 5 command, the GWCON prompt (+) displays on the
console. If the prompt does not appear when you first enter configuration, press
Return again.
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2. At the + prompt, enter the network ? command to display the network interface
numbers for which the device is currently configured, and enter the interface
number for the LEC you wish to monitor. For example:

+ network ?

1 : ATM Ethernet LAN Emulation: ETH
2 : IP Protocol Network

3 : Bridge Application

5 : CHARM ATM Adapter

Network number [0]? 1

LEC+

The LEC monitoring prompt (LEC+), is displayed.

If you know the interface number of the LEC you wish to monitor, enter the
network command followed by the interface number of the LEC.

+ network 1
LEC+

LEC Monitoring Commands

This section summarizes and then explains the LEC monitoring commands. You
can access LEC monitoring commands at the LEC+ prompt. shows the
commands.

Table 50. LE Client Monitoring Command Summary

Command Function

? (Help) Displays all the commands available for this command level or lists
the OEtions for specific commands (if available). See

List Lists:

e LEC Address Resolution Table (ARP)
e LEC configuration

« Data Direct VCC information

e Group addresses

¢ RIF information

* LEC statistics

* VCC table.
